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HEFESTIS Weekly Newsletter 

A very warm welcome to all of you from all of us at the CISO-Share Office. 

We are hosting a member session on Spring4Shell at 10.00am this morning.  Invites have already 
been sent to members and the details and link is also available on the SharePoint site. 

Thanks again to all our members who reached out to support the incident reported last month. 
Recovery is now well underway in very quick time as can be seen from the Heriot-Watt University 
holding page: https://www.hw.ac.uk/uk/services/is/system-status.htm where further public updates 
will continue to be provided as they are authorised. 

We can only applaud the effectiveness of the response from the entirety of the HW teams and staff 
who have succeeded in maintaining availability of so many key services for staff, students and 
stakeholders in the face of a significant attack. Fingers crossed the work continues to go well. 

Please check the CiSP site, as always, for the latest updates on current incidents and 
countermeasures to protect your institution.  

Whilst you are there, why not drop into the CISO-Share user forum and discuss the latest topics and 
news. 

Here are a few of the articles which caught the attention of the CISO-Share team this week. 

If you have any questions or comments, please feel free to contact us via CISO-
Office@hefestis.ac.uk. 

Here are some of the week’s Cyber Security articles which caught the attention of CISO-Share. 

Spring4Shell Information and detection tools 

Advisory is similar to the Log4J countermeasures shared in 2021 – 
Spring’s tools are frameworks to help accelerate the development of Java 
applications and are widely used among Java developers. The bugs being 

discussed here focus on the Spring Cloud and Spring Framework packages. There has been 
significant confusion this week about these bugs being the same thing, but they are separate and 
distinct issues. Both bugs result in the ability to execute arbitrary code on a remote host serving web 
applications when running vulnerable versions of the software. Obviously, this level of control on a 
potentially public-facing infrastructure can be extremely impactful. Vulnerabilities are tracked as 
CVE-2022-22963 and CVE-2022-22965. 

Mitigation – patch up affected applications to latest versions of security as updates are released. 

Detection tools and analysis 

Item 12.14.iv
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Microsoft detects Spring4Shell attacks across its cloud services 
https://www.bleepingcomputer.com/news/security/microsoft-detects-spring4shell-attacks-across-
its-cloud-services/ 
 
SpringShell (Spring4Shell) Zero-Day Vulnerability CVE-2022-22965 : All You Need To Know 
https://jfrog.com/blog/springshell-zero-day-vulnerability-all-you-need-to-know/ 
Spring has sprung: breaking down CVE-2022-22963 & Spring4Shell (CVE-2022-22965) 
https://www.fastly.com/blog/spring-has-sprung-breaking-down-cve-2022-22963-and-spring4shell-
cve-2022 
 
Action Point: 
Join us this morning at 10:00, the invite has been sent out to members and the event deltails and 
link are also linked via the CISO-Share SharePoint site. 
 
 

 
5 ways to improve security hygiene and posture management 
https://www.csoonline.com/article/3655629/5-ways-to-improve-security-
hygiene-and-posture-management.html 
 
According to ESG research, 80% of organisations plan to increase spending on 

security hygiene and posture management this year. ESG also asked security professionals to identify 
actions that could most improve their organisations’ security hygiene and posture management. 
Here are the top responses: 
 

• Performing continuous security control validation to discover gaps in existing security tools 
(38%). 

• Automating processes associated with security hygiene and posture management (36%). 
• Deploying a dedicated tool for security/IT asset management that can interoperate and pull 

data from other existing systems (35%). 
• Increasing staff dedicated to security hygiene and posture management (31%).  
• Taking a more adversarial/offensive approach to cybersecurity so we can adjust our 

defences as countermeasures to modern attack TTPs (29%).  
 
Action Point: 
These and other suggestions deserve consideration as soon as possible. After all, the growing attack 
surface won’t protect itself.   
 
 

 
FBI Shut Down Russia-linked "Cyclops Blink" Botnet That 
Infected Thousands of Devices 
https://thehackernews.com/2022/04/fbi-shut-down-russia-linked-
cyclops.html 
 

https://www.bleepingcomputer.com/news/security/microsoft-detects-spring4shell-attacks-across-its-cloud-services/?web_view=true&utm_campaign=UKCyberWeek&utm_content=203742773&utm_medium=social&utm_source=linkedin&hss_channel=lcp-78325475
https://www.bleepingcomputer.com/news/security/microsoft-detects-spring4shell-attacks-across-its-cloud-services/?web_view=true&utm_campaign=UKCyberWeek&utm_content=203742773&utm_medium=social&utm_source=linkedin&hss_channel=lcp-78325475
https://jfrog.com/blog/springshell-zero-day-vulnerability-all-you-need-to-know/
https://www.fastly.com/blog/spring-has-sprung-breaking-down-cve-2022-22963-and-spring4shell-cve-2022
https://www.fastly.com/blog/spring-has-sprung-breaking-down-cve-2022-22963-and-spring4shell-cve-2022
https://www.csoonline.com/article/3655629/5-ways-to-improve-security-hygiene-and-posture-management.html
https://www.csoonline.com/article/3655629/5-ways-to-improve-security-hygiene-and-posture-management.html
https://www.esg-global.com/research/esg-research-report-security-hygiene-and-posture-management
https://thehackernews.com/2022/04/fbi-shut-down-russia-linked-cyclops.html
https://thehackernews.com/2022/04/fbi-shut-down-russia-linked-cyclops.html


 

HEFESTIS Limited, Registered Office: Unit 27, Stirling Business Centre, Wellgreen, Stirling FK8 2DZ 
Incorporated in Scotland SC603511   

THREATSCAPE 
04 April 2022 

 
 

The U.S. Department of Justice (DoJ) announced that it neutralized Cyclops Blink, a modular botnet 
controlled by a threat actor known as Sandworm, which has been attributed to the Main Intelligence 
Directorate of the General Staff of the Armed Forces of the Russian Federation (GRU). 
 
The March 22 court-authorized disruption of Cyclops Blink comes a little over a month after 
intelligence agencies in the U.K. and the U.S. described the botnet as a replacement framework for 
the VPNFilter malware that was exposed and sinkholed in May 2018. 
 
The company has since revised its Cyclops Blink FAQs to spell out that the vulnerability in question 
is CVE-2022-23176 (CVSS score: 8.8), which could "allow an unprivileged user with access to Firebox 
management to authenticate to the system as an administrator" and gain unauthorized remote 
access. 
 
Action Point: 
ASUS has released firmware patches as of April 1, 2022, to block the threat, recommending users to 
update to the latest version. 
 
 

 
PCI Data Security Standard v4.0 
https://www.csoonline.com/article/3656608/new-pci-data-security-
standard-v40-receives-kudos-for-flexibility.html  
 
Organisations have two years to digest the new standard and make any 
changes from the current standard, PCI DSS 3.21, which will be retired 
on March 31, 2024. Key elements in the new standard include: 

 
• Updated firewall terminology to network security controls to support a broader range of 

technologies used to meet the security objectives traditionally met by firewalls 
• Expansion of Requirement 8 to implement multi-factor authentication (MFA) for all access 

into the cardholder data environment 
 

• Increased flexibility for organizations to demonstrate how they are using different methods 
to achieve security objectives 

• Addition of targeted risk analyses to allow entities the flexibility to define how frequently 
they perform certain activities, as best suited for their business needs and risk exposure 

 
Action Point: 
Make yourself aware of the new changes that are to become part of the contractual agreements 
that our organisations hold in order to process credit card payments and what changes are needed 
to ensure continued compliance. 
 
 

https://thehackernews.com/2022/02/us-uk-agencies-warn-of-new-russian.html
https://thehackernews.com/2018/05/vpnfilter-router-hacking.html
https://thehackernews.com/2018/05/vpnfilter-botnet-malware.html
https://techsearch.watchguard.com/KB?type=Article&SFDCID=kA16S000000SOCGSA4&lang=en_US
https://nvd.nist.gov/vuln/detail/CVE-2022-23176
https://www.asus.com/content/ASUS-Product-Security-Advisory/
https://www.csoonline.com/article/3656608/new-pci-data-security-standard-v40-receives-kudos-for-flexibility.html
https://www.csoonline.com/article/3656608/new-pci-data-security-standard-v40-receives-kudos-for-flexibility.html
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New security features for Windows 11 will help protect 
hybrid work 
https://www.microsoft.com/security/blog/2022/04/05/new-security-
features-for-windows-11-will-help-protect-hybrid-work/  
 
This article takes a look at what’s coming to Windows 11 to combat 

the biggest security challenges of distributed work scenarios and the threat landscape of the 
future.  The list includes: 
 
Microsoft Pluton 
Built on Zero Trust principles and allowing firmware management to be managed as part of 
Windows Update.   
 
Smart App Control 
Smart App Control only allows processes to run that are predicted to be safe based on either code 
certificates or an AI model for application trust within the Microsoft cloud. 
 
Enhanced phishing detection and protection with Microsoft Defender SmartScreen 
Identifying and alerting users when they are entering their Microsoft credentials into a malicious 
application or hacked website. 
 
There are many more featured detailed in this article from Microsoft.  Some of which will need new 
installations or resets for existing Windows 11 devices. 
 
Action Point: 
Keep abreast of the new security features available for Windows 11 and evaluate whether there is 
benefit from planning migrations earlier than scheduled. 
 
 

 
Microsoft 365 Licensing 
https://m365maps.com/Microsoft 365 Education.htm 
 
Whilst discussing the security implications of a change in 
M365 licensing I was directed to the following resource 
that really helped me to understand the different 
licencing models that Microsoft has in place for M365.   
 

It’s a great resource that can help organisations understand what they currently have access to 
through their existing licensing model, but also assists in making future decisions on what benefits a 
licensing uplift will bring in terms of security features and services.  I particularly like how each of the 
boxes allows you to click through to the Microsoft site which is related to that service. 
 
Action Point: 
Use this map to realise the full benefits of your organisational M365 licensing model and to plan for 
future licensing decisions. 
 

https://www.microsoft.com/security/blog/2022/04/05/new-security-features-for-windows-11-will-help-protect-hybrid-work/
https://www.microsoft.com/security/blog/2022/04/05/new-security-features-for-windows-11-will-help-protect-hybrid-work/
https://m365maps.com/Microsoft%20365%20Education.htm
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New Ransomware Recommendation 
Dashboard in Microsoft Defender for Cloud 
https://techcommunity.microsoft.com/t5/microsoft-
defender-for-cloud/new-ransomware-
recommendation-dashboard-in-microsoft-defender/ba-
p/3270472 
 
For those that have access to Defender for Cloud (A5) 
Microsoft have released a new dashboard and 

workbook for prioritising security recommendations to reduce the likelihood of being compromised 
by a Ransomware attack. 
 
By understand in which stage of the MITRE ATT&CK matrix the recommendation is located, you can 
prioritize remediations earlier on and reduce the probability of further damage done by the attacker. 
The Ransomware dashboard can be utilized to prioritize the remediation of recommendations for 
scenarios such as: 
 

• Ensures up to date VMs with relevant security patches 
• Enable anti-malware on your VMs 
• Reduce attack surface by enabling just-in-time access to management ports 

 
Action Point: 
If you have an A5 license then investigate the workbook and dashboard to ensure that you 
reconfigurations give the best protection against a Ransomware attack. 
 
 

 
“Browser in the Browser” attacks: A devastating new 
phishing technique arises 
https://www.techrepublic.com/article/browser-in-the-browser-
attacks-arise 
  
A phishing technique called Browser in the Browser (BITB) has 

emerged, and it’s already aiming at government entities, including Ukraine. Find out how to 
protect against this new threat. 
 
Phishing for credentials is a common threat that has been around for many years. It uses different 
social engineering techniques to persuade an unsuspecting user to click on a link or open a 
document and provide their credentials, which are then sent to the attacker. Now a new phishing 
technique has been exposed recently by a penetration tester and security researcher known as 
“mr.d0x” on their website. 
 
What are BITB attacks? 
Browser in the browser attacks consist of simulating a browser window within the browser to spoof 
a legitimate domain. The attack takes advantage of third parties’ single sign-on (SSO) option, which 
has become increasingly common for users to log into many different websites. The principle is 
pretty straightforward: The user connects to a website, which in turn opens a new browser window 

https://techcommunity.microsoft.com/t5/microsoft-defender-for-cloud/new-ransomware-recommendation-dashboard-in-microsoft-defender/ba-p/3270472
https://techcommunity.microsoft.com/t5/microsoft-defender-for-cloud/new-ransomware-recommendation-dashboard-in-microsoft-defender/ba-p/3270472
https://techcommunity.microsoft.com/t5/microsoft-defender-for-cloud/new-ransomware-recommendation-dashboard-in-microsoft-defender/ba-p/3270472
https://techcommunity.microsoft.com/t5/microsoft-defender-for-cloud/new-ransomware-recommendation-dashboard-in-microsoft-defender/ba-p/3270472
https://techcommunity.microsoft.com/t5/microsoft-defender-for-cloud/new-ransomware-recommendation-dashboard-in-microsoft-defender/ba-p/3270472
https://techcommunity.microsoft.com/t5/microsoft-defender-for-cloud/new-ransomware-recommendation-dashboard-in-microsoft-defender/ba-p/3270472
https://www.techrepublic.com/article/browser-in-the-browser-attacks-arise
https://www.techrepublic.com/article/browser-in-the-browser-attacks-arise
https://mrd0x.com/browser-in-the-browser-phishing-attack/?no-cache=1
https://mrd0x.com/browser-in-the-browser-phishing-attack/?no-cache=1
https://en.wikipedia.org/wiki/Single_sign-on
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that asks for Google, Apple, Microsoft or other third parties’ credentials, to allow the user to log in 
This benefits the user because they don’t need to remember or use an additional password to log 
into the website. 
 
Action Point: 
 
Recommendations 
It seems unreasonable to ask users not to use SSO anymore. They have gotten used to it and it works 
nicely in most cases. Adding multi-factor authentication (MFA) is a good way to improve security for 
SSO authentication, yet it could still be bypassed by attackers, by using malware, for example. When 
it comes to increasing security in phishing cases, the best MFA solutions are hardware devices or 
tokens. 
 
The use of password managers might also help in the particular case of the BITB attacks. Since the 
phishing page is in fact not a real browser window, password managers with autocomplete options 
might not react to them, alerting the user who will wonder why the autocomplete function does not 
work. 
 
The best ways to avoid BITB attacks are actually the same as for usual phishing. Users should not 
click on links or attached files coming from unknown sources via email or instant messaging 
software. If they have doubts about an email coming from a seemingly legitimate entity or 
colleague, the user should call and verify they were indeed the sender and that the shared link or 
file is safe. 
 
Anti-phishing solutions should also be deployed and used. If possible, those solutions should allow 
the user to easily report to the IT department or even to anti-phishing organizations. 
 
 

 
Russian Wiper Malware Likely Behind Recent Cyberattack on 
Viasat KA-SAT Modems 
https://thehackernews.com/2022/04/russian-wiper-malware-responsible-
for.html 
 

SentinelOne said it uncovered a new piece of malware (named "ukrop") on March 15 that casts the 
cyberattack aimed at Viasat and temporarily knocked KA-SAT modems offline on February 24, 2022 
in a fresh light – a supply chain compromise of the KA-SAT management mechanism to deliver the 
wiper, dubbed AcidRain, to the modems and routers and achieve scalable disruption. 
AcidRain is an executable that "performs an in-depth wipe of the filesystem and various known 
storage device files,". Once the wiping process is complete, the device is rebooted to render it 
inoperable. 
 
This makes AcidRain the seventh wiper strain to be uncovered since the start of the year in 
connection with the Russo-Ukrainian war after: 
WhisperGate, WhisperKill, HermeticWiper, IsaacWiper, CaddyWiper, and DoubleZero. 
 
Action Point: 

https://thehackernews.com/2022/04/russian-wiper-malware-responsible-for.html
https://thehackernews.com/2022/04/russian-wiper-malware-responsible-for.html
https://thehackernews.com/2022/01/a-new-destructive-malware-targeting.html
https://blog.talosintelligence.com/2022/01/ukraine-campaign-delivers-defacement.html
https://thehackernews.com/2022/02/new-wiper-malware-targeting-ukraine.html
https://thehackernews.com/2022/03/second-new-isaacwiper-data-wiper.html
https://thehackernews.com/2022/03/caddywiper-yet-another-data-wiping.html
https://thehackernews.com/2022/03/us-government-warns-companies-of.html
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The use of wipers is becoming a more common occurrence due to the war in Ukraine.  There are 
elements within the code of this wiper that points to Russian based attackers.  Ensure that recovery 
processes address the possibility of complete loss of services requiring a rebuild from scratch.  
 
 
 
All the best from all of us at HEFESTIS and look out for our next Threatscape update next week.  
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HEFESTIS Weekly Newsletter 
A very warm welcome to all of you from all of us at the CISO-Share Office. 

Thanks again to all our members who reached out to support the incident reported last month. 
Recovery is now well underway in very quick time as can be seen from the Heriot-Watt University 
holding page: https://www.hw.ac.uk/uk/services/is/system-status.htm where further public 
updates will continue to be provided as they are authorised.  

We can only applaud the effectiveness of the response from the entirety of the HW teams and staff 
who have succeeded in maintaining availability of so many key services for staff, students and 
stakeholders in the face of a significant attack. Fingers crossed the work continues to go well. 

Please check the CiSP site, as always, for the latest updates on current incidents and countermeasures to 
protect your institution.  

Whilst you are here, why not drop into the CISO-Share user forum and discuss the latest topics and news. 

Articles which may be of interest covering Zero Trust, more on the Lapsus$ group, vulnerabilities, phishing 

kits and much more are included with this week’s issue. 

 
 

The Chaos (and Cost) of Lapsus$ Hacking Carnage 

Security experts say the Lapsus$ gang’s “extortion and destruction” 
hacking spree is the work of an amateur gang allegedly led by a British 
teenager. What does this say about the state of cybersecurity? 

Main Article 

Microsoft, Okta Confirm Data Breaches Involving Compromised Accounts 

Lapsus$ Claims Hack of IT Giant Globant After Arrests of Alleged Members 

The timing for Lapsus$ attacks couldn’t possibly be worse.  

As enterprise network defenders absorbed warnings about cyberwar and confirmed reports of nation-
state wiper and ransomware attacks, the Lapsus$ hacking gang stormed into public view with taunts and 
evidence of data-theft hacks against prominent brands NVIDIA, Samsung and Ubisoft. 

Later, Microsoft and Okta would be dragged into the victim pool with Redmond publicly documenting 
“a large-scale social engineering and extortion campaign” and Okta badly botching its communications 
with customers on the extent of its breach. 

Action Point: “Keep in mind, there are no fancy zero-days involved.  They’re [Lapsus$] is showing that 
you don’t have to use zero-days or clever exploits. They’re exploiting an entire system where data is 
flowing everywhere and we really don’t have the controls to manage it.” 

Microsoft recommends that organizations adopt inside risk-management playbooks to mitigate damage 
from social engineering and identity-centric tactics used by the Lapsus$ gang.  

These include the mandatory use of MFA (multi-factor authentication) technology for all users from all 
locations, including even perceptive trusted environments.  The MFA rollout should also include all inter-
facing infrastructure, even those coming from on-prem locations. 

Redmond is also urging businesses to use modern authentication options (OAuth or SAML connected to 
Azure AD) to enable risk-based sign-in detection, and to strengthen and monitor cloud security 
deployments for signs of malicious activity. 

 

 

https://www.hw.ac.uk/uk/services/is/system-status.htm
https://https/www.securityweek.com/chaos-and-cost-lapsus-hacking-carnage
https://www.securityweek.com/microsoft-okta-confirm-data-breaches-involving-compromised-accounts
https://www.securityweek.com/lapsus-claims-hack-it-giant-globant-after-arrests-alleged-members
https://www.securityweek.com/cyberattacks-ukraine-new-worm-spreading-data-wiper-ransomware-smokescreen
https://www.securityweek.com/cyberattacks-ukraine-new-worm-spreading-data-wiper-ransomware-smokescreen
https://www.securityweek.com/credentials-71000-nvidia-employees-leaked-following-cyberattack
https://www.securityweek.com/thousands-secret-keys-found-leaked-samsung-source-code
https://www.securityweek.com/ubisoft-resets-employee-passwords-following-cyberattack
https://www.securityweek.com/microsoft-okta-confirm-data-breaches-involving-compromised-accounts
https://https/www.securityweek.com/chaos-and-cost-lapsus-hacking-carnage


 

HEFESTIS Limited, Registered Office: Unit 27, Stirling Business Centre, Wellgreen, Stirling FK8 2DZ 

Incorporated in Scotland SC603511   

THREATSCAPE 
1 April 2022 

 

 

The Need for Resilient Zero Trust 

It is essential to ensure that any Zero Trust technology used is resilient 
to external factors 

Main Article 

The growing threat of cyberattacks like SolarWinds, JBS USA, and Colonial Pipeline has underscored 
that organizations can no longer depend on conventional perimeter-based defenses to protect critical 
systems and data. The Log4j vulnerability is the latest sign that organizations must assume that cyber 
adversaries are already in their network. Against the backdrop of these high-profile incidents and 
growing concerns of retaliatory cyberattacks by Russia following its invasion of Ukraine, legislators have 
stepped up their efforts to bolster resilience and response capabilities against these threats (e.g., U.S. 
Cyber Incident Reporting for Critical Infrastructure Act, European Union Rules for Common Cybersecurity 
and Information Security Measures). 

Action Points: Considering these benefits, more and more cyber risk and security management 
frameworks are adopting the concept of cyber resilience. For example, the Department of Homeland 
Security’s Cyber Resilience Review (CRR) offers guidance on how to evaluate an organization’s 
operational resilience and cybersecurity practices. Another example is the National Institute of Standards 
and Technology (NIST) Special Publication 800-160 Volume 2, which offers a framework for engineering 
secure and reliable systems—treating adverse cyber events as both resilience and security issues. 

Ultimately, cyber resilience is the only way to guarantee true Zero Trust. When implemented properly, 
resilient Zero Trust becomes a preventive measure that counteracts human error, malicious actions, and 
decayed, insecure software. 

 

 

Microsoft Is Adding A New Driver-Blocklist Feature To 
Windows Defender On Windows 10 And 11 

Microsoft is adding a new security option to Windows Defender that is 
meant to help protect against malicious drivers on Windows 10 and 11 
devices. 

Main Article 

The feature will be enabled by default on Windows 10 in S Mode, as well as on devices that have the 
Memory Integrity Core Isolation feature, which relies on virtualization-based security. (This Core Isolation 
Memory Integrity feature also is known as Hypervisor-protected Code Integrity or HVCI). More details 
are available in this Microsoft article about recommended driver block rules.  

Learning Point: In other security-related news, Microsoft announced plans for a new U.S. Government 
cloud environment -- Office 365 Government Secret -- on March 28. Currently in government review, 
this new Secret cloud is designed for the U.S. Federal Civilian, Department of Defense (DoD), Intelligence 
Community (IC), and U.S. Government partners working within Secret environments with Microsoft's 
Software as a Service (SaaS) capabilities for all data classifications. The Office 365 Government Secret 
cloud environment is built on Microsoft's Azure Government classified environments. 

 

 

  

https://www.securityweek.com/need-resilient-zero-trust
https://www.securityweek.com/continuous-updates-everything-you-need-know-about-solarwinds-attack
https://www.securityweek.com/meat-packing-giant-jbs-usa-shuts-down-systems-following-cyberattack
https://www.securityweek.com/cyberattack-forces-shutdown-major-us-pipeline
https://www.securityweek.com/log4shell-tools-and-resources-defenders-continuously-updated
https://www.securityweek.com/russia-ukraine-threat-local-cyber-operations-escalating-global-cyberwar
https://www.securityweek.com/hacked-us-companies-face-new-reporting-requirements
https://www.securityweek.com/hacked-us-companies-face-new-reporting-requirements
https://ec.europa.eu/commission/presscorner/detail/en/ip_22_1866
https://us-cert.cisa.gov/resources/assessments
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-160v2.pdf
https://www.zdnet.com/article/microsoft-is-adding-a-new-driver-blocklist-feature-to-windows-defender-on-windows-10-and-11/
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-application-control/microsoft-recommended-driver-block-rules
https://www.microsoft.com/en-us/microsoft-365/blog/2022/03/28/announcing-office-365-government-secret-cloud-to-help-secure-classified-data/
https://www.securityweek.com/need-resilient-zero-trust
https://www.zdnet.com/article/microsoft-is-adding-a-new-driver-blocklist-feature-to-windows-defender-on-windows-10-and-11/
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Cybercriminals’ Phishing Kits Make Credential Theft Easier 
Than Ever 

Phishing attempts are within reach of less tech-savvy attackers, thanks 
to the rise of phishing kits. Learn where these kits are found, how they 
work, and how to combat them. 

Main Article 

Kaspersky recently published research about phishing kits. These kits are complete packages sold or 
provided to cybercriminals. Those kits often include manuals and documentation to help fraudsters use it. 

The most basic offer consists of a single web page and a script to store the stolen data locally (i.e., in a 
hidden folder) or send the data to a remote location via email or third-party communication software, 
like Telegram. 

Action Points: Recommendations for phishing kit defense 

• Do not click on links or attached files contained in emails coming from unknown sources, or 
in any communication software like Telegram, WhatsApp, etc. 

• If an email seems to come from a colleague but has somehow unusual characteristics (email footer 
missing, spelling mistakes, etc.) call the colleague and verify that they were indeed the sender 
and that you can click on the link or open the attached file safely. 

• Make sure the URL the link leads to is correct and legitimate. 

• Be aware that SMS on mobile phones might also contain links to phishing pages. Do not click on 
any link coming from an unknown source, or even from a seemingly legitimate one if you did not 
expect an SMS from it. 

• If you get a message that seems legitimate from an entity, go to its website and log in rather 

than using the link provided in the email. 

• Be aware that browsing a website using HTTPS does not mean it is safe. More and more 
cybercriminals use free SSL certificates for their phishing domains. 

• Use anti-phishing solutions to protect your browser from phishing websites. 

• Report phishing websites you might detect to your IT department or even to anti-phishing 
organizations. This will help everyone on the internet since it is generally quickly addressed by 
blocking software. 

 

  

https://www.techrepublic.com/article/cybercriminals-phishing-kits-credential-theft/?utm_source=email&utm_medium=referral&utm_campaign=techrepublic-news-special-offers
https://securelist.com/phishing-kit-market-whats-inside-off-the-shelf-phishing-packages/106149/
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CISA Adds 66 Vulnerabilities To List Of Bugs Exploited In 
Attacks 
The Cybersecurity and Infrastructure Security Agency (CISA) has added 
a massive set of 66 actively exploited vulnerabilities to its catalog of 
‘Known Exploited Vulnerabilities.’ 

Main Article 

The list shows us how quickly threat actors begin targeting a vulnerability once a vendor discloses it.  

For example, the Windows Print Spooler CVE-2022-21999 vulnerability, the Mitel DDoS CVE-2022-
26143 amplification vulnerability, and the CVE-2022-26318 WatchGuard vulnerabilities were 
disclosed in February and were quickly exploited by threat actors. 

Due to this, it is critical for admins to apply security updates as soon as possible to prevent their 
exploitation, especially on internet-exposed devices. 

These flaws have been observed in real cyberattacks against organizations, so they are published to 
raise awareness to system administrations and serve as official advisories for applying the corresponding 
security updates. 

In this case, CISA gives federal agencies until April 15, 2022, to patch the listed vulnerabilities and 
reduce the risk of falling victim to cyberattacks. 

Action Point: The new set of 66 actively exploited vulnerabilities published by CISA spans disclosure 
dates between 2005 and 2022, covering a broad spectrum of software and hardware types and 
versions. 

Due to the large number of flaws comprising the latest set, CISA hasn’t supplied the usual summary table, 
so system administrators will have to review the new entries on the catalogue, which now counts a total 
of 570 vulnerabilities. 

Once at the catalogue, you can click on the 'Date Added' column header to sort by the most recently 
added vulnerabilities. 

 

  

https://www.bleepingcomputer.com/news/security/cisa-adds-66-vulnerabilities-to-list-of-bugs-exploited-in-attacks/
https://www.cisa.gov/uscert/ncas/current-activity/2022/03/25/cisa-adds-66-known-exploited-vulnerabilities-catalog
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://www.bleepingcomputer.com/news/security/cisa-adds-66-vulnerabilities-to-list-of-bugs-exploited-in-attacks/
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Resolved RCE in Sophos Firewall 

An authentication bypass vulnerability (CVE-2022-1040) allowing remote 
code execution was discovered in the User Portal and Webadmin of Sophos 
Firewall v18.5 MR3 (18.5.3) and older.   

Support Article 

There is no action required for Sophos Firewall customers with the "Allow automatic installation of 
hotfixes" feature enabled. Enabled is the default setting. 

Customers can protect themselves from external attackers by ensuring their User Portal and Webadmin 
are not exposed to WAN. 

There are a number of fixes available: 

Hotfixes for v17.0 MR10 EAL4+, v17.5 MR16 and MR17, v18.0 MR5(-1) and MR6, v18.5 MR1 
and MR2, and v19.0 EAP published on March 23, 2022 

Hotfixes for unsupported EOL versions v17.5 MR12 through MR15, and v18.0 MR3 and MR4 
published on March 23, 2022 

Hotfixes for unsupported EOL version v18.5 GA published on March 24, 2022 

Hotfixes for v18.5 MR3 published on March 24, 2022 

Fix included in v19.0 GA and v18.5 MR4 (18.5.4) 

Users of older versions of Sophos Firewall are required to upgrade to receive the latest protections and 
this fix 

Learning Points:  
Something that should be looked at closely as the benefits of an effective data management strategy 
include reduced IT costs, easier data sharing, better security, less legal exposure, and an improved 
ability to demonstrate governance and regulatory compliance. 
 

 

  

https://thehackernews.com/2022/03/critical-sonicos-vulnerability-affects.html
https://thehackernews.com/2022/03/critical-sonicos-vulnerability-affects.html
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Lessons Learned From 2021 

SecureWorks covered more than 450 security incidents in 2021 
and published its feedback on it. 

Main Article 

A large 85% of incidents handled by SecureWorks in 2021 were financially 
oriented, while government-sponsored threat attacks only represented 5% of the activity. About 9% 
remaining consists of deliberate or accidental actions from employees that caused security incidents. 

 

Forty-three percent of the initial access was gained by threat actors by exploiting vulnerabilities in 
internet-facing devices. 

 

Learning Points: SecureWorks provides a top 20 recommendations in its report including: 

• Performing regular vulnerability scans 

• Monitor for newly registered spoofed domains on the internet 

• Control access carefully and make IP address allow lists 

• Improve backup strategies and procedures 

• Implement MFA  

• Implement DKIM and SPF authentication for email. 

 

https://www.secureworks.com/blog/incident-response-lessons-learned-in-2021
https://www.techrepublic.com/article/cybersecurity-incident-response-lessons-learned-2021/
https://www.techrepublic.com/article/cybersecurity-incident-response-lessons-learned-2021/
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How To Create A Security Program 

When creating a security program this article suggests focusing attention 
on the following perspectives. 

Main Article 

When creating a security program this article suggests focusing attention 
on the following perspectives. 

1. Business awareness 
Understanding business goals, products, services, challenges, and strategies help the security team do 
their traditional tasks while supporting business objectives, and also enabling the assessment of risk to 
make smart decisions based on the business and cybersecurity landscape. 

2. Strategic positioning 
Understanding the kind of value the information security program can provide to the business is 
essential for the buy-in and support of your program.  

3. Engagement 
The security program should not be a one-person challenge. The department should engage everyone 
who can contribute to disseminating the security culture across the organization.  

4. Build a strong team 
Having a challenged, passionate, and skilled team will help drive any technical changes that should be 
addressed while keeping stakeholders and the entire organisation connected to the strategy. A strong 
team also represents the needed technical know-how the organization will have to better manage risks. 

5. Communication 
Communication is the key link between giving the right message and listening to what is being 
communicated. Changes take time and require continued interactions to make them sustainable. 

Action Point: 

Consider that the security department should be an important part of the organisation that is resilient 
and adaptable to change. This way, whatever happens internally or the risk landscape, security will 
continue to play its part in enabling business. 

 

 

  

https://blog.isc2.org/isc2_blog/2022/03/how-to-create-a-security-program.html
https://blog.isc2.org/isc2_blog/2022/03/how-to-create-a-security-program.html
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Rapid7 2021 Vulnerability Intelligence Report 

Security, IT, and other teams tasked with vulnerability management and 
risk reduction operate in high-urgency, high-stakes environments where 
informed decision-making hinges on the ability to quickly separate 
signal from a sea of perpetual noise. 

Rapid7 2021 

Vulnerability Intelligence Report.pdf
 

When a new potential threat emerges, information security professionals 
often find themselves needing to translate vague descriptions and untested 
research artifacts into actionable intelligence for their own particular risk 

models. Rapid7 researchers analyze thousands of vulnerabilities each year to understand root causes, 
dispel misconceptions, and share information on why certain flaws are more likely to be exploited than 
others. 

This report examines notable vulnerabilities and high-impact attacks from 2021 in order to highlight 
exploitation trends, explore attacker use cases, and offer a framework for understanding new security 
threats as they arise. Our aim is to contextualize the vulnerabilities that introduce serious risk to a wide 
range of organizations—in order to separate them from those that probably don’t. We have also 
included a section with meaningful guidance for defenders.  

Learning Point: Rapid7’s 2021 Vulnerability Intelligence Report examines 50 vulnerabilities that pose 
considerable risk to organizations of all sizes. In total, this report includes 43 vulnerabilities that were 
exploited in the wild in 2021, almost half of which arose from zero-day exploits. 

We also highlight a number of non-CVE-based attacks, including several significant supply chain security 
incidents. 

See appendix for additional context on vulnerability selection. 

 

 
All the best from all of us at HEFESTIS and look out for our next Threatscape update next week.  
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Security, IT, and other teams tasked with vulnerability management and risk reduction operate in high-urgency, high-stakes 
environments where informed decision-making hinges on the ability to quickly separate signal from a sea of perpetual noise. 
When a new potential threat emerges, information security professionals often find themselves needing to translate vague 
descriptions and untested research artifacts into actionable intelligence for their own particular risk models. 

Rapid7 researchers analyze thousands of vulnerabilities each year to understand root causes, dispel misconceptions, and 
share information on why certain flaws are more likely to be exploited than others. This report examines notable vulnerabilities 
and high-impact attacks from 2021 in order to highlight exploitation trends, explore attacker use cases, and offer a framework 
for understanding new security threats as they arise. Our aim is to contextualize the vulnerabilities that introduce serious risk 
to a wide range of organizations—in order to separate them from those that probably don’t. We have also included a section 
with meaningful guidance for defenders.

Rapid7’s 2021 Vulnerability Intelligence Report examines 50 vulnerabilities that pose considerable risk to organizations of all 
sizes. In total, this report includes 43 vulnerabilities that were exploited in the wild in 2021, almost half of which arose from 
zero-day exploits. We also highlight a number of non-CVE-based attacks, including several significant supply chain security 
incidents. See our appendix for additional context on vulnerability selection.

2021 findings include:

• Broad, opportunistic exploitation increased dramatically. 
A widespread threat is a vulnerability that is exploited by 
many malicious actors or used in at-scale attacks like 
ransomware operations; we differentiate widespread 
attacks from other exploited vulnerabilities to emphasize 
higher risk to corporate networks. Rapid7’s vulnerability 
research team tracked 33 net-new widespread threats in 
2021, a 136% rise in widespread threats from 2020.

• 21 of the vulnerabilities in this report are known to have 
been exploited to carry out  ransomware attacks. 

• Zero-day attacks increased significantly: This report 
includes 20 vulnerabilities that were exploited in the wild 
as zero-days before vendors were able to patch them—
double the number of zero-day attacks in our 2020 
dataset. More than half of all the widespread threats 
Rapid7 researchers analyzed in 2021 began with a zero-
day exploit. 

• The window between when a vulnerability is publicly 
disclosed and when it is known to be exploited in the wild 
(“time to known exploitation,” or TTKE) decreased. 50% 
of the CVEs in this report were exploited within seven 
days of public disclosure, compared with 30% in 2020. 
The rise in widespread zero-day attacks in 2021 was the 
main driver of reduced time to exploitation; shorter TTKE 
has also meant that organizations’ incident response and 
emergency patch procedures were put to the test, and 
any security or IT team who didn’t have these protocols in 
place was at a considerable disadvantage.

Notable attack vectors and other exploitation 
trends in 2021 include:

• An influx of injection attacks (including server-side 
request forgery bugs), a steady uptick in driver-based 
attacks, and continued validation of relaying as an 
attack technique of choice for penetration testers and 
adversaries alike.

• High-profile attacks on CI/CD tooling, widely used open-
source libraries, and upstream service providers, all 
of which contributed to ongoing fears about threats to 
software supply chain integrity. 

The full dataset is available in the appendix. 



Big Picture
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“ 
The threat landscape in 2021 brought 
historical security lessons to bear 
in novel, pressing ways even as 
the lingering pall of the COVID-19 
pandemic drove staffing and budget 
constraints across organizations of 
all sizes.

In the last two weeks of 2020, after news broke that Texas-
based IT company SolarWinds had been the victim of a 
supply chain compromise that resulted in a backdoored 
version of their Orion monitoring software being shipped to 
thousands of customers worldwide, a litany of businesses 
and government agencies disclosed follow-on breaches 
and shared technical analysis and threat indicators 
from their own internal investigations. In some ways, the 
outpouring of research and intelligence artifacts from 
prominent security and technology firms in the wake of 
the SolarWinds revelations made for a remarkable period 
of information sharing as the industry’s understanding 
of the attack evolved throughout the early months of 
2021. In other ways, the SolarWinds supply chain hack 
underscored, with renewed urgency, the risk posed by our 
collective reliance on popular technologies and legacy 
code bases that often sit in critical, privileged positions in 
organizations’ networks. 

The threat landscape in 2021 brought historical security 
lessons to bear in novel, pressing ways even as the 
lingering pall of the COVID-19 pandemic drove staffing 
and budget constraints across organizations of all sizes. 
A rise in attack complexity as well as severity further 
compounded the challenges security teams faced in 
2021: In the six weeks immediately following confirmation 
of the SolarWinds supply chain compromise, for example, 
there were at least two dozen additional SolarWinds-
related developments that prompted action from 
security practitioners who scrambled to evaluate new 
vendor breach statements, deploy zero-day patches, and 
operationalize fresh indicators of compromise.

Almost exactly a year after the SolarWinds supply chain 
compromise took over news headlines, the security 
community found itself in the middle of remediation 
and detection efforts for what can reasonably be called 
the single biggest cybersecurity incident in history. The 
Log4Shell vulnerability—CVE-2021-44228, a perniciously 
simple JNDI injection flaw in Apache’s widely deployed 
open-source Log4j logging library—is present in everything 
from web and email servers to mobile applications and 
cloud services and allows remote, unauthenticated 
attackers to take control of vulnerable targets with a 
single-line request. 

Log4Shell made for a stark contrast to the SolarWinds 
incident: Public awareness began with warnings from the 
Minecraft gaming community rather than with National 
Security Council meetings at the White House. There were 
no high-gloss headlines about Russia and espionage, no 
bespoke stellar-themed malware names in capital letters. 
Far from making millions from Fortune 500 customers, 

Log4j is maintained by a very few unpaid open-source 
developers. Moreover, the SolarWinds incident was a 
long-term targeted incursion by a single threat actor, 
albeit an advanced one. Log4Shell marked the beginning 
of a free-for-all that offered both advanced and low-skilled 
adversaries open shots on target machines, many of which 
are internet-facing by design or necessity.

CVE-2021-44228 is a resolutely technical and deeply 
unsexy vulnerability—a key factor for security teams 
whose jobs suddenly included convincing IT and business 
stakeholders to embark upon massive patching and 
remediation operations two weeks before end-of-year 
holidays. Log4Shell’s lack of shine and lower accessibility 
to business audiences also helps cement a likely part of 
its legacy: Detection and patching difficulty combined with 
large attack surface area meant that skilled adversaries 
had abundant opportunities to gain footholds and 
establish persistence in corporate networks, reducing the 
barrier to entry for future exploits against internal systems 
that might otherwise have required an extra step to obtain 
network access. 

All in all, 2021 was frenetic and rather bleak for many risk 
management teams, even before Log4Shell demanded 
round-the-clock mitigation efforts at a time when many 
companies had already implemented year-end code 
freezes. Widespread attacks leveraging vulnerabilities in 
commonly deployed software were endemic, ransomware 
prevalence continued to increase sharply, and zero-day 
exploitation reached what is generally thought to be an 
all-time high. The window between public vulnerability 
disclosure and observed attacks has narrowed, straining 
patching timelines and incident response capabilities. 
And community concern over supply chain and open-
source security has proven well-founded amid high-profile 
attacks on popular libraries and developer tools.

https://arstechnica.com/information-technology/2021/12/minecraft-and-other-apps-face-serious-threat-from-new-code-execution-bug/
https://www.reuters.com/article/us-usa-cyber-treasury-exclusive/suspected-russian-hackers-spied-on-u-s-treasury-emails-sources-idUSKBN28N0PG
https://www.cbsnews.com/news/solarwinds-hack-russia-cyberattack-60-minutes-2021-07-04/
https://www.rapid7.com/blog/post/2021/01/12/update-on-solarwinds-supply-chain-attack-sunspot-and-new-malware-family-associations/
https://www.businessinsider.com/list-of-companies-agencies-at-risk-after-solarwinds-hack-2020-12
https://twitter.com/yazicivo/status/1469349956880408583
https://twitter.com/yazicivo/status/1469349956880408583
https://www.technologyreview.com/2021/09/23/1036140/2021-record-zero-day-hacks-reasons/
https://www.rapid7.com/blog/post/2021/11/05/new-npm-library-hijacks-coa-and-rc/
https://about.codecov.io/security-update/
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“ 
There are, however, some glimmers 
of good news coming out of what felt 
like a grim year overall.

There are, however, some glimmers of good news coming 
out of what felt like a grim year overall. For one thing, the 
security industry is able to measure the huge spike in zero-
day attacks in large part because zero-day exploits are 
being better detected and analyzed, which has benefited 
both commercial security tooling and open-source 
rulesets.

The rise in ransomware has spurred significant public-
private cooperation and driven new recommendations for 
more effectively deterring and responding to ransomware 
attacks. Public alerting from world governments and 
industry bodies matured, too: In November 2021, the 
U.S. Cybersecurity and Infrastructure Security Agency 
(CISA) published a catalog of nearly 300 known-exploited 
vulnerabilities (100+ of which are from 2021), accompanied 
by a binding operational directive instructing federal 
agencies to remediate within certain time frames. 

Within this report, we look at the vulnerabilities that 
introduced risk to many organizations irrespective of size, 
maturity, or industry vertical. Our primary concern when 
defining the CVEs and metadata we have included within is 
not who was doing the attacking—although we have made 
an exception for ransomware operators—but rather the 
volume of attacks being levied against any particular flaw 
or attack surface. We strongly recommend prioritizing 
remediation for the CVEs in this year’s dataset on an 
urgent basis. 

https://www.rapid7.com/blog/post/2021/08/03/the-ransomware-task-force-a-new-approach-to-fighting-ransomware/
https://www.rapid7.com/blog/post/2021/08/03/the-ransomware-task-force-a-new-approach-to-fighting-ransomware/
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://cyber.dhs.gov/bod/22-01/


2021 Exploited and Significant 
Vulnerabilities
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Rapid7 vulnerability researchers prioritize CVEs that are 
likely to impact many organizations, instead of those 
likely to affect only a few. We intentionally differentiate 
mass attacks from smaller-scale or targeted exploitation; 
when a vulnerability is exploited by many attackers across 
many different industries and organizations, we deem that 
vulnerability a widespread threat. As a rule, organizations 
should expect to conduct incident response investigations 
that look for IOCs and post-exploitation activity during 
widespread threat events in addition to activating emergency 
patching protocols.

Vulnerabilities categorized as threats have been reported 
as exploited in the wild by reputable sources (including 
Rapid7’s own Labs and services teams), but in a more limited 
or targeted fashion than CVEs classified as widespread 
threats. Impending threats, on the other hand, have not yet 
seen exploitation by adversaries, but in our view are likely 
and valuable attack targets. 

In contrast with 2020, the majority of the CVEs we analyzed 
in 2021 were classified as widespread threats. Because the 
volume of attacks increased so much, impending threats 
fell from 40% of our vulnerability dataset in 2020 to only 14% 
in 2021. 

What is a threat? 

When there is an adversary with the intent, capability, 
and opportunity, a threat exists. When two or more of 
these elements are present (e.g., intent and capability, 
but no opportunity), we call it an impending threat, 
because there is just one missing piece before it 
becomes a true threat. When there is just one element 
present (e.g., an opportunity in the form of a software 
vulnerability), we call it a potential threat. There is the 
potential for it to turn into a true threat, but there are 
additional components that need to come to fruition 
before it has a real impact to most organizations.

Impending Threat (14%) Threat (20%) Widespread Threat (66%)

2021 Vulnerabilities by Threat Status2021 Vulnerabilities by Threat Status
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Time to Exploitation

One of the key metrics Rapid7 research teams track 
is the time between when vulnerabilities we analyze 
become known to the public and when they are reported 
as exploited in the wild. This window, which we call “Time 
to Known Exploitation” (TTKE), has shrunk over the past 
year, largely owing to the surge of widespread zero-day 
attacks. 50% of the vulnerabilities in this report were 
exploited within seven days of public disclosure, and 58% 
were exploited within two weeks. By contrast, only 30% 
of the vulnerabilities we included in our 2020 report were 
exploited within a week and 32% within two weeks. 

Overall, the average time to known exploitation for 
vulnerabilities in this report is 12 days in 2021 compared 
with 42 days for vulnerabilities in our 2020 report—a 71% 
decrease.

“ 
Overall, the average time to known 
exploitation for vulnerabilities in this 
report is 12 days in 2021 compared 
with 42 days for vulnerabilities in our 
2020 report—a 71% decrease.

As we outline in the section below, a rise in zero-day 
exploitation was the primary driver of a narrow (or negative) 
window between disclosure and in-the-wild attacks. But 
whatever the cause, lower TTKE has serious implications 
for organizations’ security programs. A drastic reduction 
in time to exploitation year over year means that not only 
are well-worn emergency patching procedures necessary, 
incident response protocols are likely to require repeated 
use as well. Down time was a red flag for many businesses 
even years ago; in the modern “five nines” world of SaaS 
models, disruptive maintenance is at best a negotiation, 
and at worst an instant deal breaker for many companies. 
Effective prioritization and understanding of internet 
exposure are critical capabilities for security teams 
whose day-to-day operations have grown to include 
communicating risk as much as remediating it. 
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CVE Threat Status Attacker 
Utiliity

Vulnerability 
Class

Time to 
Known 

Exploitation 
(TTKE) in 

Days

Ransomware?

CVE-2020-6207
SAP Solution 
Manager Missing 
Authentication Check

• Widespread Threat
(0day)

Network 
infrastructure 
compromise

Improper 
Access Control Unknown Unconfirmed

CVE-2020-29583
Zyxel USG 
Hardcoded Admin 
Credential

• Widespread Threat
(0day)

Network pivot Improper 
Access Control 14 Unconfirmed

CVE-2021-20016
SonicWall SMA 
100 Series 
Unauthenticated SQL 
Injection

• Widespread Threat
(0day)

Network pivot Injection / SQL 0 Yes

CVE-2021-27103
Accellion FTA Server-
Side Request Forgery

• Widespread Threat
(0day)

Remote code 
execution

Injection / 
Request 0 Yes**

CVE-2021-27101
Accellion FTA 
Unauthenticated SQL 
Injection

• Widespread Threat
(0day)

Remote code 
execution Injection / SQL 0 Yes**

CVE-2021-21972
VMware vCenter 
Server Remote Code 
Execution

• Widespread Threat
(0day)

Network 
infrastructure 
compromise

Improper 
Access Control 7 Yes

Widespread Threats

2021 witnessed a significant increase in broad, 
opportunistic exploitation of severe vulnerabilities, driven 
in-part by attacker economies of scale like ransomware 
operations and coin mining campaigns. In one of the year’s 
most jarring trends, 52% of 2021’s widespread threats 
began with a zero-day exploit—exploited in the wild by 
threat actors before the vendors made patches available. 
This is both unusual and wildly alarming: It’s common to 
see zero-day exploitation in highly targeted attacks, as 
we did in 2020, but a huge percentage (85%) of 2021’s 

zero-day exploits threatened many organizations from the 
outset instead of only a few. 

We tracked 33 widespread threats that compromised many 
organizations in 2021, but increasingly, the proliferation 
of ransomware affiliates and other commodity attacks 
means that additional vulnerabilities are likely to be 
weaponized at scale, too. Just under two thirds (64%) of 
2021’s widely exploited vulnerabilities are known to have 
been leveraged by ransomware groups. 

https://attackerkb.com/topics/CjM1DUFUOx/cve-2020-6207?referrer=2021VIR
https://www.cisa.gov/uscert/ncas/current-activity/2021/04/06/malicious-cyber-activity-targeting-critical-sap-applications
https://attackerkb.com/topics/FJI292KsKw/cve-2020-29583-zyxel-usg-hard-coded-admin-creds/rapid7-analysis?referrer=2021VIR
https://isc.sans.edu/diary/26954
https://isc.sans.edu/diary/26954
https://attackerkb.com/topics/BFh8B71dfn/sonicwall-sma-100-series-10-x-firmware-zero-day-vulnerability/rapid7-analysis?referrer=2021VIR
https://www.fireeye.com/blog/threat-research/2021/05/shining-a-light-on-darkside-ransomware-operations.html
https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2021-0001
https://www.mandiant.com/resources/shining-a-light-on-darkside-ransomware-operations
https://attackerkb.com/topics/epf1shJNSn/cve-2021-27103?referrer=2021VIR
https://www.bleepingcomputer.com/news/security/global-accellion-data-breaches-linked-to-clop-ransomware-gang/
https://www.mandiant.com/resources/accellion-fta-exploited-for-data-theft-and-extortion
https://www.mandiant.com/resources/accellion-fta-exploited-for-data-theft-and-extortion
https://www.bleepingcomputer.com/news/security/global-accellion-data-breaches-linked-to-clop-ransomware-gang/
https://www.mandiant.com/resources/accellion-fta-exploited-for-data-theft-and-extortion
https://www.mandiant.com/resources/accellion-fta-exploited-for-data-theft-and-extortion
https://twitter.com/bad_packets/status/1369009490155085825
https://twitter.com/0x80O0oOverfl0w/status/1366754245870030849
https://www.fortiguard.com/threat-signal-report/4295


2021 Vulnerability Intelligence Report 12

CVE Threat Status Attacker 
Utiliity

Vulnerability 
Class

Time to 
Known 

Exploitation 
(TTKE) in 

Days

Ransomware?

CVE-2021-26857
Microsoft Exchange 
Server Unified 
Messaging 
Deserialization 
“ProxyLogon”

• Widespread Threat
(0day)

Remote code 
execution Deserialization 0 Yes

CVE-2021-26858
Microsoft Exchange 
Server Arbitrary File 
Write “ProxyLogon”

• Widespread Threat
(0day)

Remote code 
execution Injection / File 0 Yes

CVE-2021-27065
Microsoft Exchange 
Server Arbitrary File 
Write “ProxyLogon”

• Widespread Threat
(0day)

Remote code 
execution Injection / File 0 Yes

CVE-2021-26855
Microsoft Exchange 
Server-Side 
Request Forgery 
“ProxyLogon”

• Widespread Threat
(0day)

Remote code 
execution

Injection / 
Request 0 Yes

CVE-2021-22986
F5 iControl REST 
Unauthenticated 
Remote Command 
Execution

• Widespread Threat Network pivot Injection / 
Command 9 Unconfirmed

CVE-2021-20021
SonicWall Email 
Security Pre-
Authentication 
Administrative 
Account Creation

• Widespread Threat
(0day)

Network pivot Improper 
Access Control 0 Yes

CVE-2021-22205
GitLab 
Unauthenticated 
Remote Code 
Execution

• Widespread Threat
Remote code 
execution

Improper 
Access Control 48 Yes

CVE-2021-22893
Pulse Connect 
Secure Remote 
Unauthenticated 
Arbitrary Code 
Execution

• Widespread Threat
(0day)

Network pivot Memory 
Corruption 0 Yes

https://www.microsoft.com/security/blog/2021/03/02/hafnium-targeting-exchange-servers/
https://www.microsoft.com/security/blog/2021/03/02/hafnium-targeting-exchange-servers/
https://www.trendmicro.com/en_us/research/21/e/proxylogon-a-coinminer--a-ransomware--and-a-botnet-join-the-part.html
https://attackerkb.com/topics/Sw8H0fbJ9O/multiple-microsoft-exchange-zero-day-vulnerabilities---proxylogon-exploit-chain/rapid7-analysis?referrer=2021VIR
https://www.microsoft.com/security/blog/2021/03/02/hafnium-targeting-exchange-servers/
https://www.microsoft.com/security/blog/2021/03/02/hafnium-targeting-exchange-servers/
https://twitter.com/phillip_misner/status/1370197696280027136
https://www.microsoft.com/security/blog/2021/03/02/hafnium-targeting-exchange-servers/
https://www.microsoft.com/security/blog/2021/03/02/hafnium-targeting-exchange-servers/
https://www.bleepingcomputer.com/news/security/microsoft-black-kingdom-ransomware-group-hacked-15k-exchange-servers/
https://attackerkb.com/topics/Sw8H0fbJ9O/multiple-microsoft-exchange-zero-day-vulnerabilities---proxylogon-exploit-chain/rapid7-analysis?referrer=2021VIR
https://www.microsoft.com/security/blog/2021/03/02/hafnium-targeting-exchange-servers/
https://www.microsoft.com/security/blog/2021/03/02/hafnium-targeting-exchange-servers/
https://twitter.com/demonslay335/status/1370125343571509250
https://attackerkb.com/topics/J6pWeg5saG/k03009991-icontrol-rest-unauthenticated-remote-command-execution-vulnerability-cve-2021-22986/rapid7-analysis?referrer=2021VIR
https://research.nccgroup.com/2021/03/18/rift-detection-capabilities-for-recent-f5-big-ip-big-iq-icontrol-rest-api-vulnerabilities-cve-2021-22986/
https://research.nccgroup.com/2021/03/18/rift-detection-capabilities-for-recent-f5-big-ip-big-iq-icontrol-rest-api-vulnerabilities-cve-2021-22986/
https://attackerkb.com/assessments/43dd6dbb-2aee-41c0-871a-fa325358081c
https://www.mandiant.com/resources/zero-day-exploits-in-sonicwall-email-security-lead-to-compromise
https://www.mandiant.com/resources/zero-day-exploits-in-sonicwall-email-security-lead-to-compromise
https://www.ic3.gov/Media/News/2021/211029.pdf
https://attackerkb.com/topics/D41jRUXCiJ/cve-2021-22205/rapid7-analysis?referrer=2021VIR
https://twitter.com/menscher/status/1456057918562861059
https://security.humanativaspa.it/gitlab-ce-cve-2021-22205-in-the-wild/
https://www.bleepingcomputer.com/news/security/new-cerber-ransomware-targets-confluence-and-gitlab-servers/
https://attackerkb.com/topics/PqQGYGwWdM/cve-2021-22893/rapid7-analysis?referrer=2021VIR
https://us-cert.cisa.gov/ncas/alerts/aa21-110a
https://www.mandiant.com/resources/suspected-apt-actors-leverage-bypass-techniques-pulse-secure-zero-day
https://www.hhs.gov/sites/default/files/pulse-secure-vulnerabilities.pdf
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CVE Threat Status Attacker 
Utiliity

Vulnerability 
Class

Time to 
Known 

Exploitation 
(TTKE) in 

Days

Ransomware?

CVE-2021-28799
QNAP HBS 
3 Improper 
Authorization

• Widespread Threat
(0day)

Network pivot Improper 
Access Control 0 Yes

CVE-2021-31207
Microsoft Exchange 
Server Security 
Feature Bypass 
“ProxyShell”

• Widespread Threat
Remote code 
execution

Injection / 
Request 93 Yes

CVE-2021-21985
VMware vCenter 
Server Remote Code 
Execution

• Widespread Threat
Network 
infrastructure 
compromise

Injection / JNDI 10 Unconfirmed

CVE-2021-35464
ForgeRock AM 
Unauthenticated 
Remote Code 
Execution

• Widespread Threat
Remote code 
execution Deserialization 7 Unconfirmed

CVE-2021-34527
Microsoft Windows 
Print Spooler Remote 
Code Execution 
“PrintNightmare”

• Widespread Threat
(0day)

Remote code 
execution

Improper 
Access Control 0 Yes

CVE-2021-30116
Kaseya VSA 
Credential Disclosure

• Widespread Threat
(0day)

Information 
disclosure

Improper 
Access Control 0 Yes

CVE-2021-35211
SolarWinds Serv-U 
Remote Memory 
Escape

• Widespread Threat
(0day)

Remote code 
execution

Memory 
Corruption 0 Yes

CVE-2021-36942
Microsoft Windows 
LSA Spoofing 
“PetitPotam Attack”

• Widespread Threat
Network 
infrastructure 
compromise

Improper 
Access Control 33 Unconfirmed

CVE-2021-26084
Atlassian Confluence 
Server Webwork 
OGNL Injection

• Widespread Threat
Remote code 
execution Injection / OGNL 7 Yes

https://attackerkb.com/topics/ggzUcnMbVg/cve-2021-28799?referrer=2021VIR
https://www.bleepingcomputer.com/news/security/qnap-removes-backdoor-account-in-nas-backup-disaster-recovery-app/
https://www.helpnetsecurity.com/2021/04/26/qnap-nas-ransomware/
https://www.bleepingcomputer.com/news/security/qlocker-ransomware-returns-to-target-qnap-nas-devices-worldwide/
https://attackerkb.com/topics/xbr3tcCFT3/proxyshell-exploit-chain/rapid7-analysis?referrer=2021VIR
https://us-cert.cisa.gov/ncas/current-activity/2021/08/21/urgent-protect-against-active-exploitation-proxyshell
https://twitter.com/GossiTheDog/status/1425844380376735746
https://thedfirreport.com/2021/11/15/exchange-exploit-leads-to-domain-wide-ransomware/
https://attackerkb.com/topics/X85GKjaVER/cve-2021-21985/rapid7-analysis?referrer=2021VIR
https://arstechnica.com/gadgets/2021/06/under-exploit-vmware-vulnerability-with-severity-rating-of-9-8-out-of-10/
https://twitter.com/GossiTheDog/status/1400868390726733831
https://attackerkb.com/topics/KnAX5kffui/pre-auth-rce-in-forgerock-access-manager-cve-2021-35464/rapid7-analysis?referrer=2021VIR
https://www.cyber.gov.au/acsc/view-all-content/advisories/advisory-2021-004-active-exploitation-forgerock-access-manager-openam-servers
https://attackerkb.com/topics/KnAX5kffui/pre-auth-rce-in-forgerock-access-manager-cve-2021-35464/rapid7-analysis?referrer=2021VIR
https://attackerkb.com/topics/MIHLz4sY3s/cve-2021-34527-printnightmare/rapid7-analysis?referrer=2021VIR
https://www.zdnet.com/article/ransomware-now-attackers-are-exploiting-windows-printnightmare-vulnerabilities/
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527
https://www.zdnet.com/article/ransomware-now-attackers-are-exploiting-windows-printnightmare-vulnerabilities/
https://www.rapid7.com/blog/post/2021/07/13/managed-service-providers-used-in-coordinated-mass-ransomware-attack-impacting-hundreds-of-companies/
https://www.rapid7.com/blog/post/2021/07/13/managed-service-providers-used-in-coordinated-mass-ransomware-attack-impacting-hundreds-of-companies/
https://csirt.divd.nl/2021/07/07/Kaseya-Limited-Disclosure/
https://www.rapid7.com/blog/post/2021/07/13/managed-service-providers-used-in-coordinated-mass-ransomware-attack-impacting-hundreds-of-companies/
https://attackerkb.com/assessments/08f486f0-bc7d-42e5-bc72-f080d49d29e8
https://research.nccgroup.com/2021/11/08/ta505-exploits-solarwinds-serv-u-vulnerability-cve-2021-35211-for-initial-access/
https://www.solarwinds.com/trust-center/security-advisories/cve-2021-35211
https://research.nccgroup.com/2021/11/08/ta505-exploits-solarwinds-serv-u-vulnerability-cve-2021-35211-for-initial-access/
https://www.rapid7.com/blog/post/2021/08/03/petitpotam-novel-attack-chain-can-fully-compromise-windows-domains-running-ad-cs/
https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/lockfile-ransomware-new-petitpotam-windows
https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/lockfile-ransomware-new-petitpotam-windows
https://attackerkb.com/topics/Eu74wdMbEL/cve-2021-26084-confluence-server-ognl-injection/rapid7-analysis?referrer=2021VIR
https://www.rapid7.com/blog/post/2021/09/02/active-exploitation-of-confluence-server-cve-2021-26084/
https://twitter.com/bad_packets/status/1433157632370511873
https://www.bleepingcomputer.com/news/security/new-cerber-ransomware-targets-confluence-and-gitlab-servers/
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CVE Threat Status Attacker 
Utiliity

Vulnerability 
Class

Time to 
Known 

Exploitation 
(TTKE) in 

Days

Ransomware?

CVE-2021-40444
Microsoft MSHTML 
Remote Code 
Execution

• Widespread Threat
(0day)

Remote code 
execution

Injection / 
ActiveX 0 Yes

CVE-2021-38647
Microsoft Azure 
Open Management 
Infrastructure 
Remote Code 
Execution “OMIgod”

• Widespread Threat
Remote code 
execution

Improper 
Access Control 2 Unconfirmed

CVE-2021-44077
Zoho ManageEngine 
ServiceDesk Plus 
Unauthenticated 
Remote Code 
Execution

• Widespread Threat
Remote code 
execution

Improper 
Access Control 67 Unconfirmed

CVE-2021-22005
VMware vCenter 
Server Arbitrary File 
Upload

• Widespread Threat
Network 
infrastructure 
compromise

Injection / File 3 Unconfirmed

CVE-2021-41773
Apache HTTP Server 
Path Traversal 
and Remote Code 
Execution

• Widespread Threat
(0day)

Remote code 
execution

Improper 
Access Control 0 Unconfirmed

CVE-2021-42237
Sitecore 
Unauthenticated 
Remote Code 
Execution

• Widespread Threat
Remote code 
execution Deserialization 28 Unconfirmed

CVE-2021-44515
Zoho ManageEngine 
Desktop Central 
Authentication 
Bypass

• Widespread Threat
(0day)

Network 
infrastructure 
compromise

Improper 
Access Control 0 Unconfirmed

CVE-2021-44228
Apache Log4j 
Unauthenticated 
Remote Code 
Execution 
“Log4Shell”

• Widespread Threat
(0day)

Remote code 
execution Injection / JNDI 0 Yes

https://attackerkb.com/topics/6ojqzQoPox/cve-2021-40444?referrer=2021VIR
https://www.microsoft.com/security/blog/2021/09/15/analyzing-attacks-that-exploit-the-mshtml-cve-2021-40444-vulnerability/
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-40444
https://www.microsoft.com/security/blog/2021/09/15/analyzing-attacks-that-exploit-the-mshtml-cve-2021-40444-vulnerability/
https://attackerkb.com/assessments/2fc5f512-73ae-4444-a7d6-53a2c3005f53
https://www.darkreading.com/attacks-breaches/mirai-botnet-exploiting-omigod-azure-vulnerability
https://www.darkreading.com/attacks-breaches/mirai-botnet-exploiting-omigod-azure-vulnerability
https://attackerkb.com/topics/qv2aD8YfMN/cve-2021-44077/rapid7-analysis?referrer=2021VIR
https://www.rapid7.com/blog/post/2021/12/07/oh-no-zoho-active-exploitation-of-cve-2021-44077-allowing-unauthenticated-remote-code-execution/
https://pitstop.manageengine.com/portal/en/community/topic/security-advisory-for-cve-2021-44077-unauthenticated-rce-vulnerability-in-servicedesk-plus-versions-up-to-11305-22-11-2021
https://attackerkb.com/topics/15E0q0tdEZ/cve-2021-22005/rapid7-analysis?referrer=2021VIR
https://us-cert.cisa.gov/ncas/current-activity/2021/09/24/vmware-vcenter-server-vulnerability-cve-2021-22005-under-active
https://www.cisa.gov/uscert/ncas/current-activity/2021/09/24/vmware-vcenter-server-vulnerability-cve-2021-22005-under-active
https://attackerkb.com/topics/1RltOPCYqE/cve-2021-41773/rapid7-analysis?referrer=2021VIR
https://www.rapid7.com/blog/post/2021/10/06/apache-http-server-cve-2021-41773-exploited-in-the-wild/
https://attackerkb.com/topics/1RltOPCYqE/cve-2021-41773/rapid7-analysis?referrer=2021VIR
https://www.rapid7.com/blog/post/2021/11/09/opportunistic-exploitation-of-zoho-manageengine-and-sitecore-cves/
https://www.rapid7.com/blog/post/2021/11/09/opportunistic-exploitation-of-zoho-manageengine-and-sitecore-cves/
https://www.cyber.gov.au/acsc/view-all-content/alerts/active-exploitation-vulnerable-sitecore-experience-platform-content-management-systems
https://attackerkb.com/topics/rJw4DFI2RQ/cve-2021-44515/rapid7-analysis?referrer=2021VIR
https://www.ic3.gov/Media/News/2021/211220.pdf
https://www.manageengine.com/products/desktop-central/cve-2021-44515-authentication-bypass-filter-configuration.html
https://attackerkb.com/topics/in9sPR2Bzt/cve-2021-44228-log4shell/rapid7-analysis?referrer=2021VIR
https://www.rapid7.com/blog/post/2021/12/10/widespread-exploitation-of-critical-remote-code-execution-in-apache-log4j/
https://twitter.com/GreyNoiseIO/status/1469326260803416073
https://threatpost.com/microsoft-rampant-log4j-exploits-testing/177358/


2021 Vulnerability Intelligence Report 15

CVE Threat Status Attacker 
Utiliity

Vulnerability 
Class

Time to 
Known 

Exploitation 
(TTKE) in 

Days

Ransomware?

CVE-2021-34473
Microsoft Exchange 
Server Remote 
Code Execution 
“ProxyShell”

• Widespread Threat
Remote code 
execution

Improper 
Access Control 30 Yes

CVE-2021-34523
Microsoft Exchange 
Server Elevation of 
Privilege “ProxyShell”

• Widespread Threat
Local code 
execution

Improper 
Access Control 30 Yes

*Conflicting reports on zero-day exploitation. CVE-2021-28799 was patched on April 16, 2021 but not disclosed publicly until April 22. A Qlocker ransomware 

campaign exploited multiple QNAP CVEs beginning April 19, 2021. 

** Clop ransomware threat actors leveraged the Accellion FTA zero-day vulnerabilities in an extortion campaign and did not actually deploy ransomware.

The first widespread threat of 2021 was CVE-2020-
29583, a hard-coded admin credential vulnerability 
in Zyxel firewalls and AP controllers. Echoing 2019’s 
Citrix Netscaler vulnerability, the Zyxel flaw debuted just 
before Christmas and saw opportunistic exploitation 
the first week of January. Not long after, Accellion and 
SonicWall were subjected to sophisticated cyberattacks 
that used zero-day vulnerabilities in their own products 
to compromise the organizations themselves and their 
downstream customers. 

The rest of 2021 was punctuated by widespread, high-
profile attacks on technology cornerstones like Microsoft 
Exchange Server, VMware’s vCenter Server, and core 
Windows services. In between, we saw opportunistic 
exploitation of common enterprise software like Atlassian 
Confluence, F5’s iControl interface, and GitLab servers, 
along with cyberattacks against security vendors like 
Ivanti (Pulse Connect Secure) in addition to SonicWall 
and Accellion. Finally, attackers took potshots against 
Zoho’s expansive ManageEngine suite of products, with 
widespread threats manifesting against ServiceDesk 
Plus (CVE-2021-44077) and Desktop Central (CVE-2021-
44515), both of which exposed managed service providers 
(MSPs) in addition to business users.

The impact of successful exploitation for each of these 
vulnerabilities is high; most allow for remote code execution 
(RCE) at a minimum, but several allow unauthenticated, 
remote attackers to take over infrastructure or gain access 
to internal networks through exploitation of vulnerable 
internet-facing systems or interfaces. A dozen of 2021’s 
widespread threat CVEs require chaining with additional 
vulnerabilities for successful exploitation; the ProxyLogon 

and ProxyShell attacks against Microsoft Exchange 
Server are the best-known examples of this, but they’re not 
alone.

Seventeen of 2021’s broadly exploited CVEs—more 
than half of the year’s widespread threats—were under 
attack before patches were available, in comparison with 
arguably only one of the widespread threats from 2020. 
While we considered three of 2020’s widespread threats to 
be zero-day vulnerabilities, arguably only one of them was 
probably a zero-day exploit used in the wild by adversaries. 
That zero-day, CVE-2020-14750, was a patch bypass for 
CVE-2020-14882 which saw widespread exploitation in 
late 2020. The remaining flaws (CVE-2020-10189 and CVE-
2020-17496) fell into the zero-day vulnerability category 
because the researchers who discovered them released 
exploit code prior to patch availability. But a researcher is 
not an adversary—and public proof-of-concept code is not 
the same as an in-the-wild attack.

The ProxyLogon vulnerabilities in Microsoft Exchange 
Server account for nearly a third of 2021 zero-day 
exploits, but they have plenty of company—Pulse Connect 
Secure, Accellion FTA, SonicWall SMA 100 series, QNAP 
NAS, Windows Print Spooler, Apache HTTP Server, and 
Log4Shell all make notable entries in this category. 

Several media outlets and research groups have written 
about 2021’s record-setting zero-day count, but client-
side and host-based vulnerabilities tend to be more 
represented in well-known datasets of zero-day exploits 
used in the wild (most notably Google Project Zero’s “0day 
In the Wild” series) than server-side CVEs. 

https://attackerkb.com/topics/xbr3tcCFT3/proxyshell-exploit-chain/rapid7-analysis?referrer=2021VIR
https://us-cert.cisa.gov/ncas/current-activity/2021/08/21/urgent-protect-against-active-exploitation-proxyshell
https://www.rapid7.com/blog/post/2021/08/12/proxyshell-more-widespread-exploitation-of-microsoft-exchange-servers/
https://redmondmag.com/articles/2021/08/24/proxyshell-exchange-server-flaw.aspx
https://attackerkb.com/topics/xbr3tcCFT3/proxyshell-exploit-chain/rapid7-analysis?referrer=2021VIR
https://us-cert.cisa.gov/ncas/current-activity/2021/08/21/urgent-protect-against-active-exploitation-proxyshell
https://www.rapid7.com/blog/post/2021/08/12/proxyshell-more-widespread-exploitation-of-microsoft-exchange-servers/
https://redmondmag.com/articles/2021/08/24/proxyshell-exchange-server-flaw.aspx
https://www.bleepingcomputer.com/news/security/massive-qlocker-ransomware-attack-uses-7zip-to-encrypt-qnap-devices/
https://www.mandiant.com/resources/accellion-fta-exploited-for-data-theft-and-extortion
https://attackerkb.com/topics/FJI292KsKw/cve-2020-29583-zyxel-usg-hard-coded-admin-creds/rapid7-analysis?referrer=2021VIR
https://attackerkb.com/topics/BFh8B71dfn/sonicwall-sma-100-series-10-x-firmware-zero-day-vulnerability/rapid7-analysis?referrer=2021VIR
https://www.wired.com/story/accellion-breach-victims-extortion/
https://attackerkb.com/topics/MIHLz4sY3s/cve-2021-34527-printnightmare/rapid7-analysis?referrer=2021VIR
https://attackerkb.com/topics/PqQGYGwWdM/cve-2021-22893/rapid7-analysis?referrer=2021VIR
https://attackerkb.com/topics/qv2aD8YfMN/cve-2021-44077/rapid7-analysis?referrer=2021VIR
https://attackerkb.com/topics/rJw4DFI2RQ/cve-2021-44515/rapid7-analysis?referrer=2021VIR
https://attackerkb.com/topics/rJw4DFI2RQ/cve-2021-44515/rapid7-analysis?referrer=2021VIR
https://attackerkb.com/topics/Sw8H0fbJ9O/multiple-microsoft-exchange-zero-day-vulnerabilities---proxylogon-exploit-chain/rapid7-analysis?referrer=2021VIR
https://attackerkb.com/topics/xbr3tcCFT3/proxyshell-exploit-chain/rapid7-analysis?referrer=2021VIR
https://attackerkb.com/topics/mzyS1rMcZc/cve-2020-14750-oracle-weblogic-remote-unauthenticated-remote-code-execution-rce-vulnerability?referrer=2021VTR
https://attackerkb.com/topics/sb4F8UT5zu/cve-2020-14882-unauthenticated-rce-in-console-component-of-oracle-weblogic-server/rapid7-analysis
https://attackerkb.com/topics/PyNCrvKjzq/cve-2020-10189?referrer=2021VTR
https://attackerkb.com/topics/2GE9f3C0gk/cve-2020-17496?referrer=2021VTR
https://attackerkb.com/topics/2GE9f3C0gk/cve-2020-17496?referrer=2021VTR
https://googleprojectzero.blogspot.com/p/0day.html
https://www.technologyreview.com/2021/09/23/1036140/2021-record-zero-day-hacks-reasons/
https://docs.google.com/spreadsheets/d/1lkNJ0uQwbeC1ZTRrxdtuPLCIl7mlUreoKfSIgajnSyY/edit#gid=2129022708
https://docs.google.com/spreadsheets/d/1lkNJ0uQwbeC1ZTRrxdtuPLCIl7mlUreoKfSIgajnSyY/edit#gid=2129022708
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Because Rapid7’s vulnerability research and emergent 
threat response teams focus on the vulnerabilities 
likeliest to be exploited at scale over a significant period 
of time, we generally leave browser and host-based 
zero-day bugs out of scope, with a few rare exceptions.                                                    
Our emphasis on server-side vulnerabilities rather than 

CVE Threat Status Attacker Utiliity Vulnerability 
Class

Time to 
Known 

Exploitation 
(TTKE) in 

Days

CVE-2020-7961
Liferay Portal 
Unauthenticated Remote 
Code Execution

• Exploited in the wild
Remote code 
execution Deserialization Unknown

CVE-2021-21307
Lucee Administrator 
Unauthenticated Remote 
Code Execution

• Exploited in the wild
Remote code 
execution

Improper Access 
Control Unknown

CVE-2021-1732
Microsoft Windows Win32k 
Elevation of Privilege

• Exploited in the wild
(0day)

Local code 
execution

Memory 
Corruption 0

CVE-2021-21975
VMware vRealize Operations 
Manager API Server-Side 
Request Forgery

• Exploited in the wild
Network 
infrastructure 
compromise

Improper Access 
Control Unknown

CVE-2021-30657
Apple macOS Gatekeeper 
Bypass

• Exploited in the wild
(0day)

Local code 
execution

Improper Access 
Control 0

CVE-2021-21551
Dell dbutil Driver Insufficient 
Access Control

• Exploited in the wild
Local code 
execution

Improper Access 
Control 13

CVE-2021-1497
Cisco Hyperflex HX 
Command Injection

• Exploited in the wild
Network 
infrastructure 
compromise

Injection / 
Command 31

CVE-2021-36934
Microsoft Windows Elevation 
of Privilege “Serious SAM”

• Exploited in the wild
Local code 
execution

Improper Access 
Control Unknown

Other Known Exploited Vulnerabilities

client-side flaws means the number of zero-day CVEs in 
our dataset actually underrepresents the true volume of 
zero-day exploitation detected in 2021.

https://attackerkb.com/topics/rXLP28C1nf/cve-2020-7961/rapid7-analysis?referrer=2021VIR
https://twitter.com/F5Labs/status/1348683108695072768
https://attackerkb.com/assessments/3a34ba5c-5855-490b-91e0-723222f6c3b6
https://attackerkb.com/topics/16OOl6KSdo/cve-2021-21307
https://attackerkb.com/assessments/1a332300-7ded-419b-b717-9bf03ca2a14e
https://ti.dbappsecurity.com.cn/blog/index.php/2021/02/10/windows-kernel-zero-day-exploit-is-used-by-bitter-apt-in-targeted-attack/
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1732
https://attackerkb.com/topics/51Vx3lNI7B/cve-2021-21975/rapid7-analysis?referrer=2021VIR
https://www.cisa.gov/uscert/ncas/current-activity/2022/01/18/cisa-adds-13-known-exploited-vulnerabilities-catalog
https://attackerkb.com/assessments/65b414d9-cb39-40b7-8ab3-d9a9602ff818
https://support.apple.com/en-us/HT212325
https://cedowens.medium.com/macos-gatekeeper-bypass-2021-edition-5256a2955508
https://attackerkb.com/assessments/12d7b263-3684-4442-812e-dc30b93def93
https://www.crowdstrike.com/blog/crowdstrike-falcon-detects-dell-driver-vulnerability-cve-2021-21551/
https://www.crowdstrike.com/blog/crowdstrike-falcon-detects-dell-driver-vulnerability-cve-2021-21551/
https://attackerkb.com/assessments/4f532147-b27b-4079-aed1-5cfdc402cf5c
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://blogs.juniper.net/en-us/security/freshly-disclosed-vulnerability-cve-2021-20090-exploited-in-the-wild
https://www.rapid7.com/blog/post/2021/07/21/microsoft-sam-file-readability-cve-2021-36934-what-you-need-to-know/
https://www.cisa.gov/uscert/ncas/current-activity/2022/02/10/cisa-adds-15-known-exploited-vulnerabilities-catalog
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CVE Threat Status Attacker Utiliity Vulnerability 
Class

Time to 
Known 

Exploitation 
(TTKE) in 

Days

CVE-2021-40539
Zoho ManageEngine 
ADSelfService Plus 
Authentication Bypass

• Exploited in the wild
(0day)

Remote code 
execution

Improper Access 
Control 0

CVE-2021-40438
Apache HTTP Server Server-
Side Request Forgery

• Exploited in the wild
Network 
infrastructure 
compromise

Injection / SSRF 69

2021’s crop of regular old exploited-in-the-wild 
vulnerabilities includes a few lesser-seen targets than 
the widespread threat group, as well as more diversity 
in attacker use cases. MacOS, Dell driver, and Windows 
kernel flaws add some local execution representation to 
this category. CVE-2021-1732, a local privilege escalation 
bug in Win32k, provided new opportunities for arbitrary 
reads in Windows kernel memory—a fresh exploitation 
primitive for attackers. Apache HTTP Server CVE-2021-
40438 made fewer waves than some other bugs when it 
was first disclosed, despite the fact that it was exploited 
quickly. Because other vendors bundle HTTP Server in 
their products, we expect CVE-2021-40438 to have a long 
tail.

Rapid7 managed services teams observed exploitation 
of CVE-2021-21307, an unauthenticated RCE vulnerability 
in Lucee Administrator, several months after security 
researchers released details on its place in an exploit chain 
they used to hack Apple. Multiple security companies 
reported exploitation of Liferay Portal CVE-2020-7961 
in January 2021, more than a year after the vulnerability 
was publicly disclosed; notably, a Metasploit module 
has been available for CVE-2020-7961 since April 2020. 
VMware vRealize Operations Manager (CVE-2021-21975) 
joined CISA’s Known Exploited Vulnerabilities in January 
2022 along with vRealize Operations Manager CVE-2021-
21983—together, the two vulnerabilities form a remote 
code execution chain.

Because so many zero-day attacks migrated to the 
widespread threat category in 2021, only 30% of the 
CVEs in this group were the result of pre-patch zero-day 
exploits, versus about half in 2020. While none of these 
vulnerabilities are known to be widely exploited at time 
of writing, the general uptick in at-scale attacks means 
that we can no longer call known-exploited vulnerabilities 
“targeted” threats with high confidence. It’s more 

accurate to simply note that we do not yet see evidence of 
widespread exploitation. 

In the past, the targeted threats we’ve analyzed have 
shared certain characteristics: Zero-day exploitation 
is commonplace, and memory corruption tends to be 
overrepresented as a root cause—a favorite vulnerability 
class for APTs and sophisticated threat actors thanks to 
the deep access it provides. Most importantly, almost all 
of the vulnerabilities in our 2020 list of targeted threats 
were reported as exploited in the wild by only a single data 
source. This is rarely the case anymore, in part because 
detection and tracking have improved, but also because 
even advanced attackers are using ransomware—which 
relies on volume for profitability—in their operations.

SolarWinds Serv-U CVE-2021-35211 illustrates this point 
perfectly: It’s a model memory corruption zero-day 
that carried the much-maligned “limited and targeted 
exploitation” caveat when it was disclosed in July 2021. 
Those characteristics are usually a sign that broader 
exploitation is unlikely; many memory corruptions are 
difficult to develop attacks for and tend toward instability 
(though when exploitation is successful, it can give 
attackers the ability to execute arbitrary code in memory 
space). Despite its textbook “limited and targeted” use 
case, security researchers observed a threat actor 
leveraging CVE-2021-35211 as an initial access vector 
for Clop ransomware in November 2021, which moved it 
out of the mere “known exploited” category and into our 
collection of widespread threats. 

https://attackerkb.com/topics/DMSNq5zgcW/cve-2021-40539/rapid7-analysis?referrer=2021VIR
https://us-cert.cisa.gov/ncas/alerts/aa21-259a
https://www.cisa.gov/uscert/ncas/alerts/aa21-259a
https://attackerkb.com/topics/VPP4zrKH01/cve-2021-40438/rapid7-analysis?referrer=2021VIR
https://www.rapid7.com/blog/post/2021/11/30/active-exploitation-of-apache-http-server-cve-2021-40438/
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-apache-httpd-2.4.49-VWL69sWQ
https://attackerkb.com/topics/7eGGM4Xknz/cve-2021-1732
https://attackerkb.com/topics/7eGGM4Xknz/cve-2021-1732
https://attackerkb.com/topics/VPP4zrKH01/cve-2021-40438/rapid7-analysis?referrer=2021VIR
https://attackerkb.com/topics/VPP4zrKH01/cve-2021-40438/rapid7-analysis?referrer=2021VIR
https://www.rapid7.com/blog/post/2021/11/30/active-exploitation-of-apache-http-server-cve-2021-40438/
https://www.rapid7.com/blog/post/2021/11/30/active-exploitation-of-apache-http-server-cve-2021-40438/
https://github.com/httpvoid/writeups/blob/main/Apple-RCE.md
https://twitter.com/F5Labs/status/1348683108695072768
https://research.checkpoint.com/2021/freakout-leveraging-newest-vulnerabilities-for-creating-a-botnet/
https://attackerkb.com/topics/rXLP28C1nf/cve-2020-7961/rapid7-analysis?referrer=2021VIR
https://github.com/rapid7/metasploit-framework/pull/13213
https://www.cisa.gov/uscert/ncas/current-activity/2022/01/18/cisa-adds-13-known-exploited-vulnerabilities-catalog
https://www.cisa.gov/uscert/ncas/current-activity/2022/01/18/cisa-adds-13-known-exploited-vulnerabilities-catalog
https://www.solarwinds.com/trust-center/security-advisories/cve-2021-35211
https://research.nccgroup.com/2021/11/08/ta505-exploits-solarwinds-serv-u-vulnerability-cve-2021-35211-for-initial-access/


2021 Vulnerability Intelligence Report 18

Impending Threats

CVE Threat Status Attacker Utiliity Vulnerability Class

CVE-2020-25223
Sophos UTM Remote Code 
Execution

• Impending - Exploit available Network pivot Injection / 
Command

CVE-2021-26914
NetMotion Mobility Arbitrary 
Code Execution

• Impending - Exploit available
Network pivot infrastructure 
compromise Deserialization

CVE-2020-7388
Sage X3 ERP Remote Code 
Execution

• Impending - Exploit available
Remote code execution 
infrastructure compromise

Improper Access 
Control

CVE-2021-34481
Microsoft Windows Print 
Spooler Remote Code 
Execution

• Impending - Exploit available Remote code execution Injection

CVE-2021-2394
Oracle WebLogic Server 
Remote Code Execution

• Impending - High-value target Remote code execution Deserialization

No CVE
Microsoft Azure Cosmos 
DB Unauthorized Privileged 
Access “ChaosDB”

• Impending - High-value target
Network infrastructure 
compromise

Improper Access 
Control

CVE-2021-43287
GoCD Pre-Authenticated 
Build Pipeline Takeover

• Impending - High-value target Information disclosure Improper Access 
Control

Rapid7’s 2020 vulnerability intelligence report examined 
20 impending threats that we considered high-value 
targets for attackers; since that report was released in 
Q1 2020, five of those vulnerabilities have become known 
active threats, with three seeing widespread exploitation 
(CVE-2020-2021, CVE-2020-5135, and CVE-2020-16846). 
The number of impending threats in our 2021 dataset 
has dwindled, in part, because vulnerabilities that our 
teams analyzed have come under attack more quickly 
than in previous years. Cisco Hyperflex CVE-2021-1497, 
VMware vRealize Operations Manager CVE-2021-21975, 
and Microsoft Windows CVE-2021-36934 are among the 
vulnerabilities that were impending threats when we first 
analyzed them but were exploited in the wild by the time 
we finalized our 2021 data. 

Still, there are a few CVEs that stand out for their 
exploitability and/or the value they offer attackers. It’s 
difficult to imagine that adversaries have yet to weaponize 
CVE-2021-2394, a trivially exploitable deserialization 
flaw in Oracle WebLogic Server—a popular target that got 
an unexpected reprieve in 2021. Likewise, remote code 
execution in Sage X3 productivity software (CVE-2020-
7388) and network pivot vulnerabilities in Sophos Unified 
Threat Management (CVE-2020-25223) and NetMotion 
Mobility (CVE-2021-26914) solutions provide tempting 
initial access vectors for remote attackers.

https://attackerkb.com/assessments/d6e0dff3-dd46-4f19-831d-c3f3f2fa972a
https://github.com/rapid7/metasploit-framework/pull/15783
https://attackerkb.com/topics/w0xSnwSjtG/cve-2021-26914?referrer=2021VIR
https://github.com/rapid7/metasploit-framework/pull/15186
https://attackerkb.com/assessments/d5a0b38b-2df2-4067-b694-aa7ea2afdbf5
https://github.com/rapid7/metasploit-framework/pull/15400
https://attackerkb.com/assessments/db8db63d-7e6f-4203-b1ae-aef5e9f62052?referrer=activityFeed
https://github.com/jacob-baines/concealed_position
https://attackerkb.com/assessments/9ec02377-c981-4ff5-a0f4-265056daf3e4
https://blog.wiz.io/chaosdb-how-we-hacked-thousands-of-azure-customers-databases/
https://attackerkb.com/topics/ShpnUFlqDz/pre-auth-takeover-of-build-pipelines-in-gocd-cve-2021-43287/rapid7-analysis?referrer=2021VIR
https://www.rapid7.com/research/report/vulnerability-intelligence-report/
https://securityintelligence.com/posts/egregor-ransomware-negotiations-uncovered/
https://www.bleepingcomputer.com/news/security/hellokitty-ransomware-is-targeting-vulnerable-sonicwall-devices/
https://blogs.juniper.net/en-us/threat-research/sysrv-botnet-expands-and-gains-persistence
https://attackerkb.com/topics/mDqlWhQovO/cve-2021-1497
https://attackerkb.com/topics/51Vx3lNI7B/cve-2021-21975/rapid7-analysis?referrer=2021VIR
https://www.rapid7.com/blog/post/2021/07/21/microsoft-sam-file-readability-cve-2021-36934-what-you-need-to-know/
https://attackerkb.com/topics/6lt20Pdmad/cve-2021-2394
https://www.rapid7.com/blog/post/2021/07/07/cve-2020-7387-7390-multiple-sage-x3-vulnerabilities/
https://www.rapid7.com/blog/post/2021/07/07/cve-2020-7387-7390-multiple-sage-x3-vulnerabilities/
https://attackerkb.com/topics/MJewDF16Kl/cve-2020-25223
https://attackerkb.com/topics/w0xSnwSjtG/cve-2021-26914
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“ 
We recommend prioritizing patch 
installation for these vulnerabilities.

A couple of the CVEs we’ve highlighted in this category 
are interesting Microsoft vulnerabilities: CVE-2021-34881 
is a remote code execution bug in the ever-exploitable 
Windows Print Spooler, the end product of two features 
intended to make the (non-administrative) user’s life 
easier, and “ChaosDB” is a nifty little unauthorized access 
vulnerability in Azure’s flagship CosmosDB (sans CVE). 
Last but not least, in a nod to the security world’s sharpening 
focus on supply chain risk, our research team took a closer 
look at CVE-2021-43287, a pre-authentication information 
disclosure vulnerability in GoCD, an open-source CI/CD 
server. 

We recommend prioritizing patch installation for these 
vulnerabilities. The “exploit available” references in this 
table all represent Metasploit modules that have been 
developed and tested for compatibility across a range of 
platforms. Metasploit is not the only toolkit we consider to 
be mature as far as attacker capabilities go, but we have 
high confidence in the efficacy of the exploit code our own 
researchers have developed and tested for these CVEs.

https://attackerkb.com/topics/MjnZWWlPLv/cve-2021-34481
https://www.wiz.io/blog/chaosdb-how-we-hacked-thousands-of-azure-customers-databases/
https://attackerkb.com/topics/ShpnUFlqDz/pre-auth-takeover-of-build-pipelines-in-gocd-cve-2021-43287/rapid7-analysis?referrer=2021VIR
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Attacker Utilities and Vulnerability Classes

When getting to know a new vulnerability, the first thing 
our research teams look for is an understanding of the root 
cause and what an attacker might use that bug to achieve. 
Vulnerabilities arise from hundreds of conditions spanning 
all layers of the stack—from application programming 
errors to cryptographic implementations to hardware bugs. 
Likewise, the potential impact of any given vulnerability can 
vary widely based on implementation, security controls, 
and the sensitivity of the data or permissions an attacker 
can obtain as a result of exploitation. 

We include two additional types of metadata in our 2021 
vulnerability data in addition to threat status and time 
to known exploitation. The first type of metadata our 
researchers define when analyzing emergent threats is 
attacker utility, which describes what an attacker can 
hope to gain as a result of successful exploitation and 
often maps to part of an exploit chain.

2021 Vulnerabilities by Attacker Utility
and Threat Status

Impending Threat

Threat

Widespread Threat
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# Vulnerabilities

2021 Vulnerabilities by
Attacker Utility and Threat Status

Much like in 2020, vulnerabilities that provided attackers 
with remote code execution opportunities—the ability 
to remotely execute a payload on a target system—are 
the most represented type of attacker utility across 
the 50 CVEs in this report, at just over half of the total 
dataset. Remote code execution is how vendors and 
CVE numbering authorities (CNAs) frequently describe 
high-impact vulnerabilities, but in some cases, that 
description downplays the ways that severe CVEs can 
be used to further compromise a network. A dozen of 
2021’s widespread threats, for instance, were CVEs that 
we categorized as either network pivots or network 
infrastructure compromise vulnerabilities. 

Network pivots, also known as initial access vectors, 
are vulnerabilities that give external attackers internal 
(authenticated) network access, allowing them to move 
laterally, escalate privileges, and exploit systems that 
wouldn’t otherwise be accessible to them. Vulnerabilities 
in security boundary devices like VPNs, firewalls, and 
gateways are high-value network pivot opportunities for 
both sophisticated and low-skilled adversaries, as are 
vulns in management interfaces and exposed services 
that can be exploited for network access. SonicWall SMA 
100 series CVE-2021-20016, F5 iControl REST CVE-2021-
22986, and Pulse Connect Secure CVE-2021-22893 are 
all examples of network pivot opportunities arising from 
traditional security gateway technologies. Backdoor 
administrative access vulnerabilities in QNAP network-
attached storage (CVE-2021-28799) and SonicWall Email 
Security (CVE-2021-20021) solutions also contributed to 
the widespread attack list in 2021.

Network infrastructure compromise vulnerabilities 
are flaws residing in systems that, when exploited 
successfully, give attackers the ability to compromise 
downstream (networked) systems and services. 
Vulnerabilities in virtualization, automation, and device 
management infrastructure all fall into this category. 
2021’s network infrastructure compromise flaws included 
three high-severity vulnerabilities in vCenter Server, plus 
the first CVE in an attack chain against VMware’s vRealize 
Operations Manager product (CVE-2021-21975). A 
command injection vuln in Cisco Hyperflex HX (CVE-2021-
1497, another chain) and an unauthorized access bug in 
Azure’s Cosmos DB made for other interesting entries in 
this category. 

https://cwe.mitre.org/data/index.html
https://attackerkb.com/topics/BFh8B71dfn/sonicwall-sma-100-series-10-x-firmware-zero-day-vulnerability/rapid7-analysis?referrer=2021VIR
https://attackerkb.com/topics/Eu74wdMbEL/cve-2021-26084-confluence-server-ognl-injection/rapid7-analysis?referrer=2021VIR
https://attackerkb.com/topics/Eu74wdMbEL/cve-2021-26084-confluence-server-ognl-injection/rapid7-analysis?referrer=2021VIR
https://attackerkb.com/topics/PqQGYGwWdM/cve-2021-22893/rapid7-analysis?referrer=2021VIR
https://attackerkb.com/topics/ggzUcnMbVg/cve-2021-28799?referrer=2021VIR
https://attackerkb.com/topics/jU2S5QIv0u/cve-2021-20021
https://attackerkb.com/topics/51Vx3lNI7B/cve-2021-21975/rapid7-analysis?referrer=2021VIR
https://attackerkb.com/topics/mDqlWhQovO/cve-2021-1497
https://attackerkb.com/topics/mDqlWhQovO/cve-2021-1497
https://www.wiz.io/blog/chaosdb-how-we-hacked-thousands-of-azure-customers-databases/
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2021 Vulnerabilities by
Class and Threat Status

Local code execution was less prevalent among significant 
threats in 2021, which is hardly surprising since it’s much 
easier to launch internet-scale attacks from, well, the 
internet. Still, CVE-2021-30657, a nifty security feature 
bypass in macOS, bears mentioning. Information disclosure 
similarly tends to be underrepresented among active, high-
profile threats, but it probably shouldn’t be—info leaks are 
incredibly helpful to savvy adversaries when developing 
multi-step attacks, as long-running threat campaigns have 
proven time and again (see CVE-2018-13379 and CVE-
2019-11510). In 2021, Kaseya VSA’s zero-day credential 
disclosure gave rise to the REvil ransomware outbreak that 
ruined MSPs’ Fourth of July weekends, and “SeriousSAM” 
paved a clear path to SYSTEM-level access in Windows 
environments.

We’ve also defined four intentionally broad vulnerability 
classes that are useful for making initial assessments 
about relative exploitability and available attacker tooling: 
improper access control, memory corruption, injection, and 
deserialization. 

Deserialization vulnerabilities come with a reputation for 
high exploitability and have a wealth of off-the-shelf tools 
with which to build exploit chains. Memory corruption 
vulnerabilities make frequent appearances in attacks by 
sophisticated threat actors; they offer privileged access and 
stealth, but are difficult to develop, unlikely to be automated, 
and tend toward instability—all of which make them good 
for targeted attacks but unreliable for more widespread 
exploitation. Improper access control flaws typically 
indicate something is missing (like an authentication 
requirement) or configured to be permissive, which allows 
attackers access that might otherwise be gated by security 
controls. And injection attacks use specially crafted 
input and techniques to compromise data integrity or run 
arbitrary code as a high-privileged user.

Vulnerability class is an umbrella term that encompasses 
both root cause and the type of high-level technique that 
might trigger it. As a result, some of our vulnerability 
class categorizations might seem unusual. For example, 
we classify certain file upload, file write, and server-side 
request forgery vulns as injection flaws in addition to more 
traditional command and SQL injection vulnerabilities—
indexing on the type of technique an attacker must use to 
exploit those vulnerabilities. 

There was a huge increase in attacks that used injection 
techniques in 2021, including for widely exploited 
vulnerabilities. Injection attacks use specially crafted input 
and techniques (e.g., SQL injection, command injection, 
JNDI injection, OGNL injection) to compromise data 
integrity or run arbitrary code as a high-privileged user. 

These attacks tend to be stable and reliable, which makes 
them less likely to knock over systems than, say, attacks 
leveraging memory corruption flaws. The most infamous 
of 2021’s injection vulns is Log4Shell, the JNDI injection 
flaw in open-source Java logging library Log4j that set the 
internet aflame in December 2021, but it wasn’t the first 
JNDI injection bug to make waves in 2021—vCenter Server 
CVE-2021-21985 preceded it by more than six months. 
OGNL injection in Confluence Server (CVE-2021-26084), 
SQL injection in Accellion FTA appliances (CVE-2021-
27101), and vanilla command injection in Cisco, F5, and 
Sophos products make up some more of 2021’s malicious 
request volume.

2021 Vulnerabilities by Class and Threat Status

A Little Goes a Long Way: Server-Side 
Request Forgery

While we’re on the topic of malicious requests and injection 
attacks, server-side request forgery (SSRF) vulnerabilities 
featured prominently in several of 2021’s high-impact 
attack campaigns. SSRF is a powerful technique that 
allows an attacker to send arbitrary requests that cross 
security boundaries or internal product boundaries. 
Depending on the vulnerability and its location in the target 
tech stack, those arbitrary requests may leak credentials, 
exploit a hidden endpoint, or fetch resources the attacker 
would not otherwise be able to access. 

https://objective-see.com/blog/blog_0x64.html
https://www.rapid7.com/blog/post/2021/04/08/attackers-targeting-fortinet-devices-and-sap-applications/
https://attackerkb.com/topics/VEc81wfDS7/cve-2018-13379-path-traversal-in-fortinet-fortios/rapid7-analysis?referrer=2021VIR
https://attackerkb.com/topics/lx3Afd7fbJ/cve-2019-11510?referrer=2021VIR
https://attackerkb.com/topics/lx3Afd7fbJ/cve-2019-11510?referrer=2021VIR
https://www.rapid7.com/blog/post/2021/07/13/managed-service-providers-used-in-coordinated-mass-ransomware-attack-impacting-hundreds-of-companies/
https://www.rapid7.com/blog/post/2021/07/13/managed-service-providers-used-in-coordinated-mass-ransomware-attack-impacting-hundreds-of-companies/
https://www.rapid7.com/blog/post/2021/07/21/microsoft-sam-file-readability-cve-2021-36934-what-you-need-to-know/
https://www.rapid7.com/research/report/exploiting-jsos/
https://www.rapid7.com/research/report/exploiting-jsos/
https://attackerkb.com/topics/Y2azzfAbid/cve-2020-16875/rapid7-analysis?referrer=2020VTR
https://docs.oracle.com/javase/tutorial/jndi/overview/index.html#:~:text=The%20Java%20Naming%20and%20Directory,the%20Java%E2%84%A2%20programming%20language.&text=Thus%20a%20variety%20of%20directories,accessed%20in%20a%20common%20way.
https://attackerkb.com/topics/X85GKjaVER/cve-2021-21985/rapid7-analysis?referrer=2021VIR
https://attackerkb.com/topics/X85GKjaVER/cve-2021-21985/rapid7-analysis?referrer=2021VIR
https://attackerkb.com/topics/Eu74wdMbEL/cve-2021-26084-confluence-server-ognl-injection/rapid7-analysis?referrer=2021VIR
https://www.mandiant.com/resources/accellion-fta-exploited-for-data-theft-and-extortion
https://www.mandiant.com/resources/accellion-fta-exploited-for-data-theft-and-extortion
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For the first time in 2021, SSRF made OWASP’s top 10 
application security risks, claiming the final spot on the 
list based on community survey results.

SSRF’s commonality nowadays arises in part because 
of the explosion of complex, layered applications that 
comprise significant portions of organizations’ public-
facing attack surface area. Web applications are a critical 
starting point for many attacks that end in remote code 
execution or remote access; classic SSRF lets an external 
attacker submit a crafted request (such as a malicious GET 
or POST request) to an application’s front end and coerce 
the back-end server into doing something that aids the 
attacker’s operations, like authenticating to the domain or 
forwarding requests to arbitrary servers—making SSRF an 
ideal first step for attack chains. 

Several of those chains became widespread threats in 
2021. The ProxyLogon chain of vulnerabilities begins 
with CVE-2021-26855, a server-side request forgery flaw 
that allows an attacker to send arbitrary HTTP requests 
and authenticate as the Exchange server. When chained 
with additional ProxyLogon CVEs, the SSRF leads to 
unauthenticated, SYSTEM-level remote code execution 
on vulnerable targets. The first CVE in the ProxyShell 
exploit chain (CVE-2021-34473) works similarly, though 
it’s not technically classified as SSRF.  Orange Tsai, the 
researcher who discovered both chains, described the 
SSRF-like technique that kicks off ProxyShell exploitation:

“It too appears when the frontend (known as 

Client Access Services, or CAS) is calculating 

the backend URL. When a client HTTP request 

is categorized as an Explicit Logon Request, 

Exchange will normalize the request URL and 

remove the mailbox address part before routing 

the request to the backend.”

An SSRF vulnerability in Accellion FTA devices (CVE-2021-
27103) linked with a command execution vulnerability 
(CVE-2021-27102) made up one of the two attack 
chains that compromised Accellion customers using 
the company’s legacy File Transfer Appliance in early 
2021. A forensic investigation into the incident revealed 
a new type of webshell that cybersecurity firm Mandiant 
christened “DEWMODE.” Later in the year, CVE-2021-
40438 allowed remote, unauthenticated attackers to force 
vulnerable Apache HTTP servers using mod _ proxy to 
forward requests to arbitrary (malicious) servers; Rapid7 

Labs observed four million potentially vulnerable httpd 
instances on the public internet in September 2021, 
even without accounting for all the critical downstream 
solutions that bundle Apache web servers.

Finally, Rapid7 researchers analyzed and demonstrated 
exploitability for CVE-2021-21975, a server-side request 
forgery vulnerability in VMware’s vRealize Operations 
Manager solution, in March 2021. It was added to CISA’s 
Known Exploited Vulnerabilities list in January 2022. 

OWASP’s page on SSRF in 2021 includes a statement 
worth highlighting: “The data shows a relatively low 
incidence rate with above average testing coverage and 
above-average Exploit and Impact potential ratings.” 
Despite the severity of some of 2021’s SSRF-driven attack 
chains, there’s likely an element of self-fulfilling prophecy 
in community assessments about the technique’s overall 
importance. It’s an easy weakness to test for so long 
as the tester can find a field that accepts a URL, which 
makes it popular with bug bounty hunters in addition to 
real adversaries. It’s a beginner-friendly technique that 
presents internet-facing surface area, so it’s no surprise 
that the community has found a lot of it. 

https://owasp.org/Top10/
https://owasp.org/Top10/
https://www.rapid7.com/blog/post/2021/11/23/owasp-top-10-deep-dive-defending-against-server-side-request-forgery/
https://proxylogon.com/
https://attackerkb.com/topics/eIPBftle3R/cve-2021-26855
https://attackerkb.com/topics/lLMDUaeKSn/cve-2021-27065
https://attackerkb.com/topics/xbr3tcCFT3/proxyshell-exploit-chain/rapid7-analysis?referrer=2021VIR
https://attackerkb.com/topics/xbr3tcCFT3/proxyshell-exploit-chain/rapid7-analysis?referrer=2021VIR
https://www.zerodayinitiative.com/blog/2021/8/17/from-pwn2own-2021-a-new-attack-surface-on-microsoft-exchange-proxyshell
https://attackerkb.com/topics/epf1shJNSn/cve-2021-27103/vuln-details
https://attackerkb.com/topics/epf1shJNSn/cve-2021-27103/vuln-details
https://attackerkb.com/topics/HMGfNl0iVw/cve-2021-27102/vuln-details
https://www.kiteworks.com/company/press-releases/accellion-provides-update-to-fta-security-incident-following-mandiants-preliminary-findings/
https://www.mandiant.com/resources/accellion-fta-exploited-for-data-theft-and-extortion
https://attackerkb.com/topics/VPP4zrKH01/cve-2021-40438/rapid7-analysis?referrer=2021VIR
https://attackerkb.com/topics/VPP4zrKH01/cve-2021-40438/rapid7-analysis?referrer=2021VIR
https://www.rapid7.com/blog/post/2021/11/30/active-exploitation-of-apache-http-server-cve-2021-40438/
https://support.f5.com/csp/article/K01552024
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-apache-httpd-2.4.49-VWL69sWQ
https://attackerkb.com/topics/51Vx3lNI7B/cve-2021-21975/rapid7-analysis?referrer=2021VIR
https://github.com/rapid7/metasploit-framework/pull/15005
https://attackerkb.com/topics/51Vx3lNI7B/cve-2021-21975
https://www.cisa.gov/uscert/ncas/current-activity/2022/01/18/cisa-adds-13-known-exploited-vulnerabilities-catalog
https://owasp.org/Top10/A10_2021-Server-Side_Request_Forgery_%28SSRF%29/
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Attack Chains

As the architecture of software and systems grows ever 
more complex, attack complexity continues to increase, 
too. The vulnerabilities we’ve highlighted from 2021 include 
16 CVEs across 11 unique attack chains, many of which 
we have already discussed and each of which requires 
linking multiple vulnerabilities for successful exploitation. 

CVE Threat Status Attacker Utiliity Vulnerability Class Exploit Chain

CVE-2020-7388
Sage X3 ERP Remote 
Code Execution

• Impending - Exploit available
Remote code 
execution

Improper Access 
Control

CVE-2020-
7387, CVE-
2020-7389

CVE-2021-43287
GoCD Pre-
Authenticated Build 
Pipeline Takeover

• Impending - High-value target
Information 
disclosure

Improper Access 
Control

Exploit 
Primitive 
(GoCD)

No CVE
Microsoft Azure 
Cosmos DB 
Unauthorized Privileged 
Access “ChaosDB”

• Impending - High-value target
Network 
infrastructure 
compromise

Improper Access 
Control

Exploit 
Primitive 
(Microsoft 
Azure)

CVE-2021-21975
VMware vRealize 
Operations Manager 
API Server-Side 
Request Forgery

• Exploited in the wild
Network 
infrastructure 
compromise

Improper Access 
Control

CVE-2021-
21983

CVE-2021-36942
Microsoft Windows LSA 
Spoofing “PetitPotam 
Attack”

• Widespread Threat
Network 
infrastructure 
compromise

Improper Access 
Control AD CS

CVE-2021-34523
Microsoft Exchange 
Server Elevation of 
Privilege “ProxyShell”

• Widespread Threat
Local code 
execution

Improper Access 
Control ProxyShell

CVE-2021-34473
Microsoft Exchange 
Server Remote Code 
Execution “ProxyShell”

• Widespread Threat
Remote code 
execution

Improper Access 
Control ProxyShell

CVE-2021-31207
Microsoft Exchange 
Server Security Feature 
Bypass “ProxyShell”

• Widespread Threat
Remote code 
execution

Injection / 
Request ProxyShell

ProxyLogon (four CVEs) and ProxyShell (three CVEs) 
comprise almost half of chained vulnerabilities in our 
dataset but only represent two of the unique chains. The 
following vulnerabilities make up some additional 2021 
attack chains, several of which have one or more sibling 
CVEs not included in this report.

https://attackerkb.com/assessments/d5a0b38b-2df2-4067-b694-aa7ea2afdbf5
https://github.com/rapid7/metasploit-framework/pull/15400
https://attackerkb.com/topics/ShpnUFlqDz/pre-auth-takeover-of-build-pipelines-in-gocd-cve-2021-43287/rapid7-analysis?referrer=2021VIR
https://blog.wiz.io/chaosdb-how-we-hacked-thousands-of-azure-customers-databases/
https://attackerkb.com/topics/51Vx3lNI7B/cve-2021-21975/rapid7-analysis?referrer=2021VIR
https://www.cisa.gov/uscert/ncas/current-activity/2022/01/18/cisa-adds-13-known-exploited-vulnerabilities-catalog
https://www.rapid7.com/blog/post/2021/08/03/petitpotam-novel-attack-chain-can-fully-compromise-windows-domains-running-ad-cs/
https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/lockfile-ransomware-new-petitpotam-windows
https://attackerkb.com/topics/xbr3tcCFT3/proxyshell-exploit-chain/rapid7-analysis?referrer=2021VIR
https://us-cert.cisa.gov/ncas/current-activity/2021/08/21/urgent-protect-against-active-exploitation-proxyshell
https://attackerkb.com/topics/xbr3tcCFT3/proxyshell-exploit-chain/rapid7-analysis?referrer=2021VIR
https://us-cert.cisa.gov/ncas/current-activity/2021/08/21/urgent-protect-against-active-exploitation-proxyshell
https://attackerkb.com/topics/xbr3tcCFT3/proxyshell-exploit-chain/rapid7-analysis?referrer=2021VIR
https://us-cert.cisa.gov/ncas/current-activity/2021/08/21/urgent-protect-against-active-exploitation-proxyshell
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CVE Threat Status Attacker Utiliity Vulnerability Class Exploit Chain

CVE-2021-27101
Accellion FTA 
Unauthenticated SQL 
Injection

• Widespread Threat
(0day)

Remote code 
execution Injection / SQL CVE-2021-

27104

CVE-2021-27103
Accellion FTA Server-
Side Request Forgery

• Widespread Threat
(0day)

Remote code 
execution

Injection / 
Request

CVE-2021-
27102

CVE-2021-26857
Microsoft Exchange 
Server Unified 
Messaging 
Deserialization 
“ProxyLogon”

• Widespread Threat
(0day)

Remote code 
execution Deserialization ProxyLogon

CVE-2021-26858
Microsoft Exchange 
Server Arbitrary File 
Write “ProxyLogon”

• Widespread Threat
(0day)

Remote code 
execution Injection / File ProxyLogon

CVE-2021-27065
Microsoft Exchange 
Server Arbitrary File 
Write “ProxyLogon”

• Widespread Threat
(0day)

Remote code 
execution Injection / File ProxyLogon

CVE-2021-26855
Microsoft Exchange 
Server-Side Request 
Forgery “ProxyLogon”

• Widespread Threat
(0day)

Remote code 
execution

Injection / 
Request ProxyLogon

CVE-2021-30116
Kaseya VSA Credential 
Disclosure

• Widespread Threat
(0day)

Information 
disclosure

Improper Access 
Control

Exploit 
Primitive 
(Kaseya 
VSA)

CVE-2021-20021
SonicWall Email 
Security Pre-
Authentication 
Administrative Account 
Creation

• Widespread Threat
(0day)

Network pivot Improper Access 
Control

Exploit 
Primitive 
(SonicWall 
Email 
Security)

In general higher attack complexity offers some benefit for 
software producers tasked with developing mitigations, 
but it also presents advantages for attackers. Vulnerability 
and exploit complexity can make it difficult for software 
developers to create corresponding solutions quickly 
and effectively, which in some cases means vendors 
implement security fixes that merely add filtering to one 
part of the attack chain rather than more comprehensively 
addressing the root cause. This isn’t necessarily ineffective 

as a fast, narrowly tailored solution for users, but it can 
also leave attackers clear opportunities to bypass filters 
(e.g., authentication).

https://attackerkb.com/topics/hTdkegt9le/cve-2021-27101?referrer=2021VIR
https://www.bleepingcomputer.com/news/security/global-accellion-data-breaches-linked-to-clop-ransomware-gang/
https://attackerkb.com/topics/epf1shJNSn/cve-2021-27103?referrer=2021VIR
https://www.bleepingcomputer.com/news/security/global-accellion-data-breaches-linked-to-clop-ransomware-gang/
https://attackerkb.com/assessments/e06c534c-85ca-4a68-b9e5-00956dbf5b14
https://www.microsoft.com/security/blog/2021/03/02/hafnium-targeting-exchange-servers/
https://attackerkb.com/topics/Sw8H0fbJ9O/multiple-microsoft-exchange-zero-day-vulnerabilities---hafnium-campaign/rapid7-analysis?referrer=2021VIR
https://www.microsoft.com/security/blog/2021/03/02/hafnium-targeting-exchange-servers/
https://attackerkb.com/assessments/74177979-e2ef-4078-9f91-993964292cfa
https://www.microsoft.com/security/blog/2021/03/02/hafnium-targeting-exchange-servers/
https://attackerkb.com/topics/Sw8H0fbJ9O/multiple-microsoft-exchange-zero-day-vulnerabilities---hafnium-campaign/rapid7-analysis?referrer=2021VIR
https://www.microsoft.com/security/blog/2021/03/02/hafnium-targeting-exchange-servers/
https://www.rapid7.com/blog/post/2021/07/13/managed-service-providers-used-in-coordinated-mass-ransomware-attack-impacting-hundreds-of-companies/
https://www.rapid7.com/blog/post/2021/07/13/managed-service-providers-used-in-coordinated-mass-ransomware-attack-impacting-hundreds-of-companies/
https://attackerkb.com/assessments/43dd6dbb-2aee-41c0-871a-fa325358081c
https://www.mandiant.com/resources/zero-day-exploits-in-sonicwall-email-security-lead-to-compromise
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“ 
there have been more prominent 
driver-based attacks in 2020 and 2021 
than in the prior eight years combined.

Bring Your Own Vulnerable Driver (BYOVD)

There’s been a resurgence of driver-based attacks the past 
few years, with several high-profile 2021 vulnerabilities 
illustrating the utility of “Bring Your Own Driver” (BYOVD)-
style exploits. In this type of attack, an adversary with 
administrative privileges installs a legitimately signed 
driver with known vulnerabilities on the victim system—
which is where product security incident response 
teams (PSIRTs) tend to lose interest when evaluating a 
BYOVD vulnerability disclosure, since administrator-level 
privileges are required from the get-go. 

For those unfamiliar with BYOVD attacks, the number one 
reason adversaries are using BYOVD is to bypass Windows 
Driver Signature Enforcement (DSE), which ensures that 
only signed kernel drivers can be loaded. By installing 
and exploiting a vulnerable driver, attackers can load 
their own unsigned malicious drivers, which allows them 
to accomplish a wide variety of tasks they wouldn’t be 
able to otherwise (e.g., unhooking EDR callbacks, hiding 
exploitation/rootkit artifacts, overwriting data, injecting 
code into other processes). 

Most of the attacks mentioned above focus on executing 
code in kernel mode. But BYOVD also enables a simpler 
data-oriented attack that allows an adversary to subvert 
Local Security Authority (LSA) protection. LSA protection 
prevents non-protected processes from reading the 
memory of, or injecting code into, Windows’ Local Security 
Authority Subsystem Service (lsass.exe). That means 
tools like Mimikatz can’t dump the memory contents 
of lsass.exe in order to retrieve Windows account 
credentials. An attacker with kernel-mode access—also 
known as ring 0 access—can reach into the lsass.exe 
EPROCESS struct and simply mask out the LSA protection, 
leaving the attacker free to dump lsass.exe’s memory. 
There are a couple of good open-source implementations 
of this: mimidrv (a signed driver that is part of Mimikatz) 
and PPLKiller (uses RTCore64.sys).

In December 2021, Rapid7’s vulnerability research team 
compiled a list of several dozen well-known driver-based 
attacks, including CVEs, driver names, and adversary 
attribution where available. While the catalog our team 
compiled isn’t necessarily exhaustive, there have been 
more prominent driver-based attacks in 2020 and 
2021 than in the prior eight years combined. Our 2021 
vulnerability intelligence dataset highlights two CVEs 
that enable BYOVD attacks: CVE-2021-21551, a local 
privilege escalation in Dell’s dbutil_2_3.sys driver that 
has reportedly been exploited in the wild; and CVE-2021-
34481, which makes yet another remote code execution 
vulnerability in the Windows Print Spooler. 

CVE-2021-34881 is the combination of two features 
intended to make non-administrative Windows users’ lives 
easier by expansively allowing them to add remote printers 
and also to add arbitrary signed drivers to the driver store…
before installing them at will. As a result, low-privileged 
users could install a vulnerable print driver and exploit it 
to gain SYSTEM privileges. CVE-2021-21551 arises from 
a write-what-where condition (CWE-123) in which a low 
privileged user can direct the driver to write attacker-
controlled data to an arbitrary memory address via an 
ioctl call. This allows low-privileged users to escalate 
permissions to SYSTEM by overwriting data structures in 
kernel memory.

Since network-based intrusion detection systems 
aren’t good options for identifying local exploitation of 
vulnerable drivers, the best approach for defenders may 
be intentionally, if arduously, limiting attack surface area. 
CVE-2020-17382, for example, targeted a driver that 
controlled the RGB lights on gaming motherboards, making 
it the type of driver that (just maybe!) could sensibly be 
left out of enterprise builds. Microsoft also maintains a 
list of driver block rules that, if used correctly, will allow 
systems administrators to block known-bad drivers from 
being loaded. The Dell drivers, which are used to update 
firmware across a wide range of products, are compatible 
with the newest signing requirements issued by Microsoft 
and admittedly have a low likelihood of being blocklisted, 
though we remain eternally optimistic.

Finally, it’s worth noting that BYOVD attacks present a 
slight conundrum for security researchers, and therefore 
to downstream practitioners and organizations who 
benefit from good-faith security research artifacts like 
public proof-of-concept code. Because step zero of a 
BYOVD attack is installing a third-party driver (hence 
the “Bring Your Own”), researchers and their employers 
must consider the risk of potentially violating licensing 
agreements—a provision that stops ethical hackers from 
easily sharing exploit code or other tooling with defenders, 
but has no effect whatsoever on adversaries who conduct 
driver-based attacks in the wild without compunction.

https://www.rapid7.com/blog/post/2021/12/13/driver-based-attacks-past-and-present/
https://docs.microsoft.com/en-us/windows-hardware/drivers/install/kernel-mode-code-signing-policy--windows-vista-and-later-#signing-requirements-by-version
https://web.archive.org/web/20200326040826/http://deniable.org/windows/windows-callbacks
https://blog.dylan.codes/evading-sysmon-and-windows-event-logging/
https://blog.dylan.codes/evading-sysmon-and-windows-event-logging/
https://github.com/zerosum0x0/puppetstrings
https://www.lastwatchdog.com/wp/wp-content/uploads/Saudi-Arabia-Dustman-report.pdf
https://github.com/RedSection/OffensivePH
https://github.com/RedSection/OffensivePH
https://docs.microsoft.com/en-us/windows-server/security/credentials-protection-and-management/configuring-additional-lsa-protection
https://docs.microsoft.com/en-us/windows-server/security/credentials-protection-and-management/configuring-additional-lsa-protection
https://attack.mitre.org/software/S0002/
https://github.com/gentilkiwi/mimikatz/blob/master/mimidrv/mimidrv.c
https://github.com/RedCursorSecurityConsulting/PPLKiller
https://www.rapid7.com/blog/post/2021/12/13/driver-based-attacks-past-and-present/
https://www.rapid7.com/blog/post/2021/12/13/driver-based-attacks-past-and-present/
https://attackerkb.com/assessments/12d7b263-3684-4442-812e-dc30b93def93
https://www.crowdstrike.com/blog/crowdstrike-falcon-detects-dell-driver-vulnerability-cve-2021-21551/
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34481
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34481
https://attackerkb.com/topics/KvTah7REZU/cve-2021-34881/vuln-details'
https://attackerkb.com/assessments/db8db63d-7e6f-4203-b1ae-aef5e9f62052
https://attackerkb.com/topics/zAHZGAFaQX/cve-2021-21551/vuln-details
https://cwe.mitre.org/data/definitions/123.html
https://docs.microsoft.com/en-us/windows/win32/api/ioapiset/nf-ioapiset-deviceiocontrol
https://attackerkb.com/assessments/3489496f-60d3-492c-8ac2-07d085fac9c7
https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-defender-application-control/microsoft-recommended-driver-block-rules
https://docs.microsoft.com/en-us/windows-hardware/drivers/install/kernel-mode-code-signing-policy--windows-vista-and-later-
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Chain Reaction: Present and Future Software 
Supply Chain Risk

Unsurprisingly, the discovery of a backdoor in SolarWinds 
Orion set off waves of global concern about supply chain 
security writ large, from software development pipelines 
and CI/CD tooling to shared libraries and upstream 
service providers. Even tangentially supply chain-related 
compromises have engendered high alarm, with traditional 
product zero-day attacks like the Accellion FTA incident 
being likened to the SolarWinds compromise. In other words, 
supply chain anxiety was always here, but the SolarWinds 
incident kicked it into higher gear. 

The risk wasn’t theoretical, either. In the first half of 2021, 
PHP’s Git repository was hacked and a backdoor added to 
PHP source code via several malicious commits made by 
legitimate committer accounts, one of which belonged to 
PHP’s creator. Fortunately, the malicious code was identified 
quickly and never made it into production; nevertheless, the 
incident prompted PHP’s maintainers to abandon their self-
maintained infrastructure and lock down their development 
workflows. Alas, other incidents had farther-reaching 
effects. In April, code quality tool Codecov announced that 
a threat actor had gained access to Codecov’s popular 
Bash Uploader script and modified it to allow the export of 
continuous integration (CI) environment secrets, including 
credentials, tokens, and keys. The threat actors had gained 
access to the Bash Uploader in January 2021—more than 
three months before Codecov detected and disclosed the 
hack.

Vulnerabilities in shared libraries and common components 
also posed a threat in 2021, even before Log4Shell arrived 
to underscore the pain of detecting and remediating 
deeply embedded flaws. The last quarter of the year bore 
witness to not one, but three separate hijacks of wildly 
popular NPM libraries: In October, multiple versions of the 
UAparser.js JavaScript library were modified to install coin 
miners and harvest credentials on downstream systems, 
drawing a warning from GitHub that any computer with 
the package installed or running should be considered 
fully compromised. A little over a week later, two additional 
NPM packages—coa (Command-Option-Argument) and 
rc—were found to have shipped to downstream developers 
with embedded malware. On November 15, 2021, even as 
it disclosed another high-severity security vulnerability in 
the NPM registry, GitHub announced that NPM package 
maintainers and administrators would be required to 
implement two-factor authentication (2FA) starting in 2022.

Devops tooling and software packages will logically remain 
high-value targets for both sophisticated and opportunistic 

adversaries. One of the vulnerabilities that piqued our team’s 
interest last year was CVE-2021-43287, an unauthenticated 
information disclosure in open-source CI/CD server GoCD 
that was exploitable with a single HTTP request and allows 
for pre-authentication takeover of CI/CD pipelines. While 
CVE-2021-43287 is in our impending threat category—not 
known to be exploited in the wild at time of writing—it’s the 
type of flaw we expect to garner closer scrutiny from the 
research community, and from attackers, in 2022. 

Managed service providers (MSPs) and managed security 
service providers (MSSPs) have also been key attack targets 
for threat actors looking for access to downstream customers 
and environments. In early July 2021, just as the long 
Independence Day weekend kicked off in the U.S, managed 
service provider Kaseya VSA unwittingly pushed out a 
malicious automatic update containing REvil ransomware 
to some on-premise customers. In the hours that followed, 
Kaseya shut down its SaaS servers and advised customers 
around the world to shut down their on-premise VSA servers. 
The initial access vector, it transpired, was CVE-2021-30116, 
a zero-day credential disclosure vulnerability in Kaseya VSA 
that had been reported to Kaseya in April 2021 by the Dutch 
Institute for Vulnerability Disclosure (DIVD) along with half a 
dozen other vulnerabilities.

On the subtler end of the attack spectrum, Microsoft warned 
the public in October 2021 that Russian state-sponsored 
threat actor Nobelium was targeting the global technology 
supply chain, in particular resellers, managed service 
providers, and cloud service providers (CSPs). According to 
Redmond, more than a dozen resellers and service providers 
had been identified as potentially compromised by threat 
activity aimed at gaining long-term access to the IT supply 
chain. 

It’s common sense to expect this will continue. Initiatives like 
Software Bill of Materials (SBOM) requirements aim to make 
it simpler for software developers, users, and stakeholders to 
understand the components and dependencies bundled into 
the technologies they rely upon. As Rapid7 researchers have 
previously discussed, however, the continuing global shift to 
fully cloud-based applications complicates the development 
of comprehensive SBOMs. Cloud misconfigurations 
have also become an increasingly prevalent source of 
vulnerabilities across the SaaS ecosystem, multiplying 
potential points of risk. Information and intelligence sharing 
will continue to be important parts of preventative defense 
against supply chain attacks as broader policies and 
practices evolve toward greater transparency and security.

https://www.iot-inspector.com/blog/advisory-multiple-issues-realtek-sdk-iot-supply-chain/
https://securityboulevard.com/2021/10/solarwinds-accellion-breaches-supply-chain-attacks-wreaking-havoc/
https://news-web.php.net/php.internals/113838
https://about.codecov.io/security-update/
https://www.rapid7.com/blog/post/2021/10/25/npm-library-ua-parser-js-hijacked-what-you-need-to-know/
https://github.com/advisories/GHSA-pjwm-rvh2-c87w
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Evacuate the (On) Premises: We Need to 
Talk About Exchange

One unusually balmy Saturday in February of 2021, Rapid7’s 
Managed Detection and Response team noticed an 
increase in alerts firing on known attacker behavior. Their 
systems were picking up a sudden spike in exploitation 
of on-premise Microsoft Exchange servers whose web 
services were exposed to the public internet—a common 
practice for organizations that rely on Outlook Web 
Access (OWA) for email. The exploits aimed at Exchange 
were uploading eval webshells, colloquially referred to as 
“Chopper” or “China Chopper” webshells. Over the next few 
days, our SOC and incident response teams investigated 
attacker activity across dozens of customers—a flurry 
of activity that, as it turned out, was being mirrored in 
security operations centers around the world as incident 
responders and analysts tried to determine what was 
causing such an abrupt wave of compromises. 

The afternoon of March 2, 2021, three days after the rash 
of attacks had begun, Microsoft released an out-of-band 
security advisory and accompanying analysis on four 
zero-day vulnerabilities in on-premise Exchange Server 
installations that were being targeted by a state-sponsored 
threat actor Microsoft’s Threat Intelligence Center dubbed 
“HAFNIUM.” The zero-day vulnerabilities—comprising a 
server-side request forgery (SSRF) bug, a deserialization 
flaw, and two post-authentication arbitrary file writes—
together allowed attackers to access email, install 
additional malware, and establish persistence in victim 
environments via an exploit chain called “ProxyLogon” 
that would wreak havoc on Exchange instances for months 
following the out-of-band disclosure. 

ProxyLogon presaged a particularly bad year for on-
premise Exchange Server—or perhaps more accurately, 
represented an escalation in a multi-year arc of widespread 
attacks targeting severe Exchange Server CVEs. A Black 
Hat USA presentation by prominent researcher Orange 
Tsai in August 2021 revealed a second critical exploit 
chain against on-premise Exchange called “ProxyShell” 
which, though it saw no pre-disclosure exploitation, 
was used in the wild by adversaries starting barely a 
week after its Black Hat debut. By the end of August, 
opportunistic attackers (including ransomware operators) 
had compromised  hundreds of Exchange Server 
environments using ProxyShell, and security community 
discussions were full of debates on the practicality and 
cost-effectiveness of moving away from on-premise 
Exchange use post haste.
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2021 was a wild ride for folks running Microsoft Exchange

We saw thousands fewer Exchange servers on the internet by the end of the year,
and over all improved patching for the ones that remained connected to the internet.

Exchange Patching: How It Started / How It's Going

In addition to the seven Exchange vulnerabilities 
collectively included in the ProxyLogon and ProxyShell 
chains, at least three other Microsoft Exchange Server 
CVEs were used in the wild in 2021 (CVE-2021-42321, a 
zero-day vulnerability from November’s Patch Tuesday; 
CVE-2021-28480, an NSA-reported flaw that researcher 
Kevin Beaumont detected in the wild in May; and CVE-
2021-33766, an information disclosure). Despite this, 
Exchange Server vulnerabilities continue to offer a target-
rich environment for attackers. Each new Exchange RCE—
whether exploit chain or standalone vulnerability—seems 
to bring with it a wave of fresh compromises, no matter 
how many dire warnings populate email alerts and internet 
headlines.

Exchange Patching: 
How it Started / How It’s Going

In March, Rapid7 Labs observed a migration of Exchange 
Server instances off the public internet, as ProxyLogon laid 
waste to Windows environments worldwide. Throughout 
2021, vulnerable Exchange Server installations 
dwindled across public exposure maps—indicating that 
administrators understood the attack surface area they 
had been offering remote adversaries, and that they had 
moved to limit it. But the compromises kept coming: 
Why? The simplest answer is that many Exchange admins 
took their vulnerable instances off the internet but either 
couldn’t or wouldn’t patch their servers despite sustained 
threat campaigns.
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A likelier explanation is that the call was already coming 
from inside the building—even for non-zero-day Exchange 
CVEs, the pace of exploitation has been so rapid that 
defenders may not have had sufficient time to remediate 
new vulnerabilities before adversaries made it into their 
networks.  

In Rapid7’s 2020 Vulnerability Intelligence Report, 
we said we considered most critical-rated and many 
important-rated in Microsoft Exchange and SharePoint 
to be strong impending threat candidates regardless of 
whether exploit code has been released. Since February 
2020, our emergent threat response team has initiated 
urgent responses for nine Microsoft Exchange Server 
vulnerabilities. By the end of summer’s hacker conference 
season in the U.S., ransomware groups had efficiently 
incorporated ProxyShell into their operations along with 
ProxyLogon, prompting renewed calls for organizations 
to move off of on-premise Exchange from the security 
community. The reality for most security teams, however, 
is that security is a negotiation, and a wholesale move 
to the cloud isn’t an option that’s within reach for many 
companies. 

In the meantime, Exchange administrators and IT teams 
should remember that limiting exposure is important, but 
it’s not enough on its own. Patching is still a critical, time-
sensitive step. 

Nightmares and Novelties

A trio of named Windows vulnerabilities drove confusion 
and consternation over the summer of 2021, largely 
due to Microsoft’s opaque vulnerability disclosure and 
information sharing practices. PrintNightmare (CVE-2021-
34527), Serious SAM (CVE-2021-36934), and PetitPotam 
(CVE-2021-36942) threatened Windows environments 
over a three-week period starting in July—following what 
had already been a dizzying first half of the year that saw 
no fewer than two dozen emergent threats. Each flaw 
broke on Twitter, where proof-of-concept exploits and 
attack demos circulated freely hours and sometimes days 
before official acknowledgment and guidance came down 
from Redmond. 

The Windows Print Spooler has been a cyclically popular 
target for both attackers and security researchers. The 
summer security conference season brought new critical 
CVEs in the service in 2020 and again in 2021, each of 
which was exploited in the wild quickly. Realistically, this 
probably isn’t a surprise. Stuxnet may have been the most 
infamous attack to leverage a flaw in the Windows Print 

Spooler, but the service has a long history of flaws and—
more importantly—enjoys a central, accessible place in 
many corporate networks. 

When PrintNightmare (CVE-2021-34527) hit the internet 
in the last few days of June, the research community first 
thought that what they were exploiting was merely an 
incomplete fix for an earlier vulnerability in the Windows 
Print Spooler, CVE-2021-1675. (There was precedent 
for this: The patch for CVE-2020-1048, a critical Print 
Spooler RCE known as “PrintDemon ‘’ that had received 
the Black Hat treatment in 2020, was bypassed at least 
twice before its fix was deemed successful.) By the time 
Microsoft issued an out-of-band advisory acknowledging 
the community’s findings and a fresh zero-day CVE for the 
vulnerability that became known as “PrintNightmare,” at 
least three distinct exploits had been shared in public code 
repositories and on social media. 

Things got worse from there: Amid active attacks in the 
wild, Windows administrators were advised—including by 
Rapid7’s emergent threat response team—to disable the 
print spooler service altogether pending a formal fix. The 
fix came on July 6 but was promptly declared incomplete 
by prominent community members, including Mimikatz 
maintainer Benjamin Delpy and CERT/CC’s Will Dormann, 
both of whom demonstrated exploits against fully patched 
systems. Microsoft rejected those community findings, 
however; instead, they blamed continued PrintNightmare 
exploitability on Point and Print, a feature that allows 
users to create connections to remote printers and was 
enabled by default until August 2021. The (default) Point 
and Print behavior, said Redmond, was an insecure setting 
that bypassed security boundaries. This was news to 
many organizations. Despite Microsoft’s insistence that 
community reports of incomplete patches were incorrect, 
the damage to customer confidence had already been 
done.

Unofficial guidance emphasized the need to keep the print 
spooler service disabled anywhere it wasn’t required, 
even after the PrintNightmare ostensibly ended. COVID 
may have briefly made printers a smaller part of day-to-
day operations for some organizations, but by and large, 
making printing harder isn’t a realistic option for many 
businesses. Alas, if history is a reliable guide, 2021’s 
printer woes won’t be the last we’ll see.

Two additional Windows zero-day vulnerabilities appeared 
on social media in late July. On July 19, community 
researchers began reporting that the Security Account 
Manager (SAM) file on Windows 10 and 11 systems was 
readable by all local users. Within 24 hours, a proof-
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of-concept exploit had been released, enabling non-
admin users to escalate to SYSTEM. Microsoft issued 
CVE-2021-36934 for the vulnerability, which had been 
christened “SeriousSAM” and “HiveNightmare.” Despite 
the ongoing community attention, a patch wasn’t available 
until August 10—not unprecedented as far as patch lag 
times go, but difficult to stomach when so many Windows 
administrators were still in the middle of PrintNightmare 
remediation. When Rapid7 research teams compiled the 
data for this report, CVE-2021-36934 was categorized as 
an impending threat; at the time, we noted that though we 
had no proof of exploitation in the wild, it beggared belief 
to imagine that attackers had failed to make use of an 
operating system-level information disclosure zero-day 
that went unpatched for weeks. In February 2022, CISA 
added the CVE to their known exploited vulnerabilities list.

The final zero-day flaw once again highlighted the long-
standing risk NTLM relay attacks pose to Windows 
environments. Published to GitHub on July 18 by French 
security researcher Gilles Lionel, the “PetitPotam” 
exploit—named for a character in a French children’s book 
series—implemented a classic forced authentication, Net-
NTLM hash leak to a malicious third party. But PetitPotam 
stood out from its more run-of-the-mill cousins when the 
research community combined the exploit with elements 
of SpecterOps’ “Certified Pre-Owned” attack chain. Using 
PetitPotam to leak a domain controller’s computer account 
NTLM hash, a remote, unauthenticated attacker could 
relay the hash to an Active Directory Certificate Service 
(AD CS) to completely take over a Windows domain.

PetitPotam abuses Microsoft’s MS-EFSRPC (Encrypting 
File System Remote Protocol) to trick a Windows host 
into authenticating to a malicious file share, resulting in 
the disclosure of the victim’s machine account Net-NTLM 
hash. The attack is most powerful when used against a 
domain controller, but it can also be used against non-
DC systems as well, as Rapid7 researchers confirmed 
(see “Testing Results”). Non-DC systems were also 
exploitable out of the box, but only when the attacker was 
authenticated (the authentication requirement no longer 
applied when the lsarpc named pipe was added to the 
server’s allowlist for anonymous access). Exploitation of a 
non-DC machine account is heavily dependent on assigned 
permissions (e.g. assigned to the “Domain Admins” 
group); nevertheless, due to the lack of a complete patch 
for PetitPotam, the attack technique remains a viable path 
as of February 2022.

It took a few days for the full impact of the novel technique 
and its variants to permeate through the security 
community. It took longer for Microsoft to acknowledge 

“ 
The Windows Print Spooler has been 
a cyclically popular target for both 
attackers and security researchers.

the risk and release mitigation recommendations, which 
came five days after the PoC went public and confusingly—
and incorrectly—emphasized the Active Directory 
Certificate Services use case rather than the attack’s 
broader implications. Three weeks after PetitPotam first 
made waves and dismayed security teams, Microsoft 
issued CVE-2021-36942 in the August Patch Tuesday 
release alongside a note that the patch alone was not 
enough to protect affected systems. Five days later, on 
August 15, PetitPotam was updated to bypass the August 
patch anyway. 

Windows administrators should disable SMBv1 in their 
environments and enable SMB signing. SMB signing 
prevents NTLM relay attacks like the one associated with 
PetitPotam. 

We remind readers of these travails not to beat up on 
Microsoft, but rather to emphasize the importance of 
timely, accessible, actionable information sharing about 
the systems and services we rely upon so heavily. Large 
vendors have not been immune to the attrition and 
burnout challenges so many organizations faced in 2021; 
if anything, the effects of the cybersecurity talent shortage 
have been even farther-reaching when they emanate from 
large vendors like Microsoft. And finally, as attention-
grabbing as PetitPotam may have been, several pen 
testers told us privately that novel relay attacks are usually 
unnecessary on their engagements—because older, even 
less complicated relay attacks still work just fine.
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Despite patchy vendor guidance for some vulnerabilities 
in this report, the tried-and-true pieces of guidance in 
this section can afford defenders time and assist them 
in identifying suspicious or malicious activity. Though 
each security program—even those within the same 
organization—has different maturity and capability, 
these steps are battle-tested to make compromising 
organizations as hard as possible for attackers.

Rapid7 researchers publish analysis for high-priority 
vulnerabilities in Rapid7’s community vulnerability 
assessment platform, AttackerKB. These analyses often 
include sample proof-of-concept code and indicators 
of compromise in addition to exploitation timelines and 
attack chain analysis. Those who wish to subscribe to 
notifications for formal Rapid7 analysis in AttackerKB 
can create a free account. Blogs on emergent threats are 
published here. 

Get good at the basics of vulnerability management. 

Robust vulnerability management is the foundation of any 
successful IT security program.  Without the proactive 
discipline of vulnerability management and strong routine 
patch management practices developed during days of 
relative calm, it is nearly impossible to up-level to effective 
emergency patching in times of crisis. Incident response 
measures in the absence of proactive vulnerability 
management are also likely to be frenetic firefighting that 
is reactive and ineffective.

Within vulnerability management, asset inventory and 
patch management are foundational activities to get right. 
Good asset visibility is essential to many aspects of IT 
management. It’s difficult to act quickly and decisively in 
a crisis if you don’t know which technologies are present 
in your environment or where they live in your tech stack. 
Identify and catalog your critical and exposed systems, 
including security boundary devices, internet-facing load 
balancers, devops tooling and pipeline solutions, and 
virtualization infrastructure. For more fundamentals, read 
Rapid7’s guidance on security program basics.

Limit and monitor your internet-facing attack surface 
area.

Understanding attack surface area and critical network 
entry points saves time when severe vulnerabilities 
surface in internet-facing technologies. Exploitation of 
many of the CVEs in this report—including some of those 
exploited in zero-day attacks—can be slowed down by 
limiting internet exposure of critical applications and 
management interfaces. Pay particular attention to 
security gateway products such as VPNs and firewalls, as 
well as anything else that’s exposed by common practice 

or necessity. CVE-2021-22893 and CVE-2021-20016 are 
noteworthy examples.

Management and administrative interfaces should never 
be exposed to the public internet. The same goes for 
domain controllers and any other assets that organizations 
would not want an external attacker to be able to probe, 
such as IoT devices unwittingly exposed online. Audit 
internet-exposed attack surface area regularly, including 
via external penetration tests, if possible.

Ensuring that (preferably aggregated) logging is set up 
across networks and hosts will save some time during 
active threat events. There are several community-driven 
signature repositories and low-cost rulesets that can give 
defenders at least basic visibility into potential intrusions 
in their environments, along with a plethora of commercial 
solutions. Knowing ahead of time what kind of visibility 
you have into suspicious events will drive faster and more 
effective responses during critical situations.

Harden critical systems.

Harden critical products against low-skill and opportunistic 
attacks. Your virtualization and network infrastructure 
solutions should be isolated not only from the internet, but 
from as many internal systems as possible. Make it difficult 
for attackers to get to the applications that are central to 
the management of your network and operations. 

While it may seem basic, hardening includes ensuring 
you’ve changed all default and administrative passwords 
in technology you implement to be complex and non-
standard. Software and solutions you rely on in your 
environment may have undocumented service or 
administrative users—though we hope none of these 
have hard-coded passwords. Thorough review and 
segmentation will slow down attackers. Implement multi-
factor authentication (MFA) and monitor authentication 
events for remote logins.

Define both a regular patching cycle and emergency     
zero-day patching procedures. 

The window for effective patching has decreased in the 
past two years. Fifty-percent of the vulnerabilities in this 
report were exploited within seven days of disclosure. It 
is essential that organizations have emergency patching 
procedures and incident response playbooks in place 
in addition to a clearly defined, regular patch cycle that 
prioritizes actively and widely exploited CVEs. Without an 
understood, standardized mechanism for driving aligned 
emergency action, you’re at much higher risk from these 
increasingly frequent events. 

In addition to regular and emergency patching procedures, 
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organizations should ensure they keep current with 
operating system-level updates, such as Microsoft’s 
Cumulative Updates for Windows systems. Failing to 
ensure timely installation of Cumulative Updates may 
mean that you are unable to quickly install out-of-band 
security patches when sudden attacks occur. 

The same principle applies to all operating system-level 
patches, no matter the platform; OS-level vulnerabilities 
are a boon to attackers, even if they are not exposed to 
the internet. 

Network edge devices (network pivots) continue to be 
popular and frequently exposed attack surface area. The 
same goes for network infrastructure targets that offer 
attackers the ability to compromise downstream devices 
or resources (e.g., virtualization infrastructure) and email 
servers like Microsoft Exchange. These categories of 
software and firmware should adhere to a zero-day patch 
cycle wherever possible, meaning that updates and/or 
downtime should be scheduled as soon as new critical or 
high-severity advisories are released.

As of late 2021, the U.S. Cybersecurity and Infrastructure 
Agency (CISA) has a list of known-exploited vulns (KEV), 
which they are updating on a regular basis. While the 
patching deadlines in the KEV list are aimed at government 
agencies and federal contractors, it’s a good idea for non-
government organizations to track that guidance and 
those SLAs closely.

Leverage resources on ransomware prevention and 
readiness. 

The rise of ransomware has changed the security 
landscape, and organizations should be prepared to 
implement multilayered defenses against ransomware 
threats. The Institute for Security and Technology has a 
comprehensive framework for ransomware prevention and 
readiness developed in partnership with industry experts, 
including Rapid7. CISA also has in-depth guidance 
on readiness and response. Rapid7 has additional 
ransomware resources here and regularly writes about 
ransomware detection and prevention tactics.

Development pipelines are targets—and developers can 
be, too. 

Rapid7’s security teams published an in-depth list of 
practices for protecting development pipelines from 
supply chain attacks. This list covers topics from version 
control and job-specific credentials for CI jobs to secrets 
and hash management. It also includes detection and 
response techniques.

Defense in depth is a more effective strategy than 
patching alone.

Skilled attackers are resourceful and, at times, utterly 
opportunistic. They can and will use any tool—any 
technique, any weakness, any piece of information—to 
build successful attack chains. Patches are not always 
effective, either, as evidenced by CVE-2021-41773, CVE-
2021-1732, and Log4Shell CVE-2021-44228, all of which 
had at least part of their original fixes bypassed. 

Additionally, many of the CVEs treated individually in this 
report can be used in concert with one or more additional 
vulnerabilities to achieve something beyond the scope of 
a single CVE’s impact. Defenders can get ahead of future 
attacks by taking care not to treat individual vulnerabilities 
as if they existed in a vacuum, but instead choosing to 
implement controls and detection mechanisms across the 
whole of their environment. 

At Rapid7, we believe that research-driven context on 
vulnerabilities and emergent threats is critical to building 
forward-looking security programs and advancing 
community knowledge. Security and IT teams face 
mounting challenges in a heightened threat climate, and 
we are committed to partnering with those teams to 
foster more in-depth understanding of defense-in-depth 
strategies that will strengthen organizations’ security 
posture, both now and in the future. 

For more information on the vulnerabilities featured in this 
report, and for Rapid7 and community analysis of new 
vulnerabilities and threats, keep an eye on AttackerKB.

https://www.catalog.update.microsoft.com/Search.aspx?q=cumulative%20update%20for%20Windows%2010
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://securityandtechnology.org/wp-content/uploads/2021/04/IST-Ransomware-Task-Force-Report.pdf
https://www.rapid7.com/blog/post/2021/08/03/the-ransomware-task-force-a-new-approach-to-fighting-ransomware/
https://www.cisa.gov/stopransomware/ransomware-guide
https://www.rapid7.com/globalassets/_pdfs/whitepaperguide/rapid7-insightidr-ransomware-playbook.pdf
https://www.rapid7.com/search/?q=ransomware&page=1&facets=facetcat_blog
https://www.rapid7.com/blog/post/2021/07/09/securing-the-supply-chain-lessons-learned-from-the-codecov-compromise/
https://attackerkb.com/topics/1RltOPCYqE/cve-2021-41773
https://attackerkb.com/topics/7eGGM4Xknz/cve-2021-1732/vuln-details
https://attackerkb.com/topics/7eGGM4Xknz/cve-2021-1732/vuln-details
https://attackerkb.com/
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CVE Threat Status Attacker 
Utiliity

Vulnerability 
Class

Time to Known 
Exploitation 

(TTKE) in Days

CVE-2021-28799
QNAP HBS 3 Improper Authorization

• Widespread Threat
(0day)*

Network 
pivot

Improper 
Access Control 0

CVE-2021-27101
Accellion FTA Unauthenticated SQL 
Injection

• Widespread Threat
(0day)

Remote code 
execution Injection / SQL 0

CVE-2021-27103
Accellion FTA Server-Side Request 
Forgery

• Widespread Threat
(0day)

Remote code 
execution

Injection / 
Request 0

CVE-2021-34527
Microsoft Windows Print 
Spooler Remote Code Execution 
“PrintNightmare”

• Widespread Threat
(0day)

Remote code 
execution

Improper 
Access Control 0

CVE-2021-40444
Microsoft MSHTML Remote Code 
Execution

• Widespread Threat
(0day)

Remote code 
execution

Injection / 
ActiveX 0

CVE-2021-26857
Microsoft Exchange Server 
Unified Messaging Deserialization 
“ProxyLogon”

• Widespread Threat
(0day)

Remote code 
execution Deserialization 0

CVE-2021-26858
Microsoft Exchange Server Arbitrary 
File Write “ProxyLogon”

• Widespread Threat
(0day)

Remote code 
execution Injection / File 0

CVE-2021-44228
Apache Log4j Unauthenticated Remote 
Code Execution “Log4Shell”

• Widespread Threat
(0day)

Remote code 
execution Injection / JNDI 0

CVE-2021-27065
Microsoft Exchange Server Arbitrary 
File Write “ProxyLogon”

• Widespread Threat
(0day)

Remote code 
execution Injection / File 0

This dataset does not include all CVEs or even all active 
threats we evaluated in 2021, but it does represent a 
diverse sample of attacker use cases and exploitation 
case studies. Our intent is not to imply that any one CVE or 
vulnerability group is less important than others. Security 
teams, network administrators, and defenders at large 
have in-depth understanding of which assets are critical in 
their environments and how action taken may affect their 

business priorities. What we offer is an attacker-centric 
view of the vulnerability landscape that Rapid7 customers 
and the security community can use to inform the policies 
and practices that they employ as part of a larger defense-
in-depth strategy.

Full Dataset

https://attackerkb.com/topics/ggzUcnMbVg/cve-2021-28799?referrer=2021VIR
https://www.bleepingcomputer.com/news/security/qnap-removes-backdoor-account-in-nas-backup-disaster-recovery-app/
https://www.helpnetsecurity.com/2021/04/26/qnap-nas-ransomware/
https://attackerkb.com/topics/hTdkegt9le/cve-2021-27101?referrer=2021VIR
https://www.bleepingcomputer.com/news/security/global-accellion-data-breaches-linked-to-clop-ransomware-gang/
https://www.mandiant.com/resources/accellion-fta-exploited-for-data-theft-and-extortion
https://attackerkb.com/topics/epf1shJNSn/cve-2021-27103?referrer=2021VIR
https://attackerkb.com/topics/XbYcn2Mckk/cve-2020-0688---exchange-control-panel-viewstate-deserialization-bug?referrer=2020VTR
https://www.bleepingcomputer.com/news/security/global-accellion-data-breaches-linked-to-clop-ransomware-gang/
https://www.mandiant.com/resources/accellion-fta-exploited-for-data-theft-and-extortion
https://attackerkb.com/topics/MIHLz4sY3s/cve-2021-34527-printnightmare/rapid7-analysis?referrer=2021VIR
https://attackerkb.com/topics/2LCXe3EPAZ/cve-2020-0796---smbghost?referrer=2020VTR
https://www.zdnet.com/article/ransomware-now-attackers-are-exploiting-windows-printnightmare-vulnerabilities/
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527
https://attackerkb.com/topics/6ojqzQoPox/cve-2021-40444?referrer=2021VIR
https://attackerkb.com/topics/PyNCrvKjzq/cve-2020-10189?referrer=2020VTR
https://www.microsoft.com/security/blog/2021/09/15/analyzing-attacks-that-exploit-the-mshtml-cve-2021-40444-vulnerability/
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-40444
https://attackerkb.com/topics/hx6O9H590s/cve-2021-26857
https://attackerkb.com/topics/rEVl04z1p0/cve-2020-11651?referrer=2020VTR
https://www.microsoft.com/security/blog/2021/03/02/hafnium-targeting-exchange-servers/
https://www.microsoft.com/security/blog/2021/03/02/hafnium-targeting-exchange-servers/
https://attackerkb.com/topics/Sw8H0fbJ9O/multiple-microsoft-exchange-zero-day-vulnerabilities---proxylogon-exploit-chain
https://attackerkb.com/topics/7FbcgDOidQ/cve-2020-1472-aka-zerologon?referrer=2020VTR
https://www.microsoft.com/security/blog/2021/03/02/hafnium-targeting-exchange-servers/
https://www.microsoft.com/security/blog/2021/03/02/hafnium-targeting-exchange-servers/
https://attackerkb.com/topics/in9sPR2Bzt/cve-2021-44228-log4shell/rapid7-analysis?referrer=2021VIR
https://attackerkb.com/topics/mzyS1rMcZc/cve-2020-14750-oracle-weblogic-remote-unauthenticated-remote-code-execution-rce-vulnerability?referrer=2020VTR
https://www.rapid7.com/blog/post/2021/12/10/widespread-exploitation-of-critical-remote-code-execution-in-apache-log4j/
https://twitter.com/GreyNoiseIO/status/1469326260803416073
https://attackerkb.com/topics/lLMDUaeKSn/cve-2021-27065
https://attackerkb.com/topics/sb4F8UT5zu/cve-2020-14882-unauthenticated-rce-in-console-component-of-oracle-weblogic-server?referrer=2020VTR
https://www.microsoft.com/security/blog/2021/03/02/hafnium-targeting-exchange-servers/
https://www.microsoft.com/security/blog/2021/03/02/hafnium-targeting-exchange-servers/
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CVE Threat Status Attacker 
Utiliity

Vulnerability 
Class

Time to Known 
Exploitation 

(TTKE) in Days

CVE-2021-26855
Microsoft Exchange Server-Side 
Request Forgery “ProxyLogon”

• Widespread Threat
(0day)

Remote code 
execution

Injection / 
Request 0

CVE-2021-30116
Kaseya VSA Credential Disclosure

• Widespread Threat
(0day)

Information 
disclosure 

Improper 
Access Control 0

CVE-2021-20021
SonicWall Email Security Pre-
Authentication Administrative Account 
Creation

• Widespread Threat
(0day)

Network 
pivot

Improper 
Access Control 0

CVE-2021-20016
SonicWall SMA 100 Series 
Unauthenticated SQL Injection

• Widespread Threat
(0day)

Network 
pivot Injection / SQL 0

CVE-2021-22893
Pulse Connect Secure Remote 
Unauthenticated Arbitrary Code 
Execution

• Widespread Threat
(0day)

Network 
pivot

Memory 
Corruption 0

CVE-2021-35211
SolarWinds Serv-U Remote Memory 
Escape

• Widespread Threat
(0day)

Remote code 
execution

Memory 
Corruption 0

CVE-2021-41773
Apache HTTP Server Path Traversal 
and Remote Code Execution

• Widespread Threat
(0day)

Remote code 
execution

Improper 
Access Control 0

CVE-2021-44515
Zoho ManageEngine Desktop Central 
Authentication Bypass

• Widespread Threat
(0day)

Network 
infrastructure 
compromise

Improper 
Access Control 0

CVE-2021-34523
Microsoft Exchange Server Elevation of 
Privilege “ProxyShell”

• Widespread Threat
Local code 
execution

Improper 
Access Control 30

CVE-2021-34473
Microsoft Exchange Server Remote 
Code Execution “ProxyShell”

• Widespread Threat
Remote code 
execution

Improper 
Access Control 30

CVE-2021-31207
Microsoft Exchange Server Security 
Feature Bypass “ProxyShell”

• Widespread Threat
Remote code 
execution

Injection / 
Request 93

CVE-2021-21972
VMware vCenter Server Remote Code 
Execution

• Widespread Threat
Network 
infrastructure 
compromise

Improper 
Access Control 7

https://attackerkb.com/topics/Sw8H0fbJ9O/multiple-microsoft-exchange-zero-day-vulnerabilities---proxylogon-exploit-chain
https://attackerkb.com/topics/Mo2aQDjmZ2/cve-2020-15505?referrer=2020VTR
https://www.microsoft.com/security/blog/2021/03/02/hafnium-targeting-exchange-servers/
https://www.microsoft.com/security/blog/2021/03/02/hafnium-targeting-exchange-servers/
https://www.rapid7.com/blog/post/2021/07/13/managed-service-providers-used-in-coordinated-mass-ransomware-attack-impacting-hundreds-of-companies/
https://www.rapid7.com/blog/post/2021/07/13/managed-service-providers-used-in-coordinated-mass-ransomware-attack-impacting-hundreds-of-companies/
https://csirt.divd.nl/2021/07/07/Kaseya-Limited-Disclosure/
https://attackerkb.com/topics/jU2S5QIv0u/cve-2021-20021
https://www.mandiant.com/resources/zero-day-exploits-in-sonicwall-email-security-lead-to-compromise
https://www.mandiant.com/resources/zero-day-exploits-in-sonicwall-email-security-lead-to-compromise
https://attackerkb.com/topics/BFh8B71dfn/sonicwall-sma-100-series-10-x-firmware-zero-day-vulnerability/rapid7-analysis?referrer=2021VIR
https://attackerkb.com/topics/XbYcn2Mckk/cve-2020-0688---exchange-control-panel-viewstate-deserialization-bug?referrer=2020VTR
http://mandiant.com/resources/shining-a-light-on-darkside-ransomware-operations
https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2021-0001
https://attackerkb.com/topics/PqQGYGwWdM/cve-2021-22893/rapid7-analysis?referrer=2021VIR
https://attackerkb.com/topics/2LCXe3EPAZ/cve-2020-0796---smbghost?referrer=2020VTR
https://www.cisa.gov/uscert/ncas/alerts/aa21-110a
https://www.mandiant.com/resources/suspected-apt-actors-leverage-bypass-techniques-pulse-secure-zero-day
https://attackerkb.com/topics/Toj3cA6kd7/cve-2021-35211
https://attackerkb.com/topics/PyNCrvKjzq/cve-2020-10189?referrer=2020VTR
https://research.nccgroup.com/2021/11/08/ta505-exploits-solarwinds-serv-u-vulnerability-cve-2021-35211-for-initial-access/
https://www.solarwinds.com/trust-center/security-advisories/cve-2021-35211
https://attackerkb.com/topics/1RltOPCYqE/cve-2021-41773/rapid7-analysis?referrer=2021VIR
https://attackerkb.com/topics/rEVl04z1p0/cve-2020-11651?referrer=2020VTR
http://rapid7.com/blog/post/2021/10/06/apache-http-server-cve-2021-41773-exploited-in-the-wild/
https://attackerkb.com/topics/1RltOPCYqE/cve-2021-41773/rapid7-analysis?referrer=2021VIR
https://attackerkb.com/topics/rJw4DFI2RQ/cve-2021-44515/rapid7-analysis?referrer=2021VIR
https://attackerkb.com/topics/7FbcgDOidQ/cve-2020-1472-aka-zerologon?referrer=2020VTR
https://www.ic3.gov/Media/News/2021/211220.pdf
https://www.manageengine.com/products/desktop-central/cve-2021-44515-authentication-bypass-filter-configuration.html
https://attackerkb.com/topics/xbr3tcCFT3/proxyshell-exploit-chain/rapid7-analysis?referrer=2021VIR
https://attackerkb.com/topics/mzyS1rMcZc/cve-2020-14750-oracle-weblogic-remote-unauthenticated-remote-code-execution-rce-vulnerability?referrer=2020VTR
https://www.cisa.gov/uscert/ncas/current-activity/2021/08/21/urgent-protect-against-active-exploitation-proxyshell
https://www.rapid7.com/blog/post/2021/08/12/proxyshell-more-widespread-exploitation-of-microsoft-exchange-servers/
https://attackerkb.com/topics/xbr3tcCFT3/proxyshell-exploit-chain/rapid7-analysis?referrer=2021VIR
https://attackerkb.com/topics/sb4F8UT5zu/cve-2020-14882-unauthenticated-rce-in-console-component-of-oracle-weblogic-server?referrer=2020VTR
https://www.cisa.gov/uscert/ncas/current-activity/2021/08/21/urgent-protect-against-active-exploitation-proxyshell
https://www.rapid7.com/blog/post/2021/08/12/proxyshell-more-widespread-exploitation-of-microsoft-exchange-servers/
https://attackerkb.com/topics/xbr3tcCFT3/proxyshell-exploit-chain/rapid7-analysis?referrer=2021VIR
https://attackerkb.com/topics/Mo2aQDjmZ2/cve-2020-15505?referrer=2020VTR
https://www.cisa.gov/uscert/ncas/current-activity/2021/08/21/urgent-protect-against-active-exploitation-proxyshell
https://twitter.com/GossiTheDog/status/1425844380376735746
https://attackerkb.com/topics/lrfxAJ9nhV/vmware-vsphere-client-unauth-remote-code-execution-vulnerability-cve-2021-21972/rapid7-analysis?referrer=2021VIR
https://twitter.com/bad_packets/status/1369009490155085825
https://twitter.com/0x80O0oOverfl0w/status/1366754245870030849
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CVE Threat Status Attacker 
Utiliity

Vulnerability 
Class

Time to Known 
Exploitation 

(TTKE) in Days

CVE-2021-22205
GitLab Unauthenticated Remote Code 
Execution

• Widespread Threat
Remote code 
execution

Improper 
Access Control 48

CVE-2021-26084
Atlassian Confluence Server Webwork 
OGNL Injection

• Widespread Threat
Remote code 
execution

Injection / 
OGNL 7

CVE-2021-35464
ForgeRock AM Unauthenticated 
Remote Code Execution

• Widespread Threat
Remote code 
execution Deserialization 7

CVE-2021-42237
Sitecore Unauthenticated Remote Code 
Execution

• Widespread Threat
Remote code 
execution Deserialization 28

CVE-2021-36942
Microsoft Windows LSA Spoofing 
“PetitPotam Attack”

• Widespread Threat
Network 
infrastructure 
compromise

Improper 
Access Control 33

CVE-2020-6207
SAP Solution Manager Missing 
Authentication Check

• Widespread Threat
Network 
infrastructure 
compromise

Improper 
Access Control Unknown

CVE-2021-44077
Zoho ManageEngine ServiceDesk 
Plus Unauthenticated Remote Code 
Execution

• Widespread Threat
Remote code 
execution

Improper 
Access Control 67

CVE-2021-22986
F5 iControl REST Unauthenticated 
Remote Command Execution

• Widespread Threat
Network 
pivot

Injection / 
Command 9

CVE-2021-22005
VMware vCenter Server Arbitrary File 
Upload

• Widespread Threat
Network 
infrastructure 
compromise

Injection / 
Request 3

CVE-2021-21985
VMware vCenter Server Remote Code 
Execution

• Widespread Threat
Network 
infrastructure 
compromise

Injection / JNDI 10

CVE-2020-29583
Zyxel USG Hardcoded Admin 
Credential

• Widespread Threat
Network 
pivot

Improper 
Access Control 14

CVE-2021-38647
Microsoft Azure Open Management 
Infrastructure Remote Code Execution 
“OMIgod”

• Widespread Threat
Remote code 
execution

Improper 
Access Control 2

https://attackerkb.com/topics/D41jRUXCiJ/cve-2021-22205/rapid7-analysis?referrer=2021VIR
https://twitter.com/menscher/status/1456057918562861059
https://security.humanativaspa.it/gitlab-ce-cve-2021-22205-in-the-wild/
https://attackerkb.com/topics/Eu74wdMbEL/cve-2021-26084-confluence-server-ognl-injection/rapid7-analysis?referrer=2021VIR
https://attackerkb.com/topics/XbYcn2Mckk/cve-2020-0688---exchange-control-panel-viewstate-deserialization-bug?referrer=2020VTR
https://www.rapid7.com/blog/post/2021/09/02/active-exploitation-of-confluence-server-cve-2021-26084/
https://twitter.com/bad_packets/status/1433157632370511873
https://attackerkb.com/topics/KnAX5kffui/pre-auth-rce-in-forgerock-access-manager-cve-2021-35464/rapid7-analysis?referrer=2021VIR
https://attackerkb.com/topics/XbYcn2Mckk/cve-2020-0688---exchange-control-panel-viewstate-deserialization-bug?referrer=2020VTR
https://www.cyber.gov.au/acsc/view-all-content/advisories/advisory-2021-004-active-exploitation-forgerock-access-manager-openam-servers
https://attackerkb.com/topics/KnAX5kffui/pre-auth-rce-in-forgerock-access-manager-cve-2021-35464/rapid7-analysis?referrer=2021VIR
https://www.rapid7.com/blog/post/2021/11/09/opportunistic-exploitation-of-zoho-manageengine-and-sitecore-cves/
https://attackerkb.com/topics/PyNCrvKjzq/cve-2020-10189?referrer=2020VTR
https://www.rapid7.com/blog/post/2021/11/09/opportunistic-exploitation-of-zoho-manageengine-and-sitecore-cves/
https://www.cyber.gov.au/acsc/view-all-content/alerts/active-exploitation-vulnerable-sitecore-experience-platform-content-management-systems
https://www.rapid7.com/blog/post/2021/08/03/petitpotam-novel-attack-chain-can-fully-compromise-windows-domains-running-ad-cs/
https://attackerkb.com/topics/rEVl04z1p0/cve-2020-11651?referrer=2020VTR
https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/lockfile-ransomware-new-petitpotam-windows
https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/lockfile-ransomware-new-petitpotam-windows
https://attackerkb.com/topics/CjM1DUFUOx/cve-2020-6207?referrer=2021VIR
https://attackerkb.com/topics/7FbcgDOidQ/cve-2020-1472-aka-zerologon?referrer=2020VTR
https://www.cisa.gov/uscert/ncas/current-activity/2021/04/06/malicious-cyber-activity-targeting-critical-sap-applications
https://www.zdnet.com/article/automated-exploit-of-critical-sap-solman-vulnerability-detected-in-the-wild/
https://attackerkb.com/topics/qv2aD8YfMN/cve-2021-44077/rapid7-analysis?referrer=2021VIR
https://attackerkb.com/topics/mzyS1rMcZc/cve-2020-14750-oracle-weblogic-remote-unauthenticated-remote-code-execution-rce-vulnerability?referrer=2020VTR
https://www.rapid7.com/blog/post/2021/12/07/oh-no-zoho-active-exploitation-of-cve-2021-44077-allowing-unauthenticated-remote-code-execution/
https://pitstop.manageengine.com/portal/en/community/topic/security-advisory-for-cve-2021-44077-unauthenticated-rce-vulnerability-in-servicedesk-plus-versions-up-to-11305-22-11-2021
https://attackerkb.com/topics/J6pWeg5saG/k03009991-icontrol-rest-unauthenticated-remote-command-execution-vulnerability-cve-2021-22986/rapid7-analysis?referrer=2021VIR
https://attackerkb.com/topics/sb4F8UT5zu/cve-2020-14882-unauthenticated-rce-in-console-component-of-oracle-weblogic-server?referrer=2020VTR
https://research.nccgroup.com/2021/03/18/rift-detection-capabilities-for-recent-f5-big-ip-big-iq-icontrol-rest-api-vulnerabilities-cve-2021-22986/
https://research.nccgroup.com/2021/03/18/rift-detection-capabilities-for-recent-f5-big-ip-big-iq-icontrol-rest-api-vulnerabilities-cve-2021-22986/
https://attackerkb.com/topics/15E0q0tdEZ/cve-2021-22005/rapid7-analysis?referrer=2021VIR
https://attackerkb.com/topics/Mo2aQDjmZ2/cve-2020-15505?referrer=2020VTR
https://www.cisa.gov/uscert/ncas/current-activity/2021/09/24/vmware-vcenter-server-vulnerability-cve-2021-22005-under-active
https://www.cisa.gov/uscert/ncas/current-activity/2021/09/24/vmware-vcenter-server-vulnerability-cve-2021-22005-under-active
https://attackerkb.com/topics/X85GKjaVER/cve-2021-21985/rapid7-analysis?referrer=2021VIR
https://arstechnica.com/gadgets/2021/06/under-exploit-vmware-vulnerability-with-severity-rating-of-9-8-out-of-10/
https://twitter.com/GossiTheDog/status/1400868390726733831
https://attackerkb.com/topics/FJI292KsKw/cve-2020-29583-zyxel-usg-hard-coded-admin-creds/rapid7-analysis?referrer=2021VIR
https://isc.sans.edu/diary/26954
https://isc.sans.edu/diary/26954
https://attackerkb.com/topics/08O94gYdF1/cve-2021-38647
https://attackerkb.com/topics/XbYcn2Mckk/cve-2020-0688---exchange-control-panel-viewstate-deserialization-bug?referrer=2020VTR
https://www.darkreading.com/attacks-breaches/mirai-botnet-exploiting-omigod-azure-vulnerability
https://www.darkreading.com/attacks-breaches/mirai-botnet-exploiting-omigod-azure-vulnerability
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CVE Threat Status Attacker 
Utiliity

Vulnerability 
Class

Time to Known 
Exploitation 

(TTKE) in Days

CVE-2021-30657
Apple macOS Gatekeeper 
Bypass

• Exploited in the wild
(0day)

Local code 
execution

Improper 
Access Control 0

CVE-2021-40539
Zoho ManageEngine 
ADSelfService Plus 
Authentication Bypass

• Exploited in the wild
(0day)

Remote code 
execution

Improper 
Access Control 0

CVE-2021-1732
Microsoft Windows Win32k 
Elevation of Privilege

• Exploited in the wild
(0day)

Local code 
execution

Memory 
Corruption 0

CVE-2020-7961
Liferay Portal 
Unauthenticated Remote 
Code Execution

• Exploited in the wild
Remote code 
execution Deserialization Unknown

CVE-2021-21975
VMware vRealize Operations 
Manager API Server-Side 
Request Forgery

• Exploited in the wild
Network 
infrastructure 
compromise

Improper 
Access Control Unknown

CVE-2021-21551
Dell dbutil Driver Insufficient 
Access Control

• Exploited in the wild
Local code 
execution

Improper 
Access Control 13

CVE-2021-21307
Lucee Administrator 
Unauthenticated Remote 
Code Execution

• Exploited in the wild
Remote code 
execution

Improper 
Access Control Unknown

CVE-2021-36934
Microsoft Windows 
Elevation of Privilege 
“Serious SAM”

• Exploited in the wild
Local code 
execution

Improper 
Access Control Unknown

CVE-2021-1497
Cisco Hyperflex HX 
Command Injection

• Exploited in the wild
Network 
infrastructure 
compromise

Injection / 
Command 31

CVE-2021-40438
Apache HTTP Server Server-
Side Request Forgery

• Exploited in the wild
Network 
infrastructure 
compromise

Injection / 
SSRF 69

CVE-2021-2394
Oracle WebLogic Server 
Remote Code Execution

• Impending - High-value target
Remote code 
execution Deserialization N/A

https://attackerkb.com/topics/MrqDl2L0CZ/cve-2021-30657-malicious-applications-may-bypass-gatekeeper-checks
https://attackerkb.com/topics/XbYcn2Mckk/cve-2020-0688---exchange-control-panel-viewstate-deserialization-bug?referrer=2020VTR
https://support.apple.com/en-us/HT212325
https://cedowens.medium.com/macos-gatekeeper-bypass-2021-edition-5256a2955508
https://attackerkb.com/topics/DMSNq5zgcW/cve-2021-40539/rapid7-analysis?referrer=2021VIR
https://attackerkb.com/topics/PyNCrvKjzq/cve-2020-10189?referrer=2020VTR
https://www.cisa.gov/uscert/ncas/alerts/aa21-259a
https://www.cisa.gov/uscert/ncas/alerts/aa21-259a
https://attackerkb.com/topics/7eGGM4Xknz/cve-2021-1732
https://attackerkb.com/topics/rEVl04z1p0/cve-2020-11651?referrer=2020VTR
https://ti.dbappsecurity.com.cn/blog/index.php/2021/02/10/windows-kernel-zero-day-exploit-is-used-by-bitter-apt-in-targeted-attack/
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-1732
https://attackerkb.com/topics/rXLP28C1nf/cve-2020-7961/rapid7-analysis?referrer=2021VIR
https://attackerkb.com/topics/7FbcgDOidQ/cve-2020-1472-aka-zerologon?referrer=2020VTR
https://twitter.com/F5Labs/status/1348683108695072768
https://attackerkb.com/topics/51Vx3lNI7B/cve-2021-21975/rapid7-analysis?referrer=2021VIR
https://attackerkb.com/topics/mzyS1rMcZc/cve-2020-14750-oracle-weblogic-remote-unauthenticated-remote-code-execution-rce-vulnerability?referrer=2020VTR
https://www.cisa.gov/uscert/ncas/current-activity/2022/01/18/cisa-adds-13-known-exploited-vulnerabilities-catalog
https://attackerkb.com/topics/zAHZGAFaQX/cve-2021-21551
https://attackerkb.com/topics/sb4F8UT5zu/cve-2020-14882-unauthenticated-rce-in-console-component-of-oracle-weblogic-server?referrer=2020VTR
https://www.crowdstrike.com/blog/crowdstrike-falcon-detects-dell-driver-vulnerability-cve-2021-21551/
https://www.crowdstrike.com/blog/crowdstrike-falcon-detects-dell-driver-vulnerability-cve-2021-21551/
https://attackerkb.com/topics/16OOl6KSdo/cve-2021-21307
https://attackerkb.com/topics/Mo2aQDjmZ2/cve-2020-15505?referrer=2020VTR
https://attackerkb.com/topics/16OOl6KSdo/cve-2021-21307
https://www.rapid7.com/blog/post/2021/07/21/microsoft-sam-file-readability-cve-2021-36934-what-you-need-to-know/
https://www.cisa.gov/uscert/ncas/current-activity/2022/02/10/cisa-adds-15-known-exploited-vulnerabilities-catalog
https://attackerkb.com/topics/mDqlWhQovO/cve-2021-1497
https://www.cisa.gov/known-exploited-vulnerabilities-catalog
https://blogs.juniper.net/en-us/security/freshly-disclosed-vulnerability-cve-2021-20090-exploited-in-the-wild
https://attackerkb.com/topics/VPP4zrKH01/cve-2021-40438/rapid7-analysis?referrer=2021VIR
https://attackerkb.com/topics/XbYcn2Mckk/cve-2020-0688---exchange-control-panel-viewstate-deserialization-bug?referrer=2020VTR
https://www.rapid7.com/blog/post/2021/11/30/active-exploitation-of-apache-http-server-cve-2021-40438/
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-apache-httpd-2.4.49-VWL69sWQ
https://attackerkb.com/topics/6lt20Pdmad/cve-2021-2394
https://attackerkb.com/topics/XbYcn2Mckk/cve-2020-0688---exchange-control-panel-viewstate-deserialization-bug?referrer=2020VTR
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CVE Threat Status Attacker 
Utiliity

Vulnerability 
Class

Time to Known 
Exploitation 

(TTKE) in Days

CVE-2021-43287
GoCD Pre-Authenticated 
Build Pipeline Takeover

• Impending - High-value target
Information 
disclosure

Improper 
Access Control N/A

No CVE
Microsoft Azure Cosmos 
DB Unauthorized Privileged 
Access “ChaosDB”

• Impending - High-value target
Network 
infrastructure 
compromise

Improper 
Access Control N/A

CVE-2020-7388
Sage X3 ERP Remote Code 
Execution

• Impending - Exploit available
Remote code 
execution

Improper 
Access Control N/A

CVE-2021-26914
NetMotion Mobility 
Arbitrary Code Execution

• Impending - Exploit available
Network 
pivot Deserialization N/A

CVE-2021-34481
Microsoft Windows Print 
Spooler Remote Code 
Execution

• Impending - Exploit available
Remote code 
execution Injection N/A

CVE-2020-25223
Sophos UTM Remote 
Code Execution

• Impending - Exploit available
Network 
pivot

Injection / 
Command N/A

Notes on Methodology

With very few exceptions, CVEs featured in this report 
were either disclosed or exploited in the wild in 2021. The 
CVEs we have categorized as exploited in the wild in this 
report are not the only vulnerabilities actively exploited 
during the 2021 calendar year. For example, we have 
excluded many browser and host-based vulnerabilities 
known to be exploited in the wild (e.g., bugs in Internet 
Explorer, Chrome, and Firefox). Google Project Zero has a 
spreadsheet of some other zero-days exploited in the wild 
in 2021 here.

CVSS scores have been removed from our 2021 dataset. 
CVSS score can be a useful metric, but we believe other 
forms of metadata, such as threat status and attacker 
utility, are more important for risk assessment and 
prioritization than CVSS alone.

Since the trustworthiness of our data is important, we 
cite primary sources wherever possible for vulnerabilities 
we’ve listed as exploited in the wild—that is, we reference 

firsthand accounts of exploitation from the organizations 
or individuals who detected, verified, and reported them. 
Examples of primary sources referenced throughout this 
paper include U.S. cybersecurity and intelligence agency 
alerts on known exploitation; security firm analyses of 
threats and IOCs they’ve tracked during incident response 
or other investigations; and vendor advisories that specify 
exploitation in the wild (this includes CVEs that are 
disclosed as zero-days). 

In the interest of readability, in some cases we also cite 
articles in security news publications that aggregate 
disparate reports of exploitation. This is especially 
useful when certain vulnerabilities, like the ProxyLogon 
or PrintNightmare CVEs, are so widely exploited that it 
is difficult to track firsthand accounts. Our goal in citing 
news sources is to allow readers to understand the volume 
and impact of exploitation as quickly as possible. 

https://attackerkb.com/topics/ShpnUFlqDz/pre-auth-takeover-of-build-pipelines-in-gocd-cve-2021-43287/rapid7-analysis?referrer=2021VIR
https://attackerkb.com/topics/PyNCrvKjzq/cve-2020-10189?referrer=2020VTR
https://www.wiz.io/blog/chaosdb-how-we-hacked-thousands-of-azure-customers-databases/
https://attackerkb.com/topics/rEVl04z1p0/cve-2020-11651?referrer=2020VTR
https://attackerkb.com/topics/q0ETmshZPW/cve-2020-7388
https://attackerkb.com/topics/7FbcgDOidQ/cve-2020-1472-aka-zerologon?referrer=2020VTR
https://github.com/rapid7/metasploit-framework/pull/15400
https://attackerkb.com/topics/w0xSnwSjtG/cve-2021-26914?referrer=2021VIR
https://attackerkb.com/topics/mzyS1rMcZc/cve-2020-14750-oracle-weblogic-remote-unauthenticated-remote-code-execution-rce-vulnerability?referrer=2020VTR
https://github.com/rapid7/metasploit-framework/pull/15186
https://attackerkb.com/topics/MjnZWWlPLv/cve-2021-34481
https://attackerkb.com/topics/sb4F8UT5zu/cve-2020-14882-unauthenticated-rce-in-console-component-of-oracle-weblogic-server?referrer=2020VTR
https://github.com/jacob-baines/concealed_position
https://attackerkb.com/topics/MJewDF16Kl/cve-2020-25223
https://attackerkb.com/topics/Mo2aQDjmZ2/cve-2020-15505?referrer=2020VTR
https://github.com/rapid7/metasploit-framework/pull/15783
https://docs.google.com/spreadsheets/d/1lkNJ0uQwbeC1ZTRrxdtuPLCIl7mlUreoKfSIgajnSyY/edit#gid=2129022708
https://umb.libguides.com/PrimarySources/secondary
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Threat Categorization

Widespread threats are vulnerabilities under attack by 
many bad actors. Ransomware is by nature an at-scale 
operation; it relies on volume to succeed, whether that 
volume occurs in the ransoms individual groups levy or the 
number of organizations under attack. Because it is both 
tempting and likely that the former will turn into the latter, 
we are now categorizing any CVE that has been leveraged 
by ransomware operators as a widespread threat even 
if the documented number of ransomware threat actors 
using that CVE is (initially) small. 

Threats categorized as “exploited in the wild” are, quite 
simply, not known to be broadly exploited at time of writing. 
It is possible that evidence exists but has not been shared. 

Likewise, while we do not have evidence at time of writing 
that CVEs in our impending threat category are exploited 
in the wild, lack of evidence does not mean absence of 
exploitation (e.g., CVE-2021-2394, CVE-2020-25223).

Ransomware Citations

We use security news articles frequently to document 
ransomware operators’ use of specific CVEs. Ransomware 
citations in this report are a binary—either there is credible 
technical evidence of ransomware groups’ usage of a 
vulnerability or there is not. Lack of confirmation does not 
mean a CVE has not been used in ransomware operations, 
only that we have not seen reproducible details supporting 
that conclusion. Credible sources typically include some 
combination of original analysis (e.g., CVE-2021-20021, 
CVE-2021-27103), news articles that aggregate primary 
sources (CVE-2021-26084, CVE-2021-34527), and expert 
commentary on open platforms (ProxyLogon, more 
ProxyLogon). In general, when a report comes from an 
individual or a little-known entity rather than a recognized 
expert, we look for technical information like payloads, 
source IPs, and attack chain analysis to support the claim. 

Calculating Time to Known Exploitation 
(TTKE)

Compiling and communicating timelines is one of the most 
difficult parts of risk assessment. When calculating Time to 
Known Exploitation (TTKE), wherever possible we use the 
first credible public reference to a vulnerability’s existence 
and the first credible public reference to exploitation in the 
wild. Often the first and most authoritative source on the 
existence of new CVEs is a vendor advisory, but in this age 
of widespread zero-day exploitation and public discourse, 

community references can pre-date vendor bulletins. 
CVE-2021-36942, CVE-2021-36934, and Microsoft’s 
“ChaosDB” vulnerability are examples of this. Rarely 
if ever do we use sources like the National Vulnerability 
Database (NVD) for disclosure baseline dates, since those 
dates tend to be several days or even weeks behind public 
(and therefore attacker) knowledge. 

Important note: The first known report of exploitation 
is just that—the first known report. It’s possible, and in 
some cases likely, that exploitation began before a public 
analysis was released (e.g., CVE-2021-22205, CVE-2021-
36942). TTKE data should not be taken as evidence that a 
vulnerability was NOT exploited before the observed date.

https://attackerkb.com/assessments/9ec02377-c981-4ff5-a0f4-265056daf3e4
https://github.com/rapid7/metasploit-framework/pull/15783
https://www.ic3.gov/Media/News/2021/211029.pdf
https://www.mandiant.com/resources/accellion-fta-exploited-for-data-theft-and-extortion
https://www.bleepingcomputer.com/news/security/new-cerber-ransomware-targets-confluence-and-gitlab-servers/
https://www.zdnet.com/article/ransomware-now-attackers-are-exploiting-windows-printnightmare-vulnerabilities/
https://twitter.com/phillip_misner/status/1370197696280027136
https://twitter.com/demonslay335/status/1370125343571509250
https://github.com/topotam/PetitPotam/commits/main/PetitPotam
https://twitter.com/jonasLyk/status/1417205166172950531
https://chaosdb.wiz.io/
https://security.humanativaspa.it/gitlab-ce-cve-2021-22205-in-the-wild/
https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/lockfile-ransomware-new-petitpotam-windows
https://symantec-enterprise-blogs.security.com/blogs/threat-intelligence/lockfile-ransomware-new-petitpotam-windows
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Glossary of Terms

Attacker Utilities

Remote code execution (RCE): Code execution on a 
remote target. Typically refers to the ability to execute a 
payload on a target system (e.g., obtain a shell session). 
Aids in credential stealing, data exfiltration, and so on.

Local code execution: The ability to run code locally 
on a system to which the attacker already has some 
access. Most commonly used to escalate privileges (e.g., 
by executing code as the user running the vulnerable 
application). 

Network infrastructure compromise: Compromise of 
networked infrastructure, such as a network management 
system or backup system, that may give an attacker access 
to everything managed by that software. Vulnerabilities 
in virtualization, automation, and/or device management 
infrastructure all fall into this category. 

Network pivot: The ability to pivot from an external 
network to an internal network, most often by exploiting 
internet-facing systems such as VPNs, firewalls, routers, 
and other gateway devices. A network pivot gives an 
attacker visibility into both internal and external traffic and 
aids in data exfiltration, traffic sniffing, and further attacks 
within the target network. 

File enumeration: The ability to enumerate files on a target. 
File reads do not give an attacker a path to code execution 
by themselves, but instead function as primitives that allow 
attackers to gather information that enables a secondary 
part of an exploit chain (e.g., remote code execution). Can 
aid in turning a post-authentication vulnerability into a pre-
authentication vulnerability.

Vulnerability Classes

Deserialization is the process through which an application 
is able to convert data from a portable format to data 
types native to its own language. Many modern languages 
support deserialization, including Java, .NET, Python, 
and Ruby. The deserialization process can pose a threat 
to security when the data that is loaded into the native 
language can be tampered with by a malicious party. Typical 
attacks involve configuring the data to invoke a method 
with the arguments necessary to execute an operating 
system command. This results in command execution in 
the context of the loading application. Common solutions 
to this security problem include cryptographically signing 

the data to ensure its authenticity and utilizing an allowlist 
of data types that are permitted to be loaded. Associated 
CWEs: CWE-502.

Improper Access Control refers to a missing or insufficient 
access control to a particular interface into a system 
(most often a remotely accessible API). Improper uses of 
cryptography for the purpose of authentication also fall 
under this vulnerability class. Common solutions to this 
problem include proper authentication, authorization, and 
accounting implementations for all sensitive interfaces, 
as well as secure management of all related secrets. A 
non-exhaustive list of associated CWEs: CWE-285, CWE-
200, CWE-287, CWE-732.

Memory Corruption is a large category of vulnerabilities 
that involve the misuse of data through a variety of means 
to alter memory and produce unexpected behavior. 
This vulnerability class includes improper boundary 
enforcement, type confusion, uninitialized data use, 
and the use of data after it has been freed, to name a 
few. These vulnerabilities often manifest themselves in 
languages that are not considered “type-safe.” Successful 
exploitation of memory corruption vulnerabilities can 
result in arbitrary code execution within the context of 
the running application, or in an unhandled exception 
that causes the application to crash and triggers a 
denial of service (DoS) condition. Common solutions 
to this problem typically involve additional validation on 
parameters to key operations, such as those used to load 
and store data. Successful exploitation of these classes of 
vulnerabilities has become more complex in recent years 
due to the variety of countermeasures and safeguards that 
have been developed, such as kASLR, Control Flow Guard, 
win32k Type Isolation, and so on. A non-exhaustive list of 
associated CWEs: CWE-787, CWE-125, CWE-416, CWE-190, 
CWE-476.
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Injection is a large category of vulnerabilities involving 
specially crafted input that is interpreted in a particular 
way by an associated system. Most commonly seen 
in web applications, injection attacks are often more 
specifically labeled by the type of data being interpreted 
(e.g., SQL, LDAP, OS commands). The root cause of these 
vulnerabilities is almost always insufficient sanitization 
on data received from a malicious party. Exploitation of 
these vulnerabilities tends to be reliable, rarely resulting in 
service degradation unless intended (such as through SQL 
or OS commands). Our 2021 report includes JNDI, OGNL, 
SSRF, and other techniques we have classified as injection 
flaws in addition to traditional OS and SQL command 
injection vulnerabilities.

The context under which the logic is executed typically 
depends on how it is interpreted. In the case of a web 
application, for example, SQL injection may be executed 
on a back-end database server, while OS commands 
are injected on the front-end web server, and JavaScript 
is executed by the end user’s browser. This class of 
vulnerabilities is therefore unique in that it commonly 
involves a vulnerability in one system compromising the 
integrity of others. Common solutions to this problem 
typically involve implementing strict sanitization on 
parameters though the use of allowlists. A non-exhaustive 
list of associated CWEs: CWE-79, CWE-20, CWE-89, CWE-
94.
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https://twitter.com/wdormann/status/1412858675950231561
https://posts.specterops.io/certified-pre-owned-d95910965cd2
https://attackerkb.com/topics/jU2S5QIv0u/cve-2021-20021
https://attackerkb.com/topics/BFh8B71dfn/sonicwall-sma-100-series-10-x-firmware-zero-day-vulnerability/rapid7-analysis?referrer=2021VIR
https://attackerkb.com/topics/PqQGYGwWdM/cve-2021-22893/rapid7-analysis?referrer=2021VIR
https://attackerkb.com/topics/08O94gYdF1/cve-2021-38647
https://attackerkb.com/topics/mDqlWhQovO/cve-2021-1497
https://github.com/rapid7/metasploit-framework/pull/15186
https://attackerkb.com/topics/MJewDF16Kl/cve-2020-25223
https://github.com/rapid7/metasploit-framework/pull/15783
https://attackerkb.com/topics/mzyS1rMcZc/cve-2020-14750-oracle-weblogic-remote-unauthenticated-remote-code-execution-rce-vulnerability?referrer=2021VTR
https://github.com/rapid7/metasploit-framework/pull/13213
https://attackerkb.com/topics/mDqlWhQovO/cve-2021-1497
https://attackerkb.com/topics/MJewDF16Kl/cve-2020-25223
https://attackerkb.com/topics/w0xSnwSjtG/cve-2021-26914
https://attackerkb.com/topics/jU2S5QIv0u/cve-2021-20021
https://attackerkb.com/topics/eIPBftle3R/cve-2021-26855
https://github.com/rapid7/metasploit-framework/pull/15005
https://github.com/rapid7/metasploit-framework/pull/15783
https://attackerkb.com/topics/lLMDUaeKSn/cve-2021-27065
https://attackerkb.com/assessments/e06c534c-85ca-4a68-b9e5-00956dbf5b14
https://chaosdb.wiz.io/
https://twitter.com/yazicivo/status/1469349956880408583
https://www.helpnetsecurity.com/2020/04/08/exploit-cve-2020-0688/
https://www.helpnetsecurity.com/2021/04/26/qnap-nas-ransomware/
https://www.zerodayinitiative.com/blog/2021/8/17/from-pwn2own-2021-a-new-attack-surface-on-microsoft-exchange-proxyshell
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HEFESTIS Weekly Newsletter 
 
A very warm welcome to all of you from all of us at the CISO-Share Office. 
 
For those that attended the UCISA Bett conference this year we hope you were able to attend the 
panel discussing "Cybersecurity and Risk Assessment: Protecting your institution in the information 
age" that David was on.  As the supporting material is released we will let you know where to find it.   
 
The latest on the HW incident is that containment is in place with no reports of lateral spread. The 
investigation into the incident is ongoing and that the offers of support are greatly appreciated.  
Further updates will be included on CiSP and directly from official communications channels, we will 
also continue to inform as directed by the incident and communications teams. 
 
Please check the CiSP site, as always, for the latest updates on current incidents and 
countermeasures to protect your institution.  
 
Whilst you are there, why not drop into the CISO-Share user forum and discuss the latest topics and 
news. 
 
Here are a few of the articles which caught the attention of the CISO-Share team this week. 
 
If you have any questions or comments please feel free to contact us via CISO-Office@hefestis.ac.uk. 
 
 

 
Here are some of the week’s Cyber Security articles which caught the attention of CISO-Share. 
 

 
Cyberattack Tools Sell for Under $50 on the Dark Web 
https://www.digit.fyi/cyberattack-tools-sell-for-under-50-on-dark-
web/  
 
Tools and equipment that allow hackers to perform any type of 
cyberattack are being sold for as little as $50 on the dark web. The kits 

enable people with little technical knowledge to launch cyberattacks. 
 
Cyberattack packs, including phishing, ransomware, DDoS, and others, were available for sale on the 
dark web. While most cost less than $50, were found some starting as low as $5. 
 
Prices of basic ransomware, which employs encryption to hold victims’ data at ransom, start at $15. 
 
Action Point: 
 
The cost of launching attacks is decreasing with little skill needed to buy and run these tools.  The 
linked article has the current costs of attack tools found on the dark web for many more attacks, 
including malware and VPN attacks.  Visit the site to learn more about the minimal costs involved in 
launching attacks. 

mailto:CISO-Office@hefestis.ac.uk
https://www.digit.fyi/cyberattack-tools-sell-for-under-50-on-dark-web/
https://www.digit.fyi/cyberattack-tools-sell-for-under-50-on-dark-web/
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Have they bust the LAPSUS$ gang? 
https://nakedsecurity.sophos.com/2022/03/25/uk-police-arrest-7-
hacking-suspects-have-they-bust-the-lapsus-gang/  
 
Seven suspected hackers (between the ages of 16 and 21) have 
been arrested in the UK, with many headlines insisting that this is 

a “LAPSUS$ bust”.  At present there is nothing that explicitly connects these arrests with the DEV-
0537 a.k.a. LAPSUS$ group.  Lapsus, which is as good a Latin word as any for “data breach”, followed 
by a dollar sign. 
 
This group has been attributed a flurry of recent attacks that have made the headlines.  Including 
successful attacks against Microsoft and Okta. 
 
Early observed attacks by DEV-0537 targeted cryptocurrency accounts resulting in compromise and 
theft of wallets and funds. They have also been observed targeting government entities, 
manufacturing, higher education, energy, retailers, and healthcare. 
 
Action Point: 
 
Heightened monitoring and awareness of the current increased cyber-attack activity is 
essential.  Continue to progress information and cyber security programs prioritising work in light of 
lessons learned from recent attacks. 
 
 

 
Brits Express Greater Concern Over Data Privacy as Cyber 
Attacks Soar 
https://www.itgovernance.co.uk/blog/brits-express-greater-
concern-over-data-privacy-as-cyber-attacks-soar  
 
Three quarters of UK residents are concerned about their online 

safety, according to a study by the cyber security firm Surfshark. 
 
That figure might not come as a surprise, given the growing awareness of data privacy. There are 
regular news stories of data breaches, while the GDPR (General Data Protection Regulation) has 
changed the way organisations handle personal data. 
 
Yet, what is a surprise is what we are doing to address these concerns. Surfshark found that, 
compared to respondents in Australia, Canada, Germany and the US, Brits are the least likely to use 
data privacy tools such as antivirus software and ad blockers. 
 
Action Point:  
 
IT Governance continue that if organisations and individuals are to better protect themselves online 
and mitigate the risk of their personal information being misused, we must all gain a better 

https://nakedsecurity.sophos.com/2022/03/25/uk-police-arrest-7-hacking-suspects-have-they-bust-the-lapsus-gang/
https://nakedsecurity.sophos.com/2022/03/25/uk-police-arrest-7-hacking-suspects-have-they-bust-the-lapsus-gang/
https://www.itgovernance.co.uk/blog/brits-express-greater-concern-over-data-privacy-as-cyber-attacks-soar
https://www.itgovernance.co.uk/blog/brits-express-greater-concern-over-data-privacy-as-cyber-attacks-soar
https://surfshark.com/attitude-on-privacy
https://www.itgovernance.co.uk/data-protection-dpa-and-eu-data-protection-regulation
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understanding of the threat landscape and the steps we can take to protect ourselves. We could not 
agree more. 
 
 

 
New Phishing Technique to Spoof a Legitimate Domain 
https://cybersecuritynews.com/bitb-attack/  
 
Recently, a new phishing technique, BitB attack has been discovered 
that is so well designed that most people would fall for it. 
 

By spoofing a legitimate domain using this attack, it is possible to stage convincing phishing attacks 
that mimic a website window within the browser. 
 
With the BitB attack, an entirely fabricated browser window is created by combining HTML and CSS. 
Social engineering campaigns can be easily mounted using this method. While the phishing domain 
holding a fake authentication window is necessary for credential harvesting since potential victims 
need to be redirected to it. 
 
Action Point: 
 
Cybersecurity researchers have recommended a few mitigations: 
 

• Always use one of the best password managers. 
• Always use robust antivirus. 
• Make sure to enable multifactor authentication. 
• Always monitor the system and network logs. 
• Try to resize or scroll the pop-up window to verify the authenticity of the Window. 
• Make sure to implement best security practices. 

 
 

 
6 steps to getting risk acceptance right 
https://www.csoonline.com/article/3653312/6-steps-to-getting-
risk-acceptance-right.html 
 
Know what's most important to your organisation 
Understand which risks pose what concerns allows for informed 
conversations about the risks the organisation is willing to accept. 
 

Analyse, communicate risks with a business lens 
Put cyber risks into business context. That way C-suite colleagues can delineate which risks they 
want to avoid, transfer, mitigate, and accept. 
 
Engage the business on risk acceptance 
The executives who own the business areas impacted by the risk should be the ones to determine 
which risks the organisation wants to avoid, transfer, mitigate or accept.  Then it needs to be 
debated all the way up through the risk committee and then the board, who can sign off on it. 

https://cybersecuritynews.com/bitb-attack/
https://www.csoonline.com/article/3653312/6-steps-to-getting-risk-acceptance-right.html#tk.rss_all
https://www.csoonline.com/article/3653312/6-steps-to-getting-risk-acceptance-right.html#tk.rss_all
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Let the business own the risk, but remain partners in managing it 
Because setting risk acceptance is a business exercise, management and ownership of it should rest 
with the roles or teams responsible for the functions, services, or products impacted by the risk. 
 
Employ frameworks, tools to support risk management 
Use a risk management methodology, to direct, manage, and track these activities. 
 
Revisit and re-evaluate risk acceptance 
Organisations need to evaluate their appetite for risk, and with it their risk acceptance levels, on a 
regular basis; annually or more often, as changing circumstances might require. 
 
Action Point: 
Try and continually stay in touch with business to understand how risk should be accepted or not. 
Ideally, we want to strive to get to a place where we’re continually understanding that and how we 
need to change our approach. 
 
 

 
Act Now to Protect Against Potential Cyberattacks 
https://www.whitehouse.gov/briefing-room/statements-
releases/2022/03/21/fact-sheet-act-now-to-protect-against-potential-
cyberattacks/ 

 
The White House has urged companies in the U.S. to execute the following steps with urgency: 

• Mandate the use of multi-factor authentication on your systems to make it harder for 
attackers to get onto your system; 

• Deploy modern security tools on your computers and devices to continuously look for and 
mitigate threats; 

• Check with your cybersecurity professionals to make sure that your systems are patched and 
protected against all known vulnerabilities, and change passwords across your networks so 
that previously stolen credentials are useless to malicious actors; 

• Back up your data and ensure you have offline backups beyond the reach of malicious 
actors; 

• Run exercises and drill your emergency plans so that you are prepared to respond quickly to 
minimize the impact of any attack; 

• Encrypt your data so it cannot be used if it is stolen; 
• Educate your employees to common tactics that attackers will use over email or through 

websites, and encourage them to report if their computers or phones have shown unusual 
behaviour, such as unusual crashes or operating very slowly; and 

• Engage proactively with your local FBI field office or CISA Regional Office to establish 
relationships in advance of any cyber incidents. Please encourage your IT and Security 
leadership to visit the websites of CISA and the FBI where they will find technical 
information and other useful resources. 

 
Action Point: 
Very similar points the advice already distributed by the NCSC, ENISA and ourselves.  For the last 
point ensure that your recovery plans have the contact details for our Scottish and UK based 
organisation that will need to be informed and can help in response activities.   

https://www.csoonline.com/article/3653312/6-steps-to-getting-risk-acceptance-right.html#tk.rss_all
https://www.csoonline.com/article/3653312/6-steps-to-getting-risk-acceptance-right.html#tk.rss_all
https://www.whitehouse.gov/briefing-room/statements-releases/2022/03/21/fact-sheet-act-now-to-protect-against-potential-cyberattacks/
https://www.whitehouse.gov/briefing-room/statements-releases/2022/03/21/fact-sheet-act-now-to-protect-against-potential-cyberattacks/
https://www.whitehouse.gov/briefing-room/statements-releases/2022/03/21/fact-sheet-act-now-to-protect-against-potential-cyberattacks/
https://www.cisa.gov/shields-up
https://www.fbi.gov/investigate/cyber
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FBI warns of cyberattacks using AvosLocker ransomware 
https://www.techrepublic.com/article/fbi-warns-cyberattacks-avoslocker-
ransomware/ 
 
The AvosLocker Ransomware as a Service (RaaS) group has targeted critical 
infrastructure sectors in the US, such as financial services, manufacturing 

and government facilities, the FBI said. 
 
The FBI and US Treasury are advising organizations to beware of a specific strain of ransomware 
aimed at critical infrastructure sectors in the United States. Published last Thursday, a joint 
cybersecurity advisory issued by the two agencies warns of a Ransomware as a Service (RaaS) 
affiliate-based group known as AvosLocker. 
 
Victims include but aren’t limited to financial services, manufacturing and government agencies. The 
group claims it has targeted organizations not just in the US but in the UK, Canada, China, Taiwan, 
Germany, Spain, Saudi Arabia and other nations. 
 
This particular ransomware encrypts files on a victim’s server, renaming them with an extension of 
.avos, avos2 or AvosLinux. Named GET_YOUR_FILES_BACK.txt, the ransom note tells victimized 
organizations that their files and confidential documents have been encrypted and that they must 
pay for a decryption key and application. Victims are then instructed to browse to an AvosLocker 
.onion payment site to make the ransom payment in Monero (or Bitcoin at a 10%-25% premium). 
 
Action Point:  
 
RAAS with telephone support and bit-currency options to give you a discount on payment - the 
audacity of cyber criminals has never been greater. 
 
 
 
 
All the best from all of us at HEFESTIS and look out for our next Threatscape update next week.  

https://www.techrepublic.com/article/fbi-warns-cyberattacks-avoslocker-ransomware/?utm_source=email&utm_medium=referral&utm_campaign=cybersecurity-insider
https://www.techrepublic.com/article/fbi-warns-cyberattacks-avoslocker-ransomware/?utm_source=email&utm_medium=referral&utm_campaign=cybersecurity-insider
https://www.ic3.gov/Media/News/2022/220318.pdf
https://www.ic3.gov/Media/News/2022/220318.pdf
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HEFESTIS Weekly Newsletter 
A very warm welcome to all of you from all of us at the CISO-Share Office. 

Thanks to all our members who have reached out to support the incident reported earlier this week 
Investigation is ongoing and we are sure that if and as any additional support areas are identified, 
the sector will do all that it can to assist.  

Heriot-Watt University have released a holding page which has been shared via twitter  

https://www.hw.ac.uk/uk/services/is/system-status.htm   

where further public updates will be provided as they are authorised. Detailed information relating 
to the incident remains confidential until release via official channels.  

We can confirm that containment measures remain in place with no reports of lateral spread or 
similar malicious activity elsewhere at this time.  

The external ports implicated in the attack are 

108.61.173.214 /  

185.169.233.198 /  

104.238.222.158 

Please note that Registers of Scotland report that the 104.238.222.158 address is known in 
VirusTotal as being linked to the ransomware group Lapsus$.  

We include information on the Lapsus$ group in this issue with some advice on cyber hygiene and 
a link to tools in our SharePoint site which may be helpful in assessing risk during and incident. 

Further updates will be included on CiSP and directly from official communications channels we 
will also continue to inform as directed by the incident and communications teams. 

Please check the CiSP site, as always, for the latest updates on current incidents and countermeasures to 
protect your institution.  

Whilst you are here, why not drop into the CISO-Share user forum and discuss the latest topics and news. 

Additional articles which may be of interest are included with this week’s issue. 

 
 

Ransomware/Incident Risk Assessment And Quantification Tools 

Just a quick reminder that we have a number of tools in the Sharepoint library which can support 

risk analysis in the event of a cyber security incident. 

https://hefestis.sharepoint.com/sites/CISOShare/Shared%20Documents/Library/CISO-

Share%20Tools 

https://www.hw.ac.uk/uk/services/is/system-status.htm
https://hefestis.sharepoint.com/sites/CISOShare/Shared%20Documents/Library/CISO-Share%20Tools
https://hefestis.sharepoint.com/sites/CISOShare/Shared%20Documents/Library/CISO-Share%20Tools
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Is Your Browser Clean? 

PAM ensures we all know to use separate, secure passwords and 
privileged accounts when accessing sensitive systems or performing 
administration on our applications - but are we using a separate or 
secure browser when we switch? 

Browser caches can also store password credentials or use vulnerable password storage applications to 
hold account details. However convenient it may seem to have your passwords automatically completed; 
this may make a malicious attackers job easier. 

A good, secure password manager can help resolve this issue - and good cyber hygiene can help close 
the gap. 

Useful links 

Securing Your Web Browser 

What is cyber hygiene and why is it important? 

Managing Web Browser Security 

Action Point: Privilege account management good practice keeps standard and privileged accounts 
truly separated and secure. 

 

 

The Lapsus$ Hacking Group Is Off to a Chaotic Start 

Telegram polls. Unusual demands. The latest extortion gang is on an 
unorthodox rampage. 

Main Article 

Ransomware gangs have become well-oiled moneymaking machines in their 
quest for criminal profit. But since December, a seemingly new group called Lapsus$ has added chaotic 
energy to the field, cavorting about with a strong social media presence on Telegram, a string of high-
profile victims—including Samsung, Nvidia, and Ubisoft—calamitous leaks, and dramatic accusations 
that add up to a reckless escalation in an already unlawful industry. 

What makes Lapsus$ noteworthy, too, is that the group isn't really a ransomware gang. Instead of 
exfiltrating data, encrypting target systems, and then threatening to leak the stolen information unless 
the victim pays up, Lapsus$ seems to exclusively focus on the data theft and extortion. The group gains 
access to victims through phishing attacks, then steals the most sensitive data it can find without deploying 
data-encrypting malware. 

Action Points: Easier said than done but -  

One of Lapsus$'s trademark antics is to run polls on its Telegram channel where onlookers can vote for 
whose data the gang should publish next. 

 

 

  

https://www.cisa.gov/uscert/publications/securing-your-web-browser
https://www.techtarget.com/searchsecurity/definition/cyber-hygiene
https://www.ncsc.gov.uk/collection/device-security-guidance/policies-and-settings/managing-web-browser-security
https://www.wired.com/story/lapsus-hacking-group-extortion-nvidia-samsung/
https://www.wired.com/story/ransomware-gone-corporate-darkside-where-will-it-end/
https://www.wired.com/story/how-telegram-became-anti-facebook/
https://www.wired.com/story/ransomware-2020-headed-down-dire-path/
https://www.wired.com/story/apple-ransomware-attack-quanta-computer/
https://www.techtarget.com/searchsecurity/definition/cyber-hygiene
https://hefestis.sharepoint.com/sites/CISOShare/SitePages/The-Lapsus%24-Hacking-Group-Is-Off-to-a-Chaotic-Start.aspx
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Veeam Backup & Replication Multiple Vulnerabilities 
Reported 

CVE-2022-26500 | CVE-2022-26501 

Multiple vulnerabilities (CVE-2022-26500, CVE-2022-26501) in Veeam Backup & Replication allow 
executing malicious code remotely without authentication. This may lead to gaining control over the target 
system. 

Severity: Critical CVSS v3 score: 9.8 

Cause 

The Veeam Distribution Service (TCP 9380 by default) allows unauthenticated users to access internal 
API functions. A remote attacker may send input to the internal API which may lead to uploading and 
executing of malicious code. 

Solution 

Patches are available for the following Veeam Backup & Replication versions: 

• 11a (build 11.0.1.1261 P20220302) 

• 10a (build 10.0.1.4854 P20220304) 

Action Points:  

• The patch must be installed on the Veeam Backup & Replication server. Managed servers with Veeam 
Distribution Service will be updated automatically after installing the patch. 

• All new deployments of Veeam Backup & Replication version 11a and 10a installed using the ISO 
images dated 20220302 or later are not vulnerable. 

• If you are using Veeam Backup & Replication 9.5, please upgrade to a supported product version. 

• Temporary mitigation of the vulnerabilities: Stop and disable the Veeam Distribution Service. The 
Veeam Distribution Service is installed on the Veeam Backup & Replication server and servers 
specified as distribution servers in Protection Groups. 

 

 

  

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-26500
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-26501
https://www.veeam.com/kb4245?ad=in-text-link
https://www.veeam.com/kb4291?ad=in-text-link
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Russia State-Sponsored Hackers Used Misconfigured MFA to 
Breach NGO 

FBI and CISA warn of attack on multifactor authentication account to exploit 
"PrintNightmare" exploit. 

Russia State-Sponsored Hackers Used Misconfigured MFA to Breach NGO  

Russian State-Sponsored Cyber Actors Gain Network Access by Exploiting Default Multifactor 
Authentication Protocols and “PrintNightmare” Vulnerability | CISA 

Russian nation-state hackers last spring capitalized on a misconfigured Cisco Duo multifactor 
authentication (MFA) account at a nongovernment organization and created their own device, with MFA, 
to infiltrate the victim's network, the FBI and Cybersecurity and Infrastructure Security Agency (CISA) 
warned this week in a joint advisory. 

Russian state-sponsored cyber actors gained initial access [TA0001] to the victim organization via 
compromised credentials [T1078] and enrolling a new device in the organization’s Duo MFA. The actors 
gained the credentials [TA0006] via brute-force password guessing attack [T1110.001], allowing them 
access to a victim account with a simple, predictable password. 

The victim account had been un-enrolled from Duo due to a long period of inactivity but was not disabled 
in the Active Directory. As Duo’s default configuration settings allow for the re-enrolment of a new device 
for dormant accounts, the actors were able to enrol a new device for this account, complete the 
authentication requirements, and obtain access to the victim network. 

Action Points:  

• The FBI and CISA recommend reviewing MFA policies to prevent such a re-enrollment action, 
confirming that inactive accounts are disabled in Active Directory and MFA systems, and making 
sure all software is updated, patched, and not prone to known flaws. 

 

 

  

https://www.darkreading.com/application-security/russia-state-sponsored-hackers-used-misconfigured-mfa-to-breach-ngo
https://www.darkreading.com/application-security/russia-state-sponsored-hackers-used-misconfigured-mfa-to-breach-ngo
https://www.cisa.gov/uscert/ncas/alerts/aa22-074a
https://www.cisa.gov/uscert/ncas/alerts/aa22-074a
https://attack.mitre.org/versions/v10/tactics/TA0001/
https://attack.mitre.org/versions/v10/techniques/T1078/
https://attack.mitre.org/versions/v10/tactics/TA0006/
https://attack.mitre.org/versions/v10/techniques/T1110/001/
https://www.darkreading.com/application-security/russia-state-sponsored-hackers-used-misconfigured-mfa-to-breach-ngo
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Four key risks exacerbated by Russia’s invasion of Ukraine 
“Russia’s invasion of Ukraine has increased the velocity of many risks 
we have tracked on a quarterly basis in our Emerging Risks survey,” 
said Matt Shinkman, VP with the Gartner Risk and Audit Practice. 
There are four major areas of risk that leaders should continually monitor 
and examine their mitigation strategies as part of a broader aligned 

assurance approach as the war continues: 

Main Article 

Talent risk 
Employees or students could have family and close friends at risk in the region. Internal communications 
addressing well-being and outlining counselling services will need to be carefully calibrated and 
distributed at a higher frequency. 

Cybersecurity risk 
The potential for increased cybersecurity attacks during this time means that the frequency of tabletop 
exercises should be increased, as well as ongoing review of protocols to defend against ransomware 
and other malware attacks.  

Financial risk 
In the event of direct financial exposure to Russia, there should be close communication with third-party 
service providers on how best to provide and receive alternative payments that do not violate current 
sanction policies. Beyond direct exposure to the region, the war is likely to continue to raise key 
commodity prices and be a driver of inflation. 

Supply chain risk 
Ensure that organisations have updated supplier contingency plans in place that reflect the current 
environment. Supply chain risk should be freshly evaluated and efforts made to identify and limit any 
individual supplier dependency. 

• Learning Point: Consider these four areas to reduce the threat to your institution from the 
ongoing war in Ukraine.   

 

  

https://www.helpnetsecurity.com/2022/03/17/erm-leaders-risk/
https://www.helpnetsecurity.com/2022/03/17/erm-leaders-risk/
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Organisations Need To Evolve Their Data Management 
Strategy 

IDC predicts that, over the next five years, more than 80% of the data 
collected by organizations will be unstructured data, and that will only 
continue to grow 40-50% per year for most enterprises. 

Main Article 

Five main components of an effective data mobility engine 

1. Vendor-neutral interoperability 
There must be a focus on data, not systems, and be able to move data between different types of 
systems as well as cloud targets.  

2. Insights and intelligence 
Provide visibility into data metrics, access patterns, and usage activities that can provide the basis for 
classification, and this visibility must be comprehensive.  

3. Orchestration and automation 
Automation improves the speed and reliability of operations while improving administrative productivity, 
increasing the span of administrative control to lower costs. 

4. Scan-optimize-copy capabilities 
Scan provides the visibility around data and its usage, collecting the metrics needed to search and 
intelligently manage data. 

5. Integrity enforcement 
Support data integrity during all operations to be able to catch and correct silent data corruption using 
“before” and “after” hash digest comparisons, chain of custody, and advanced integrity protection. 

Learning Points:  
Something that should be looked at closely as the benefits of an effective data management strategy 
include reduced IT costs, easier data sharing, better security, less legal exposure, and an improved 
ability to demonstrate governance and regulatory compliance. 
 

 

Lokilocker Ransomware Family Spotted With Built-In Wiper 

BlackBerry security researchers have identified LokiLocker, a ransomware-
as-a-service (RaaS) family targeting English-speaking victims that is 
capable of erasing all non-system files from Windows PCs. 

Main Article      Support Information 

LokiLocker puts a time limit for paying the ransom and will make the system unusable if the payment isn't 
made. The malware also includes a wiper function that will erase the data if the payment deadline 
passes.  It will delete files on all of the victim's drives, except for the system files, and it will also try to 
overwrite the Master Boot Record (MBR) of the system drive to render the system unusable. 

The wiper function is part of an escalation by ransomware gangs in recent years to encourage victims to 
pay the ransom by including additional threats beyond just refusing to decrypt the files, such as erasing 
data or leaking stolen files on the dark web. 

Learning Points:  

• For cyber criminals this is a last resort as they try to monetize their attacks. Wipers are being 
seen in attacks against Ukraine, the driving motivation in cyber warfare is to disrupt, destroy 
and to instigate chaos. 

• Ensure that you have backups and the capability to restore services from nothing. 

 

All the best from all of us at HEFESTIS and look out for our next Threatscape update next week.  

https://www.helpnetsecurity.com/2022/03/11/effective-data-management-strategy/
https://blogs.blackberry.com/en/2022/03/lokilocker-ransomware
https://www.theregister.com/2022/03/16/blackberry_lokilocker_ransomware/
https://www.helpnetsecurity.com/2022/03/11/effective-data-management-strategy/
https://blogs.blackberry.com/en/2022/03/lokilocker-ransomware
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HEFESTIS Weekly Newsletter 
 
A very warm welcome to all from the CISO-Share Office. 
 
And thank you to all who attended the HEFESTIS Cyber Scotland Week sessions last week.  The 
recordings are now available on our SharePoint site and will be soon linked from the Cyber Scotland 
Week website. 
 
This week our thoughts remain with all of those facing war and oppression in Europe and across the 
globe.  
 
Please check the CiSP site, as always, for the latest updates on current incidents and 
countermeasures to protect your institution. Whilst you are here, why not drop into the CISO-Share 
user forum and discuss the latest topics and news. 
 
We have just been notified of further malicious activity from Russian based IP addresses.  We 
recommend blocking the following IPs and checking to see if there has been any malicious activity: 
 
45.143.200.114 
185.191.32.211 
45.155.204.214 
45.155.205.44 
45.155.204.63 
45.155.205.40 
45.155.205.49 
45.146.164.152 
45.155.205.41 
45.155.205.48 
 
If you have any questions or comments, please feel free to contact us via CISO-
Office@hefestis.ac.uk.  
 

 
Here are some of the week’s Cyber Security articles which caught the attention of CISO-Share. 
 
 
 

New Scottish centre aims to boost cyber defences 
https://dailybusinessgroup.co.uk/2022/02/new-scottish-centre-
aims-to-boost-cyber-defences/  
 
SC3 was announced ahead of the start of Cyber Scotland Week by 
the Deputy First Minister John Swinney. 
 

Scotland’s ability to prevent and respond to growing threats posed by hackers has been 
strengthened with the creation of a Cyber Co-ordination Centre (SC3). 
 

mailto:CISO-Office@hefestis.ac.uk
mailto:CISO-Office@hefestis.ac.uk
https://dailybusinessgroup.co.uk/2022/02/new-scottish-centre-aims-to-boost-cyber-defences/
https://dailybusinessgroup.co.uk/2022/02/new-scottish-centre-aims-to-boost-cyber-defences/
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The centre, backed by £1.5m from the Scottish government, will share intelligence, provide early 
warning of cyber threat and attacks, manage incidents and lead recovery. 
 
The SC3 will have a primary focus on the public sector initially, and in its first year, will look at how 
Scotland can manage threat and vulnerability at scale; how to build the cyber security capabilities of 
the public sector and how responses to incidents can be more rapidly identified, managed and 
investigated. 
 
Action Point: 
An exciting time for the sector and the cyber security sector in Scotland.  HEFESTIS is in partnership 
with the SC3 to ensure that our members are kept informed of progress, have a direct 
communication channel and can help to guide the work and priorities of the SC3. 
 
 
 
 

Cyber Scotland Week 2022 
 
Thanks to all those who attended the HEFESTIS Cyber Scotland 
Week sessions.  These events were a joint effort between the 
HEFESTIS DPO-Share and CISO-Share services. 
 
We hope that you found the sessions informative and helpful. 

The recorded content and material from the sessions are now available for access in the HEFESTIS 
CISO-Share SharePoint site for our members to access. 
 
Cyber Scotland Week 2022 
 

 
Public Sector Cyber Security Scotland 2022 - Holyrood Events 
 
 

 
High threat areas 
 
 

https://events.holyrood.com/event/public-sector-cyber-security-scotland-2022/
https://events.holyrood.com/event/public-sector-cyber-security-scotland-2022/
https://events.holyrood.com/event/public-sector-cyber-security-scotland-2022/
https://events.holyrood.com/event/public-sector-cyber-security-scotland-2022/
https://hefestis.sharepoint.com/sites/CISOShare/Shared%20Documents/Library/Events/Conferences/CSW2022/High%20threat%20areas
https://hefestis.sharepoint.com/sites/CISOShare/Shared%20Documents/Library/Events/Conferences/CSW2022/High%20threat%20areas
https://hefestis.sharepoint.com/sites/CISOShare/Shared%20Documents/Library/Events/Conferences/CSW2022/High%20threat%20areas
https://hefestis.sharepoint.com/sites/CISOShare/Shared%20Documents/Library/Events/Conferences/CSW2022/High%20threat%20areas
https://hefestis.sharepoint.com/sites/CISOShare/Shared%20Documents/Library/Events/Conferences/CSW2022/Organisational%20Approach%20to%20Cyber%20Security
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Organisational Approach to Cyber Security 
 
 

 
Cyber attack identification and response 
 
 
 
 

The Importance of Tabletop Cybersecurity Exercises 
https://securityboulevard.com/2022/03/the-importance-of-tabletop-
cybersecurity-exercises/  
 
Tabletop exercises improve a teams’ disaster preparedness, 
coordination skills and role/responsibility disruption under duress. And 

these exercises also help program managers identify deficiencies in cybersecurity 
process/procedures, personnel shortcomings and additional training requirements. 
 
A tabletop exercise is a preparedness activity where participants are taken through a simulated 
security incident to highlight flaws and areas of improvement in their response planning. The 
primary goal is to evaluate a incident response plan and the response team’s reaction to a 
cyberattack, reveal gaps in the incident response plan and practice responses without the risk of 
damaging or disrupting normal business processes.  
 
Tabletop exercises will reduce the risk of damage from a cybersecurity attack, which 
gives organisations greater peace of mind and confidence that their experts can execute a recovery 
plan efficiently. 
 
A third party or trusted partner can also give an unbiased assessment a company’s current 
cybersecurity defences, readiness and resilience. 
 
Action Point: 
Schedule a TTX either internally or with your HEFESTIS CISO.  This is also one of the 
recommendations for operation within a heightened alert situation. 
 
 

https://hefestis.sharepoint.com/sites/CISOShare/Shared%20Documents/Library/Events/Conferences/CSW2022/Organisational%20Approach%20to%20Cyber%20Security
https://hefestis.sharepoint.com/sites/CISOShare/Shared%20Documents/Library/Events/Conferences/CSW2022/Organisational%20Approach%20to%20Cyber%20Security
https://hefestis.sharepoint.com/sites/CISOShare/Shared%20Documents/Library/Events/Conferences/CSW2022/Cyber%20attack%20identification%20and%20response
https://hefestis.sharepoint.com/sites/CISOShare/Shared%20Documents/Library/Events/Conferences/CSW2022/Cyber%20attack%20identification%20and%20response
https://hefestis.sharepoint.com/sites/CISOShare/Shared%20Documents/Library/Events/Conferences/CSW2022/Cyber%20attack%20identification%20and%20response
https://hefestis.sharepoint.com/sites/CISOShare/Shared%20Documents/Library/Events/Conferences/CSW2022/Cyber%20attack%20identification%20and%20response
https://securityboulevard.com/2022/03/the-importance-of-tabletop-cybersecurity-exercises/
https://securityboulevard.com/2022/03/the-importance-of-tabletop-cybersecurity-exercises/
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Conti Ransomware - IOC update 
https://www.cisa.gov/uscert/ncas/alerts/aa21-265a  
 
March 9, 2022: this joint CSA was updated to include indicators of compromise 
(see below) and the United States Secret Service as a co-author. Thanks go out to 
Dundee and Angus college for raising awareness of this update. 
 

Updated February 28, 2022: 
 
Conti cyber threat actors remain active and reported Conti ransomware attacks against U.S. and 
international organizations have risen to more than 1,000. Notable attack vectors include Trickbot 
and Cobalt Strike (see below for details).  
 
While there are no specific or credible cyber threats to the U.S. homeland at this time, CISA, FBI, and 
NSA encourage organizations to review this advisory and apply the recommended mitigations.  
The Cybersecurity and Infrastructure Security Agency (CISA) and the Federal Bureau of Investigation 
(FBI) have observed the increased use of Conti ransomware in more than 400 attacks on U.S. and 
international organizations. (See FBI Flash: Conti Ransomware Attacks Impact Healthcare and First 
Responder Networks.) In typical Conti ransomware attacks, malicious cyber actors steal files, encrypt 
servers and workstations, and demand a ransom payment.  
 
To secure systems against Conti ransomware, CISA, FBI, and the National Security Agency (NSA) 
recommend implementing the mitigation measures described in this Advisory, which include 
requiring multifactor authentication (MFA), implementing network segmentation, and keeping  
operating systems and software up to date. 
 
Click here for a PDF version of this report. 
Click here for indicators of compromise (IOCs) in STIX format. 
 
Action Point:  
The Cybersecurity and Infrastructure Security Agency (CISA) and the Federal Bureau of Investigation 
(FBI) have observed the increased use of Conti ransomware in more than 400 attacks on U.S. and 
international organizations. (See FBI Flash: Conti Ransomware Attacks Impact Healthcare and First 
Responder Networks.) In typical Conti ransomware attacks, malicious cyber actors steal files, encrypt 
servers and workstations, and demand a ransom payment.  
 
To secure systems against Conti ransomware, CISA, FBI, and the National Security Agency (NSA) 
recommend implementing the mitigation measures described in this Advisory, which include 
requiring multifactor authentication (MFA), implementing network segmentation, and keeping 
operating systems and software up to date. 
 
Click here for a PDF version of this report. 
Click here for indicators of compromise (IOCs) in STIX format. 
 
 
 
 

https://www.cisa.gov/uscert/ncas/alerts/aa21-265a
https://www.ic3.gov/Media/News/2021/210521.pdf
https://www.ic3.gov/Media/News/2021/210521.pdf
https://www.cisa.gov/uscert/sites/default/files/publications/AA21-265A-Conti_Ransomware_TLP_WHITE.pdf
https://www.cisa.gov/uscert/sites/default/files/publications/AA21-265A.stix.xml
https://www.ic3.gov/Media/News/2021/210521.pdf
https://www.ic3.gov/Media/News/2021/210521.pdf
https://www.cisa.gov/uscert/sites/default/files/publications/AA21-265A-Conti_Ransomware_TLP_WHITE.pdf
https://www.cisa.gov/uscert/sites/default/files/publications/AA21-265A.stix.xml
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Patch Tuesday: Microsoft Fixes Multiple Code Execution 
Flaws 
https://www.securityweek.com/patch-tuesday-microsoft-fixes-
multiple-code-execution-flaws  
 
Microsoft's Patch Tuesday bundle for this month is a big one: 74 

documented vulnerabilities in multiple Windows products and components, some serious enough 
to lead to remote code execution attacks. 
 
The Redmond, Wash.-based software giant cautioned that exploit code is publicly available for three 
of the patched vulnerabilities -- remote code execution bugs in Remote Desktop Client and .NET and 
Visual Studio, and a privilege escalation flaw in the Windows Fax and Scan service. 
 
Action Point: Vulnerability trackers at the Zero Day Initiative are calling special attention to the 
Microsoft Exchange server flaw -- CVE-2022-23277 -- as one that needs to be tested and deployed 
with urgency. 
 
 
 
 

Adobe Patches 'Critical' Security Flaws in Illustrator, After Effects 
https://www.securityweek.com/adobe-patches-critical-security-flaws-illustrator-
after-effects  
 
Software maker Adobe on Tuesday shipped urgent security updates to fix code 

execution vulnerabilities in the widely deployed Illustrator and After Effects products. 
 
The patches, scheduled as part of Adobe’s Patch Tuesday release cycle, address a range of arbitrary 
code execution and memory leak vulnerabilities that could expose data to malicious hacker attacks. 
The most serious of the vulnerabilities was addressed in Adobe Illustrator, the popular vector 
graphics design program available for both macOS and Windows systems. 
 
Action Point: 
In an advisory, Adobe rated the Illustrator flaw as “critical” with a CVSS base score of 7.8. The 
company described the CVE-2022-23187 bug as a buffer overflow affecting Illustrator 2022 version 
26.0.3 (and earlier versions) on both WIndows and macOS machines. 
Adobe is strongly urging users to upgrade to Illustrator 2022 version 26.1.0. 
 
 
 
 

New 16 High-Severity UEFI Firmware Flaws Discovered in 
Millions of HP Devices 
https://thehackernews.com/2022/03/new-16-high-severity-uefi-
firmware.html?m=1 
 

https://www.securityweek.com/patch-tuesday-microsoft-fixes-multiple-code-execution-flaws
https://www.securityweek.com/patch-tuesday-microsoft-fixes-multiple-code-execution-flaws
https://www.securityweek.com/adobe-patches-critical-security-flaws-illustrator-after-effects
https://www.securityweek.com/adobe-patches-critical-security-flaws-illustrator-after-effects
https://helpx.adobe.com/security/products/illustrator/apsb22-15.html
https://thehackernews.com/2022/03/new-16-high-severity-uefi-firmware.html?m=1
https://thehackernews.com/2022/03/new-16-high-severity-uefi-firmware.html?m=1
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Cybersecurity researchers on Tuesday disclosed 16 new high-severity vulnerabilities in various 
implementations of Unified Extensible Firmware Interface (UEFI) firmware impacting multiple HP 
enterprise devices. 
 
The devices affected includes HP's laptops, desktops, point-of-sale (PoS) systems, and edge 
computing nodes. 
 
The most severe of the flaws concern a number of memory corruption vulnerabilities in the System 
Management Mode (SMM) of the firmware, thereby enabling the execution of arbitrary code with 
the highest privileges. 
 
Firmware has emerged as an ever-expanding attack surface for threat actors to launch highly-
targeted devastating attacks. At least five different firmware malware strains have been detected in 
the wild to date since 2018. 
 
Action Point: 
Cyber Essentials requirements cover a devices firmware.  To comply and attain certification there 
needs to be an update process in operation similar to other software patching.  Ensure that there is 
a process and sufficient resource to meet the requirements for firmware updates. 
 
 
 
 

Unpacking MITRE’s new Engage cybersecurity framework 
https://sectrio.com/unpacking-mitres-new-engage-cybersecurity-
framework/  
 
Mitre on Wednesday released a new communication and planning 

framework for cyber adversary engagement that focuses on deception and denial.  
In the past year, MITRE ran a series of focus groups with vendors, defenders, and CISOs to solicit 
feedback and insight into Engage’s development.  
 
Here are some of the highlights of the new framework: 
 

• It is essentially designed to shrink barriers to better cybersecurity planning and analysis by 
enabling the development of a coherent institutional anti-cyber adversarial strategy. 

• Unlike frameworks that propose one barrier (often at the perimeter level), the Engage 
framework proposes blocking an intrusion as a first step and engaging and deceiving an 
adversary if they have managed to cross the entry threshold 

• In this sense, the Engage framework is essentially proposing a multi-pronged strategy to 
protect enterprises 

• It can help defenders identify a cyber adversary’s weaknesses while using a specific ATT&CK 
technique. This weakness can then be used against the adversary to degrade the quality of 
attack    

• It proposes to engage the adversary through deception operations to reduce the cost of a 
data breach, keep the attacker engaged in wasteful endeavors and make the attack easier to 
detect and target 

• It is oriented towards making cyber adversaries fail early so that they are led into a decoy 
alley from which it will be hard for them to escape and strike back at core assets 

https://www.binarly.io/news/BinarlyDiscovers16NewHighImpactVulnerabilitiesinFirmwareAffectingHPEnterpriseDevices
https://en.wikipedia.org/wiki/System_Management_Mode
https://thehackernews.com/2022/01/chinese-hackers-spotted-using-new-uefi.html
https://sectrio.com/unpacking-mitres-new-engage-cybersecurity-framework/
https://sectrio.com/unpacking-mitres-new-engage-cybersecurity-framework/
https://www.mitre.org/news/press-releases/mitre-launches-engage-framework-to-defend-against-cyber-attacks
https://www.mitre.org/news/press-releases/mitre-launches-engage-framework-to-defend-against-cyber-attacks
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• CISOs can use Engage to plan better, in-house cybersecurity teams can use it to deploy 
better protective measures while cybersecurity vendors can align their products to it to 
improve defense outcomes  

• The Engage toolkit includes a guidebook, starter kit, worksheets, posters, and other 
resources designed to help improve the adoption of the framework 

• The framework also standardizes technology terms to make it easier for cross-geography 
teams to collaborate. It is also designed to engage the relatively less experienced user as 
well 

 
Action Point: 
Cyber defenders, and vendors can learn more about Engage and get involved in the Engage 
community at https://engage.mitre.org/. 
 
https://www.mitre.org/news/press-releases/mitre-launches-engage-framework-to-defend-against-
cyber-attacks  
 
 
 

 
Open Source Security Foundation (OpenSSF) 
https://www.techrepublic.com/article/new-openssf-project-
may-finally-be-doing-security-right/ 
 
The Open Source Security Foundation (OpenSSF) members help 
identify and fix security vulnerabilities in open source software 

and develop improved tooling, training, research, best practices and vulnerability disclosure 
practices. 
 
OpenSSF also announced the Alpha-Omega Project, a project that attempts to identify all of the 
world’s most critical, foundational open-source software libraries and packages and audit them and 
then support them as necessary. 
 
“Alpha” will work with the maintainers of the most critical open source projects to help them 
identify and fix security vulnerabilities and improve their security posture. “Omega” will identify at 
least 10,000 widely deployed OSS projects where it can apply automated security analysis, scoring 
and remediation guidance to their open source maintainer communities.” 
 
Action Point: 
Alpha-Omega is a great start to trying to resolve issues across the open source community.  This will 
also help us manage the open source software and library in use at our organisations.  
 
 
 
 

Researchers Warn of Linux Kernel 'Dirty Pipe' Arbitrary File 
Overwrite Vulnerability 
https://thehackernews.com/2022/03/researchers-warn-of-linux-kernel-
dirty.html 
 

https://engage.mitre.org/
https://www.mitre.org/news/press-releases/mitre-launches-engage-framework-to-defend-against-cyber-attacks
https://www.mitre.org/news/press-releases/mitre-launches-engage-framework-to-defend-against-cyber-attacks
https://www.techrepublic.com/article/new-openssf-project-may-finally-be-doing-security-right/
https://www.techrepublic.com/article/new-openssf-project-may-finally-be-doing-security-right/
https://openssf.org/category/press-release/
https://thehackernews.com/2022/03/researchers-warn-of-linux-kernel-dirty.html
https://thehackernews.com/2022/03/researchers-warn-of-linux-kernel-dirty.html
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Dirty Pipe Vulnerability 
 
Linux distributions are in the process of issuing patches to address a newly disclosed security 
vulnerability in the kernel that could allow an attacker to overwrite arbitrary data into any read-only 
files and allow for a complete takeover of affected systems. 
 
Dubbed "Dirty Pipe" (CVE-2022-0847, CVSS score: 7.8) by IONOS software developer Max 
Kellermann, the flaw "leads to privilege escalation because unprivileged processes can inject code 
into root processes." 
 
Kellerman said the bug was discovered after digging into a support issue raised by one of the 
customers of the cloud and hosting provider that concerned a case of a "surprising kind of 
corruption" affecting web server access logs. 
 
Action Point:  
The issue has been fixed in Linux versions 5.16.11, 5.15.25, and 5.10.102 as of February 23, 2022, 
three days after it was reported to the Linux kernel security team. Google, for its part, has merged 
the fixes into the Android kernel on February 24, 2022. 
 
Given the ease with which the security flaw can be exploited and the release of the PoC exploit, it's 
recommended that users update Linux servers immediately and apply the patches for other distros as 
soon as they are available. 
 
 
 
 
 
EU digital identity architecture and reference framework 
https://blog.avast.com/analysis-of-eu-digital-identity-architecture-and-reference-framework-avast  
 

 
 

https://dirtypipe.cm4all.com/
https://android-review.googlesource.com/c/kernel/common/+/1998671
https://android-review.googlesource.com/c/kernel/common/+/1998671
https://access.redhat.com/security/cve/cve-2022-0847
https://ubuntu.com/security/CVE-2022-0847
https://security-tracker.debian.org/tracker/CVE-2022-0847
https://www.suse.com/security/cve/CVE-2022-0847.html
https://blog.avast.com/analysis-of-eu-digital-identity-architecture-and-reference-framework-avast
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The European Digital Identity Architecture and Reference Framework (the “Framework”) points to a 
focused and deliberate drive towards secure digital identity for all European citizens and sets the 
standard for the rest of the world. 
 
Overview of the EUDI Wallet roles. 
 

 
 
Interesting to see a digital government identification standard for the EU that can also be used for 
non-government bodies. This could well be the start of a single digital identity for EU citizens which 
is used for all digital identification. 
 
This article provides analysis of the framework and looks at the good and the bad within the 
proposal. 
 
Action Point: 
Although no longer in the EU, this is an interesting framework and one to keep an eye on as it is a 
proposal which could find its way into the UK as a standard digital identification. 
 

https://ec.europa.eu/transparency/expert-groups-register/core/api/front/document/73759/download
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2 New Mozilla Firefox 0-Day Bugs Under Active Attack 
https://thehackernews.com/2022/03/2-new-mozilla-firefox-0-day-
bugs-under.html  
 
Mozilla has pushed out-of-band software updates to its Firefox web 

browser to contain two high-impact security vulnerabilities, CVE-2022-26485 and CVE-2022-26486, 
both of which it says are being actively exploited in the wild. 
 
The description of the two flaws is below: 
 

• CVE-2022-26485 – Removing an XSLT parameter during processing could lead to an 
exploitable use-after-free 

• CVE-2022-26486 – An unexpected message in the WebGPU IPC framework could lead to a 
use-after-free and exploitable sandbox escape 

 
Action Point: 
Users are recommended to upgrade as soon as possible to Firefox 97.0.2, Firefox ESR 91.6.1, Firefox 
for Android 97.3.0, Focus 97.3.0, and Thunderbird 91.6.2. 
 
 
 
All the best from all of us at HEFESTIS and look out for our next Threatscape update next week.  

https://thehackernews.com/2022/03/2-new-mozilla-firefox-0-day-bugs-under.html
https://thehackernews.com/2022/03/2-new-mozilla-firefox-0-day-bugs-under.html
https://www.mozilla.org/en-US/security/advisories/mfsa2022-09/


 

THREATSCAPE 
4 March 2022 

 
 

Insert    Logo 
Here 

HEFESTIS Weekly Newsletter 
A very warm welcome to all of you from all of us at the CISO-Share Office. 

Thank you all for your responses to yesterday’s alert about port 554 suspicious activity. Although 
a related incident was reported in the wider public sector, your prompt action has potentially helped 
maintain our record of no significant breaches being recorded over February and early March 2022 
from the HE/FE sector in Scotland. 

From next week we are introducing a new CISO-Office mailbox. CISO-Office@hefestis.ac.uk.  

The new mailbox has been added to improve our membership communications. All messages 
posted to the new address will be directed to and triaged by all of your CISO’s to ensure a rapid 
response. Use of the CISO-Office@hefestis.ac.uk account is intended to improve our service 
resilience, support incident response queries and urgent correspondence. The new account has been 
introduced so that members who need to communicate with us for IR (threats, alerts, strange 
notifications) purposes have a single channel of contact.  

Our response process therefore changes from direct contact as individuals to shared contact with the 
team. The channel can also be used for general queries should your shared CISO be unavailable. We 
hope this small change will make it easier to engage with the CISO-Share Office. 

This week our thoughts remain with all of those facing war and oppression in Europe and across 
the globe.  

Please check the CiSP site, as always, for the latest updates on current incidents and countermeasures to 
protect your institution.  

Whilst you are here, why not drop into the CISO-Share user forum and discuss the latest topics and news. 

Just a reminder that we have completed our migration to SharePoint and hope you are enjoying the 
richer experience. There have been no issues reported for quite some time now and we are happy to 
announce that the Teams site content, hosted by University of Dundee, is now well established in our 
library section. With the new forum open within the CiSP secure site, the teams site has been retired after 
4 months of inactivity. We would like to thank the staff at University of Dundee for supporting our 
members by hosting the site for 2 years. 

Cyber Scotland week has been a great engagement for us all with the final sessions, including our last 
webinar concluding today. Thanks to all who attended and supported our activity over the course of this 
week – it was also great to meet some of you in person at Dynamic Earth on Tuesday.  

We would like to thank John Maher in particular for giving an outstanding and insightful talk on the 
lessons learned from incident response at UHI. The session was strongly attended by our membership 
and greatly appreciated. 

This week we cover the rising level and evolving profile of cyber security threats we face. 
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Ukraine situation - cyber security information from NCSC. 

There is an abundance of news and information constantly streaming relating to the ever 
changing and conflictual situation in Ukraine, however we have no actionable intelligence 
demonstrating the HE/FE sector in the UK is showing any signs of being specifically targeted 
by any related cyber-attacks at this time.  

If we hear of anything specific, we will let everyone know immediately. At time of going to 
press, the existing guidance from NCSC still applies. 

Our colleagues at the National Cyber Security Centre (NCSC), the UK’s technical authority on cyber 
security, have issued guidance for organisations on the steps they need to take to bolster the UK’s 
resilience against the heightened risk of malicious cyber incidents in and around Ukraine. We know 
many organisations and businesses in the UK have well laid out plans and good cyber security 
measures in place. However due to the nature of online global networks, attacks that occur overseas 
could have an impact on UK institutions, services and systems. This is why organisations and 
businesses are being urged to take action now.  

 While the NCSC is not aware of any current specific threats to UK organisations in relation to events 
in and around Ukraine, the guidance encourages organisations to follow actionable steps that reduce 
the risk of being impacted by cyber-attacks, including: 

• patching systems;  

• improving access controls and enabling multi-factor authentication;  

• implementing an effective incident response plan;  

• checking that backups and restore mechanisms are working;  

• ensuring that online defences are working as expected, and;  

• keeping up to date with the latest threat and mitigation information.  

 For further information visit: https://www.ncsc.gov.uk/guidance/actions-to-take-when-the-cyber-
threat-is-heightened where you will find the relevant advice, actions and resources.  

We would also encourage you to follow the NCSC’s social media channels: LinkedIn and Twitter for 
further alerts and updates.  

 If you have any questions, please contact enquiries@ncsc.gov.uk or the CISO-Share team who will be 
happy to assist.  
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List Of Data Breaches And Cyber Attacks In February 2022 – 
5.1 Million Records Breached 

The cyber security industry, much like the rest of the world, is on edge. Our 
figures for this month are comparatively low – with 83 data breaches and 
cyber-attacks accounting for 5,127,241 breached records – but there is a 
sense that we are on the brink of something. 

Main Article 

In the final days of February, there were a flurry of security incidents related, either directly or indirectly, 
to the Ukraine conflict. First, Russia targeted banks and government departments, then Ukraine hit back, 
attacking the Moscow stock exchange. 

The EU has responded to calls for help from Ukraine and has set up a cyber rapid-response 
team comprised of 12 volunteers, who will help cyber-attack victims. The hacking group Anonymous has 
been more aggressive, launching attacks across Europe to give Vladimir Putin “a sip of his own bitter 
medicine”. 

In the midst of all this, organisations across Europe have reported delays as a result of alleged state-
sponsored attacks – including Toyota’s Japanese plants and a kettle manufacturer in the Isle of Man. 

Action Point: You can find the full list of cyber-attacks and data breaches for February 2022 here. As 
usual, incidents affecting UK-based organisations are listed in bold. 

 

 

Log4Shell: Still Out There, Still Dangerous, And How To 
Protect Your Systems 

Barracuda researchers have noticed a steady stream of attacks 
attempting to exploit the Log4j vulnerability since it was found. What’s 
interesting is where most attacks originate. 

Main Article 

Log4Shell, an exploit directed at the commonly used Apache Log4j library, hasn’t shown any signs of 
slowing down as a popular target for hackers since its discovery in December, said researchers at 
Barracuda Networks. 

Log4Shell is just about as critical as a critical vulnerability can get. It scored 10 out of 10 by the National 
Institute of Standards and Technology’s severity scale, and with good reason: It targets a library that 
nearly every Java application uses to log requests, and all it takes to trigger it is a malicious string from 
the attacker. 

Since its discovery in December, said Barracuda Senior Product Marketing Manager for Applications 
and Cloud Security Tushar Richabadas, “the volume of attacks attempting to exploit these vulnerabilities 
has remained relatively constant with a few dips and spikes over the past two months.” 

83% of the attacks that have tried the exploit Log4Shell originated in the United States. 

Action Points: Easier said than done but -  

There’s a simple fix that could completely remove this risk from your cybersecurity calculus: Patch to the 
latest version of Log4j, which takes care of the problem. 

That isn’t always possible in production environments, so if you’re unable to patch now there are steps 
you can take to determine if your systems are vulnerable to Log4Shell, as well as different things that 
can be done to minimize your Log4Shell exposure … until you can actually install the patch, which should 
be your eventual goal. 

 

 

https://www.itgovernance.co.uk/blog/list-of-data-breaches-and-cyber-attacks-in-february-2022-5-1-million-records-breached?utm_source=Email&utm_medium=Macro&utm_campaign=S01&utm_content=2022-03-04
https://www.bbc.co.uk/news/technology-60484979
https://www.bbc.co.uk/news/technology-60484979
https://www.independent.co.uk/tech/anonymous-russia-hackers-ukraine-message-b2024989.html
https://www.itgovernance.co.uk/blog/list-of-data-breaches-and-cyber-attacks-in-february-2022-5-1-million-records-breached?utm_source=Email&utm_medium=Macro&utm_campaign=S01&utm_content=2022-03-04
https://www.techrepublic.com/article/log4shell-still-out-there-still-dangerous-and-how-to-protect-your-systems/
https://blog.barracuda.com/2022/03/02/threat-spotlight-attacks-on-log4shell-vulnerabilities/
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https://www.techrepublic.com/article/sql-injection-attacks-a-cheat-sheet-for-business-pros/
https://logging.apache.org/log4j/2.x/
https://logging.apache.org/log4j/2.x/
https://www.techrepublic.com/article/check-for-log4j-vulnerabilities-with-this-simple-to-use-script/
https://www.techrepublic.com/article/how-to-protect-yourself-from-the-log4j-security-vulnerability/
https://www.techrepublic.com/article/how-to-protect-yourself-from-the-log4j-security-vulnerability/
https://www.itgovernance.co.uk/blog/list-of-data-breaches-and-cyber-attacks-in-february-2022-5-1-million-records-breached?utm_source=Email&utm_medium=Macro&utm_campaign=S01&utm_content=2022-03-04
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Security Challenges Hampering Organisations In Achieving 
Their Security Objectives 

Arctic Wolf published a report, providing insight into the current and future 
state of cybersecurity teams. 

Main Article 

Persistent weaknesses trump novel attack methods as top security concerns 

70% have existing latent threats 

81% rated vulnerabilities and unknown misconfigurations as the biggest security concerns within their 
environments 

50% say their security budget in 2022 is lacking in a way that will not let them achieve their security 
objectives 

30% with cyber insurance who were surveyed say their policy costs went up or were cancelled outright 
in 2021, while 35% currently operate without any form of cyber insurance. 

The Great Resignation widens the cybersecurity skills gap 

84% have not been able to fulfil their target headcounts regarding security staff 

76% say that their primary obstacle for achieving their cybersecurity objectives is either the struggle to 
hire staff or the lack of expertise within current staff 

44% do not have any staff members assigned to security as their fulltime or primary function. 

Cloud adoption is outpacing cloud security 

47% of all incidents investigated include at least one cloud component 

Only 19% dare using cloud security posture management (CSPM) as a way of securing their cloud 
resources 

22% currently have plans in place to add it to their security program. 

Action Points:  

Organisations that can rely on a mature security operations practice in 2022 will find themselves more 
secure, more resilient, and better able to adapt to the multitude of internal and external risk factors. 

Continue to progress the pathway and take a risk-based approach to maturity prioritisation. 
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New Security Vulnerability Affects Thousands of GitLab 
Instances 

Tracked as CVE-2021-4191 (CVSS score: 5.3), the medium-severity flaw 
affects all versions of GitLab Community Edition and Enterprise Edition 

starting from 13.0 and all versions starting from 14.4 and prior to 14.8. 

Main Article 

A remote, unauthenticated attacker can use this vulnerability to collect registered GitLab usernames, 
names, and email addresses. 

Successful exploitation of the API information leak could permit malicious actors to enumerate and 
compile lists of legitimate usernames belonging to a target that can then be utilized as a steppingstone 
to conduct brute-force attacks. 

Besides CVE-2021-4191, the patch also addresses six other security flaws, one of which is a critical issue 
(CVE-2022-0735, CVSS score: 9.6) that enables an unauthorized attacker to siphon the runner 
registration tokens used to authenticate and authorize CI/CD jobs hosted on GitLab instances. 

Action Points:  

• If you use GitLab as part of your DevOps processes then ensure that it is kept up to date. 

 

 

Partner Event: Cyber Security Procurement 
Support Tool for Public Sector Suppliers 

Cyber Resilience - helping you meet the requirements of public sector tendering 

Cyber Security Procurement Support Tool for Suppliers 

Thursday 14 April 2022, 10.30am-12:00pm 

We have received this event notification from the cyber resilience unit which may be of interest for those 
of you considering using the Cyber Security Procurement Support Tool for Suppliers. The session should 
cover any questions you might have around use of the tool. (You may have to register for use of the tool 
here first https://cyberassessment.gov.scot/ ) 

Here is the invite link. https://www.sdpscotland.co.uk/events/cyber-resilience-helping-you-meet-the-
requirements-of-public-sector-tendering-1238/. 

• Learning Point: The Scottish public sector is being encouraged to ensure its suppliers have 
appropriate cyber security in place. In this climate of ever-increasing cyber threat, supply 
chains are often seen as an easy route to attack larger organisations.   
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100 Million Samsung Galaxy Phones Affected with Flawed 
Hardware Encryption Feature 

A group of academics from Tel Aviv University have disclosed details of 
now-patched "severe" design flaws affecting about 100 million Android-
based Samsung smartphones that could have resulted in the extraction of 

secret cryptographic keys. 

Main Article 

The shortcomings are the result of an analysis of the cryptographic design and implementation of 
Android's hardware-backed Keystore in Samsung's Galaxy S8, S9, S10, S20, and S21 flagship devices, 
researchers Alon Shakevsky, Eyal Ronen, and Avishai Wool said. 

Trusted Execution Environments (TEEs) are a secure zone that provide an isolated environment for the 
execution of Trusted Applications (TAs) to carry out security critical tasks to ensure confidentiality and 
integrity. 

Learning Points: Please remember, we also have to patch our mobile devices.  
 
Following responsible disclosure in May and July 2021, the issues were addressed via security updates 
shipped in August and October 2021 for the affected devices. The findings are expected to be 
presented at the USENIX Security Symposium later this August. 
 

 

Cyberattacks in Ukraine: New Worm-Spreading Data-Wiper 
With Ransomware Smokescreen 

Cybersecurity researchers tracking destructive data-wiping malware 
attacks in Ukraine are finding signs of new malware with worm-
spreading capabilities and what appears to be a rudimentary 

ransomware decoy. 

Main Article 

IOC's from CISA 

According to new research from Slovakian anti-malware company ESET, the cyberattacks began hours 
before Russia’s invasion of Ukraine on February 24 with DDoS attacks against Ukrainian government 
websites and quickly morphed into wiper attacks aimed at destroying data on computer networks. 

In all, ESET found the initial attacks leveraging three components: 

HermeticWiper makes a system inoperable by corrupting its data 

HermeticWizard spreads the data-wiper like a computer worm across a local network via WMI 
and SMB 

HermeticRansom adds a data-extortion ransomware component written in Go. 

Learning Points:  

• The U.S. government’s cybersecurity agency CISA has released indicators of compromise to 
help threat hunters look for signs of the data-wiping threats in computer networks. 

 

 

 
All the best from all of us at HEFESTIS and look out for our next Threatscape update next week.  

https://thehackernews.com/2022/02/100-million-samsung-galaxy-phones.html
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HEFESTIS Weekly Newsletter 
 
A very warm welcome from all of us at the CISO-Share Office. 
 
This week we cover the rising threat due to the Ukraine Crisis, the adoption of a "Just Culture", free 
tools and best practice. 
 
Please check the CiSP site, as always, for the latest updates on current incidents and 
countermeasures to protect your institution.  
Whilst you are there, why not drop into the CISO-Share user forum and discuss the latest topics and 
news. 
 
Our events, most of which are open to all, are up on the CSW2022 website - and can be accessed 
either through our SharePoint site or by following this link.  
https://events.cyberscotlandweek.com/events/?tribe_paged=1&tribe_event_display=list&tribe-bar-
date=2022-02-16&tribe-bar-search=hefestis  
    
And don't forget David will be joining the Holyrood Communications’ forthcoming Public Sector 
Cyber Security Scotland 2022 event.  David will be presenting on how we are all working together to 
address the cyber challenges facing the HE/FE community in Scotland.  
You can view the event’s full agenda here:  
https://events.holyrood.com/event/public-sector-cyber-security-scotland-2022/    
 
If you have any questions or comments, please feel free to contact us. 
 
Steve McIntosh 
M: 07904 908945 
E: smcintosh@hefestis.ac.uk   
 
David Robertson 
M: 07852 330122 
E: drobertson@hefestis.ac.uk   
 
Darren Clement 
M: 07442 859979 
E: dclement@hefestis.ac.uk 
 

 
Here are some of the week’s Cyber Security articles which caught the attention of CISO-Share. 
 
 

https://events.cyberscotlandweek.com/events/?tribe_paged=1&tribe_event_display=list&tribe-bar-date=2022-02-16&tribe-bar-search=hefestis
https://events.cyberscotlandweek.com/events/?tribe_paged=1&tribe_event_display=list&tribe-bar-date=2022-02-16&tribe-bar-search=hefestis
https://events.holyrood.com/event/public-sector-cyber-security-scotland-2022/
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Cyberwarfare Risks Continue as Ukraine Crisis 
Escalates 
https://securityboulevard.com/2022/02/cyberwarfare-risks-
continue-as-ukraine-crisis-escalates/ 
 
Cybersecurity experts continue to sound the alarm as Russia’s 
invasion of Ukraine intensifies and fears of global cyberwarfare 
that could have wide-ranging impacts on governments and 

organisations of all sizes grow. 
 
CISA published its Preparing for and Mitigating Foreign Influence Operations Targeting Critical 
Infrastructure advisory, which provided critical infrastructure owners and operators with guidance 
for identifying and mitigating the risks of influence operations that use mis-, dis-, and 
malinformation (MDM) narratives. 
 
Much of the immediate concern is focused on a flurry of malicious activity targeted at Ukrainian 
organizations prior to Russia's military action. This includes the deployment of a dangerous new disk-
wiping malware tool, crippling DDoS attacks, and a new malware framework from a Russian threat 
actor tied to the Russian General Staff Main Intelligence Directorate (GRU). 
 
Earlier this month, CISA urged US organisations to assume what it calls a "Shields Up" stance in 
preparation for cyberattacks by Russia-backed threat actors. 
 
Following Russia’s further violation of Ukraine’s territorial integrity, the National Cyber Security 
Centre has called on organisations in the UK to bolster their online defences. 
 
Action Point: 
While the NCSC is not aware of any current specific threats to UK, we need to be able to detect and 
investigate as quickly as possible to make sure that we aren’t used by Russia as part of their military 
exploits. 
 

• https://www.ncsc.gov.uk/news/organisations-urged-to-bolster-defences 
• https://www.darkreading.com/attacks-breaches/fears-rise-of-potential-russian-

cyberattacks-on-us-allies-over-sanctions 
 
 
 

How Instituting a 'Just Culture' Improves Security 
https://www.darkreading.com/edge-articles/how-instituting-a-
just-culture-improves-security 
 
Trust, accountability, and ongoing improvement serve as the 
foundation for just culture. The concept has its origins in 
the aviation industry, though it has caught on in healthcare and 
many other fields. 
 

Just culture isn't about eliminating responsibility. It also doesn't attempt to sugarcoat glitches and 
breakdowns. It emphasizes accountability by asking, "What went wrong?" rather than, "Who caused 
the problem?" 

https://securityboulevard.com/2022/02/cyberwarfare-risks-continue-as-ukraine-crisis-escalates/
https://securityboulevard.com/2022/02/cyberwarfare-risks-continue-as-ukraine-crisis-escalates/
https://www.cisa.gov/sites/default/files/publications/cisa_insight_mitigating_foreign_influence_508.pdf
https://www.cisa.gov/sites/default/files/publications/cisa_insight_mitigating_foreign_influence_508.pdf
https://www.darkreading.com/attacks-breaches/new-data-wiping-malware-discovered-on-systems-in-ukraine
https://www.darkreading.com/attacks-breaches/new-data-wiping-malware-discovered-on-systems-in-ukraine
https://www.darkreading.com/vulnerabilities-threats/cisa-warns-of-new-malware-framework-employed-by-infamous-sandworm-hacking-team
https://www.cisa.gov/shields-up
https://www.ncsc.gov.uk/news/organisations-urged-to-bolster-defences
https://www.darkreading.com/attacks-breaches/fears-rise-of-potential-russian-cyberattacks-on-us-allies-over-sanctions
https://www.darkreading.com/attacks-breaches/fears-rise-of-potential-russian-cyberattacks-on-us-allies-over-sanctions
https://www.darkreading.com/edge-articles/how-instituting-a-just-culture-improves-security
https://www.darkreading.com/edge-articles/how-instituting-a-just-culture-improves-security
https://en.wikipedia.org/wiki/Just_culture#:%7E:text=A%20just%20culture%20is%20the%20opposite%20of%20a%2cand%20help%20the%20organization%20to%20learn%20from%20mistakes.
https://www.aviation.govt.nz/about-us/what-we-do/operational-policies/just-culture-what-it-means-to-the-caa/
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC3776518/
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Within cybersecurity, for example, just culture might translate into rethinking software and 
workflows to avoid shadow IT, putting protocols such as strong identity and access management 
(IAM) and multifactor authentication (MFA) in place to avoid authentication failures, and adopting 
protocols such as 802.1x to better control and manage network access, including wireless devices. 
The success of a just culture initiative also hinges on the words and actions of the executive 
suite, there a need to establish formal reporting mechanisms, including the ability for people to 
remain anonymous. 
 
What makes just culture so powerful is that people feel free to point out errors and problems.  
 
Action Point: 
 
If not already in place introduce a no blame "Just Culture" at your organisation. 
 
 
 

Attackers use Microsoft Teams as launchpad for malware 
https://www.helpnetsecurity.com/2022/02/17/microsoft-teams-
malware/ 
 
Hackers are starting to realize that Microsoft Teams is a great means of 

spreading throughout an organization’s systems.  This specific attack involves attackers 
compromising an account and attaching .exe files to Teams chats. 
 
Scanning for malicious links and files is limited in Microsoft Teams, and many third-party security 
solutions are not that great when it comes to Teams-specific protection. 
 
In addition to this, while most employees have by now learned to second-guess identities in email, 
they still have an inherent trust in the identities on Teams. 

 
Action Point: 
 
Be aware of attack evolutions and ensure that the same security principles are applied to all 
communication services.   
 
 
 

AI-created faces now look so real, humans can't spot the 
difference 
https://www.theregister.com/2022/02/21/ai_created_faces_fool_humans/ 
 
Humans can no longer reliably tell the difference between a real human face and 
an image of a face generated by artificial intelligence, according to a pair of 
researchers. 

 
In one part of the study – published in the Proceedings of the National Academy of Sciences USA – 
humans identified fake images on just 48.2 per cent of occasions. 

https://www.helpnetsecurity.com/2022/02/17/microsoft-teams-malware/
https://www.helpnetsecurity.com/2022/02/17/microsoft-teams-malware/
https://www.theregister.com/2022/02/21/ai_created_faces_fool_humans/
https://www.pnas.org/content/119/8/e2120481119?fbclid=IwAR3Q-z0irdG4IuRuxJQYDA_xZ1amAsBF89dnfrE5PSEou7FloswFdBrW2EU
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The scientists said that while creating realistic faces is a success, it also creates potential problems 
such as non-consensual intimate imagery (often misnamed as "revenge porn"), fraud, and 
disinformation campaigns as nefarious use cases of fake images. Such activities, they wrote, have 
"serious implications for individuals, societies, and democracies." 
 
There are currently ongoing efforts to improve detection of deepfakes and similar media, such as 
building prototype software capable of detecting generated images. 
 
Action Point: 
 
The point where deepfakes can be used in more complicated and successful attacks is drawing 
nearer.  We need to be prepared to address any misinformation by ensuring that our 
communication channels are well defined and understood.  Build up awareness of these channels 
and ensure that they are well protected. 
 
 
 

Cybersecurity best practices for public and private 
organizations 
https://www.helpnetsecurity.com/2022/02/21/eu-
cybersecurity-best-practices/ 
 
The European Union Agency for Cybersecurity (ENISA) and 
CERT-EU published a joint set of cybersecurity best 

practices for public and private organizations in the EU. 
An analysis of the rise in major threats is made available in the Agency’s 2021 Annual Threat 
Landscape report. 
 

• Ransomware remains a prime threat, putting millions of organizations at risk. 
• Cybercriminals are increasingly motivated by the monetisation of their activities. 
• Attacks against critical infrastructure are rising exponentially and other economical sectors 

as well as society at large can be exposed. 
 
Action Point: 
We strongly encourage all organisations to adopt a minimum set of cybersecurity best practices. 
You can see the ENISA recommendations from the following links, review and see if there are any 
gaps highlighted in your current approach. 
 
 

FREE CYBERSECURITY SERVICES AND TOOLS 
https://www.cisa.gov/free-cybersecurity-services-and-tools 
 
As part of a continuing mission to reduce cybersecurity risk 
across U.S. critical infrastructure partners and state, local, 
tribal, and territorial governments, CISA has compiled a list of 

free cybersecurity tools and services to help organizations further advance their security 
capabilities. 
 

https://www.helpnetsecurity.com/2022/02/21/eu-cybersecurity-best-practices/
https://www.helpnetsecurity.com/2022/02/21/eu-cybersecurity-best-practices/
https://www.enisa.europa.eu/publications/enisa-threat-landscape-2021/%40%40download/fullReport
https://www.enisa.europa.eu/publications/enisa-threat-landscape-2021/%40%40download/fullReport
https://www.helpnetsecurity.com/2021/09/02/critical-infrastructure-attacks/
https://www.cisa.gov/free-cybersecurity-services-and-tools
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This living repository includes cybersecurity services provided by CISA, widely used open-source 
tools, and free tools and services offered by private and public sector organizations across the 
cybersecurity community. CISA will implement a process for organizations to submit additional free 
tools and services for inclusion on this list in the future. 
 
Action Point: All organizations should take certain foundational measures to implement a strong 
cybersecurity program 
 
 
 

Local Authority Sets Aside £380k for Cyber-Attack 
Recovery 
https://www.infosecurity-magazine.com/news/local-
authority-380k-cyber-recovery 
 
A local authority in the UK hit by suspected Russian actors 
has set aside £380,000 ($514,000) to remediate and recover 
from the incident, according to reports. 

 
Gloucester City Council discovered the breach back in December and warned at the time that it 
could take up to six months to fix as servers would need rebuilding. 
However, even the six-figure sum reserved to handle the fall-out of the incident may not be enough, 
councillors have admitted. 
 
Action Point:  
 
The Gloucester attack has been blamed on Russian attackers. Following a phishing email, “sleeper” 
malware was reportedly activated, although the end goal is still unclear. 
 
 
 
 
HEFESTIS Cyber Scotland Week 2022 
HEFESTIS are involved in and hosting a number of sessions over the Cyber Scotland Week 2022.  The 
details of these sessions are below, along with the registration links for each of them.  There will be a 
Q&A section at the end of each of the talks. 
 
Cyber Resilience in a Post-Pandemic Public Sector 
Tuesday 1st March 2022 
10:00-11:15 
Public Sector Cyber Security Scotland 2022 event 
 
Speakers 
David Robertson, CISO-Share 
Description 
This will involve a 15-minute presentation alongside two other speakers including Ivan McKee, 
Minister for Business, Trade, Tourism and Enterprise at the Scottish Government, as well as a 
collective Q&A. 

https://www.infosecurity-magazine.com/news/local-authority-380k-cyber-recovery
https://www.infosecurity-magazine.com/news/local-authority-380k-cyber-recovery
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https://events.holyrood.com/event/public-sector-cyber-security-scotland-2022/ 
 
Cyber-attack identification and response 
Thursday 3rd March 2022  
13:00-14:30 
Open to all 
 
Speakers 
Jacqueline Gillanders, DPO-Share 
Steven McIntosh, CISO-Share 
David Robertson, CISO-Share 
 
Description 
This session has 3 talks. 
The first from the HEFESTIS CISO Share Office and the Data Protection Office explains how to identify 
when you have been attacked. 
The second also from the HEFESTIS CISO Share Office and the Data Protection Office then continues 
this discussion on how best to respond to an attack. 
The third promotes the power of community and the benefits that come from a collaborative and 
collective approach. 
Registration Link 
https://teams.microsoft.com/registration/8J1YcZ1aLEiqfmGouScI7Q,PNe_g4syvUyZBpgWBbIHMg,je
hmZFfy8EW-QpIH5gy-
pw,8sC8TQIqIkiuGQPl6dfxpA,kGQG3iRNMkykqJdgjQAfpQ,9znfHhSfZ0eEnB53hDh7ag?mode=read&t
enantId=71589df0-5a9d-482c-aa7e-61a8b92708ed 
 
A Members experience of a major incident 
Thursday 3rd March 2022 
14:45-15:15 
Closed Member Session 
 
Description 
We are extremely pleased and very grateful for the opportunity to hear and learn from one of our 
members of their experiences in dealing with an organisational major incident.  
This is a member only session. 
 
Registration Link 
https://teams.microsoft.com/registration/8J1YcZ1aLEiqfmGouScI7Q,PNe_g4syvUyZBpgWBbIHMg,je
hmZFfy8EW-QpIH5gy-
pw,7FMckrEt1EmkSgvNHoqYxA,kX61y2yHSUqJ71Fn_N8BfQ,WGoTOpkNCEmNN8zxTCwMXQ?mode=
read&tenantId=71589df0-5a9d-482c-aa7e-61a8b92708ed 
 
Organisational Approach to Cyber Security 
Thursday 3rd March 2022  
15:30-16:30 
Open to all 
 

https://events.holyrood.com/event/public-sector-cyber-security-scotland-2022/
https://teams.microsoft.com/registration/8J1YcZ1aLEiqfmGouScI7Q,PNe_g4syvUyZBpgWBbIHMg,jehmZFfy8EW-QpIH5gy-pw,8sC8TQIqIkiuGQPl6dfxpA,kGQG3iRNMkykqJdgjQAfpQ,9znfHhSfZ0eEnB53hDh7ag?mode=read&tenantId=71589df0-5a9d-482c-aa7e-61a8b92708ed
https://teams.microsoft.com/registration/8J1YcZ1aLEiqfmGouScI7Q,PNe_g4syvUyZBpgWBbIHMg,jehmZFfy8EW-QpIH5gy-pw,8sC8TQIqIkiuGQPl6dfxpA,kGQG3iRNMkykqJdgjQAfpQ,9znfHhSfZ0eEnB53hDh7ag?mode=read&tenantId=71589df0-5a9d-482c-aa7e-61a8b92708ed
https://teams.microsoft.com/registration/8J1YcZ1aLEiqfmGouScI7Q,PNe_g4syvUyZBpgWBbIHMg,jehmZFfy8EW-QpIH5gy-pw,8sC8TQIqIkiuGQPl6dfxpA,kGQG3iRNMkykqJdgjQAfpQ,9znfHhSfZ0eEnB53hDh7ag?mode=read&tenantId=71589df0-5a9d-482c-aa7e-61a8b92708ed
https://teams.microsoft.com/registration/8J1YcZ1aLEiqfmGouScI7Q,PNe_g4syvUyZBpgWBbIHMg,jehmZFfy8EW-QpIH5gy-pw,8sC8TQIqIkiuGQPl6dfxpA,kGQG3iRNMkykqJdgjQAfpQ,9znfHhSfZ0eEnB53hDh7ag?mode=read&tenantId=71589df0-5a9d-482c-aa7e-61a8b92708ed
https://teams.microsoft.com/registration/8J1YcZ1aLEiqfmGouScI7Q%2cPNe_g4syvUyZBpgWBbIHMg%2cjehmZFfy8EW-QpIH5gy-pw%2c7FMckrEt1EmkSgvNHoqYxA%2ckX61y2yHSUqJ71Fn_N8BfQ%2cWGoTOpkNCEmNN8zxTCwMXQ?mode=read&tenantId=71589df0-5a9d-482c-aa7e-61a8b92708ed
https://teams.microsoft.com/registration/8J1YcZ1aLEiqfmGouScI7Q%2cPNe_g4syvUyZBpgWBbIHMg%2cjehmZFfy8EW-QpIH5gy-pw%2c7FMckrEt1EmkSgvNHoqYxA%2ckX61y2yHSUqJ71Fn_N8BfQ%2cWGoTOpkNCEmNN8zxTCwMXQ?mode=read&tenantId=71589df0-5a9d-482c-aa7e-61a8b92708ed
https://teams.microsoft.com/registration/8J1YcZ1aLEiqfmGouScI7Q%2cPNe_g4syvUyZBpgWBbIHMg%2cjehmZFfy8EW-QpIH5gy-pw%2c7FMckrEt1EmkSgvNHoqYxA%2ckX61y2yHSUqJ71Fn_N8BfQ%2cWGoTOpkNCEmNN8zxTCwMXQ?mode=read&tenantId=71589df0-5a9d-482c-aa7e-61a8b92708ed
https://teams.microsoft.com/registration/8J1YcZ1aLEiqfmGouScI7Q%2cPNe_g4syvUyZBpgWBbIHMg%2cjehmZFfy8EW-QpIH5gy-pw%2c7FMckrEt1EmkSgvNHoqYxA%2ckX61y2yHSUqJ71Fn_N8BfQ%2cWGoTOpkNCEmNN8zxTCwMXQ?mode=read&tenantId=71589df0-5a9d-482c-aa7e-61a8b92708ed
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Speakers 
Steven McIntosh, CISO-Share 
David Robertson, CISO-Share 
 
Description 
This session is split into 2 HEFESTIS talks. 
 
The first explains what HEFESTIS have learned about organisational security structures from their 
experience working across the HE/FE sector in Scotland. 
 
The second gives an overview of the HEFESTIS cyber approach which has been developed to meet 
the needs of HEFESTIS member organisations and systematically progress their cyber maturity and 
risk management practices. 
 
Registration Link 
https://teams.microsoft.com/registration/8J1YcZ1aLEiqfmGouScI7Q,PNe_g4syvUyZBpgWBbIHMg,je
hmZFfy8EW-QpIH5gy-
pw,aMBfDcA56UG3QLFTGguuPQ,2VjsS5ABPEyndOn70kjvnQ,glSugdDg8UCUsRCOyres3g?mode=read
&tenantId=71589df0-5a9d-482c-aa7e-61a8b92708ed 
 
High threat areas 
Friday 4th March 2022 
13:00-14:30 
Open to all 
 
Speakers 
James Nock, DPO-Share 
Steven McIntosh, CISO-Share 
Donald MacLean, DPO-Share 
David Robertson, CISO-Share 
 
Description 
Fridays HEFESTIS session has 3 talks. 
The first from the HEFESTIS CISO Share Office and the Data Protection Office explores supplier 
security. 
The second talks about the steps that organisation can take to prepare for a ransomware attack. 
The third looks at horizon scanning of current trends, and likely developments short to medium 
term. 
 
Registration Link 
https://teams.microsoft.com/registration/8J1YcZ1aLEiqfmGouScI7Q,PNe_g4syvUyZBpgWBbIHMg,je
hmZFfy8EW-QpIH5gy-
pw,9DeqSYJz8kq852JJ9EUBdg,QlXWWFKiyEi5F9Zxj5EQfQ,MCfSbNN7NkuRyhTqhgf1-
A?mode=read&tenantId=71589df0-5a9d-482c-aa7e-61a8b92708ed 
 
  
 
All the best from all of us at HEFESTIS and look out for our next Threatscape update next week.  

https://teams.microsoft.com/registration/8J1YcZ1aLEiqfmGouScI7Q%2cPNe_g4syvUyZBpgWBbIHMg%2cjehmZFfy8EW-QpIH5gy-pw%2caMBfDcA56UG3QLFTGguuPQ%2c2VjsS5ABPEyndOn70kjvnQ%2cglSugdDg8UCUsRCOyres3g?mode=read&tenantId=71589df0-5a9d-482c-aa7e-61a8b92708ed
https://teams.microsoft.com/registration/8J1YcZ1aLEiqfmGouScI7Q%2cPNe_g4syvUyZBpgWBbIHMg%2cjehmZFfy8EW-QpIH5gy-pw%2caMBfDcA56UG3QLFTGguuPQ%2c2VjsS5ABPEyndOn70kjvnQ%2cglSugdDg8UCUsRCOyres3g?mode=read&tenantId=71589df0-5a9d-482c-aa7e-61a8b92708ed
https://teams.microsoft.com/registration/8J1YcZ1aLEiqfmGouScI7Q%2cPNe_g4syvUyZBpgWBbIHMg%2cjehmZFfy8EW-QpIH5gy-pw%2caMBfDcA56UG3QLFTGguuPQ%2c2VjsS5ABPEyndOn70kjvnQ%2cglSugdDg8UCUsRCOyres3g?mode=read&tenantId=71589df0-5a9d-482c-aa7e-61a8b92708ed
https://teams.microsoft.com/registration/8J1YcZ1aLEiqfmGouScI7Q%2cPNe_g4syvUyZBpgWBbIHMg%2cjehmZFfy8EW-QpIH5gy-pw%2caMBfDcA56UG3QLFTGguuPQ%2c2VjsS5ABPEyndOn70kjvnQ%2cglSugdDg8UCUsRCOyres3g?mode=read&tenantId=71589df0-5a9d-482c-aa7e-61a8b92708ed
https://teams.microsoft.com/registration/8J1YcZ1aLEiqfmGouScI7Q%2cPNe_g4syvUyZBpgWBbIHMg%2cjehmZFfy8EW-QpIH5gy-pw%2c9DeqSYJz8kq852JJ9EUBdg%2cQlXWWFKiyEi5F9Zxj5EQfQ%2cMCfSbNN7NkuRyhTqhgf1-A?mode=read&tenantId=71589df0-5a9d-482c-aa7e-61a8b92708ed
https://teams.microsoft.com/registration/8J1YcZ1aLEiqfmGouScI7Q%2cPNe_g4syvUyZBpgWBbIHMg%2cjehmZFfy8EW-QpIH5gy-pw%2c9DeqSYJz8kq852JJ9EUBdg%2cQlXWWFKiyEi5F9Zxj5EQfQ%2cMCfSbNN7NkuRyhTqhgf1-A?mode=read&tenantId=71589df0-5a9d-482c-aa7e-61a8b92708ed
https://teams.microsoft.com/registration/8J1YcZ1aLEiqfmGouScI7Q%2cPNe_g4syvUyZBpgWBbIHMg%2cjehmZFfy8EW-QpIH5gy-pw%2c9DeqSYJz8kq852JJ9EUBdg%2cQlXWWFKiyEi5F9Zxj5EQfQ%2cMCfSbNN7NkuRyhTqhgf1-A?mode=read&tenantId=71589df0-5a9d-482c-aa7e-61a8b92708ed
https://teams.microsoft.com/registration/8J1YcZ1aLEiqfmGouScI7Q%2cPNe_g4syvUyZBpgWBbIHMg%2cjehmZFfy8EW-QpIH5gy-pw%2c9DeqSYJz8kq852JJ9EUBdg%2cQlXWWFKiyEi5F9Zxj5EQfQ%2cMCfSbNN7NkuRyhTqhgf1-A?mode=read&tenantId=71589df0-5a9d-482c-aa7e-61a8b92708ed
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HEFESTIS Weekly Newsletter 

Good morning and a very warm welcome to all of you from all of us at the Ciso Share Office. 

Positive news again as no significant breaches are reported over January 2022 from the HE/FE 
sector in Scotland. 

This week we cover the latest Microsoft security patching, with some vulnerabilities already identified. 
We not only look back at 2021 but also forward to trends in 2022. 

Please check the CiSP site, as always, for the latest updates on current incidents and countermeasures to 
protect your institution.  

Whilst you are here, why not drop into the CISO-Share user forum and discuss the latest topics and news. 
Log into CiSP and head for the HEFESTIS CISO Share group. If any members do not have access yet, just 
click the following link and ask to join, we will let you in as soon as we can.  

https://share.cisp.org.uk/groups/hefestis-ciso-share  

Front and centre, Cyber Scotland week is getting closer, with the usual mix of interesting and informative 
sessions from across the public sector - including our good selves. Hope you can join in. 

Here are a few of the articles which caught the attention of the CISO-Share team this week. 

 
 

Cyber Scotland Week 28th February - 6th 
March 2022 

This year's theme is "Learning for life online." 

Keeping everyone cyber aware and resilient. 

Main Website 

As always, a good idea to keep this event in the diary and attend the events which interest or have 
value for you.  

This year HEFESTIS will be hosting a number of events presented by the CISO-Share Office collaborating 
with our DPO-share service to bring a wider view of cyber-security to the event. 

Sessions are planned on Monday 28th February plus Thursday 3rd and Friday 4th March. The details 
of each event covering different topical themes will be published here first so watch this space! 

There is also an exciting opportunity to join the Holyrood Communications’ forthcoming Public Sector 
Cyber Security Scotland 2022 event which is part of the conference. The event is taking place in-
person in central Edinburgh on 1st March, 2022. David from CISO Share will be speaking at the opening 
session entitled Cyber Resilience in a Post-Pandemic Public Sector taking place from 10:00 to 11:15. 

This will involve a 15-minute presentation alongside two other speakers including Ivan McKee, Minister 
for Business, Trade, Tourism and Enterprise at the Scottish Government, as well as a collective Q&A. 

Looking forward to a great conference this year. Hope you can join us. 

Action Point: Check the events calendar and reserve time in your diaries now. 
 

  

https://share.cisp.org.uk/groups/hefestis-ciso-share
https://cyberscotlandweek.com/
https://cyberscotlandweek.com/
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List of data breaches and cyber attacks 
in January 2022 – 66 million records 
breached 

If there was any belief that 2022 would see a 
sudden improvement in the cyber security 
landscape, our first list data breaches and cyber 
attacks of the year should end that hope. 

IT Governance discovered 95 security incidents in 
January, resulting in 65,984,648 compromised 
records. 

You can find the full list of data breaches within 
the Main Article with incidents affecting UK 
organisations listed in bold.  

Action Points:  
Meanwhile, you might also be interested in the IT Governance 2021 data breach infographic, which 
summarises the information from 12 monthly reports and reviews the year’s key statistics. 

 

 

Phishing Links In LinkedIn 

Phishers can take advantage of a marketing 
feature which lets them create a LinkedIn.com link 
that bounces your browser to other websites, such 
as phishing pages that mimic top online brands 
(but chiefly Linkedin’s parent firm Microsoft).  This 
is not new with the issue first being highlighted in 
2016. 

Main Article 

A recent phishing site that abused LinkedIn’s marketing redirect. Image: Urlscan.io. 

Malicious or phishing emails that leverage LinkedIn’s Slinks are unlikely to be blocked by anti-spam or 
anti-malware filters, because LinkedIn is widely considered a trusted domain, and the redirect obscures 
the link’s ultimate destination. 

Action Points:  

• Advice to avoid phishing scams i.e., avoid clicking on links that arrive unbidden in emails, text 
messages and other mediums should be communicated to users. Most phishing scams warn of dire 
consequences should the recipient fail to respond or act quickly. 

• Users should know how to report suspicious emails or if they have fallen victim to one. 

 

 

  

https://www.itgovernance.co.uk/blog/list-of-data-breaches-and-cyber-attacks-in-january-2022-66-million-records-breached?utm_source=Email&utm_medium=Macro&utm_campaign=S01&utm_content=2022-02-04
https://www.itgovernance.co.uk/infographics/list-of-data-breaches-in-2021
https://krebsonsecurity.com/2022/02/how-phishers-are-slinking-their-links-into-linkedin/
https://www.itgovernance.co.uk/blog/list-of-data-breaches-and-cyber-attacks-in-january-2022-66-million-records-breached?utm_source=Email&utm_medium=Macro&utm_campaign=S01&utm_content=2022-02-04
https://krebsonsecurity.com/2022/02/how-phishers-are-slinking-their-links-into-linkedin/
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UK organisations have experienced a 62% increase in 
cyber threats since 2020 

Since the early days of the pandemic, experts warned that cyber criminals 
would thrive on new vulnerabilities and unfamiliar working conditions. 
However, few would have expected just how severe the threat would be. 

Main Article 

A Software Advice report has found that 62% of UK-based SMEs experienced an increase in cyber 
threats in the last two years. 

Cyber attackers were most likely to target organisations with phishing emails, with 57% of incidents 
involving scam messages. Malware was another common threat and was found in 54% of cyber attacks. 

• Learning Point: According to the study, 48% of executive managers said that employees 
had received no cyber security training in the last two years. Meanwhile, 32% said they 
didn’t have a cyber security programme within their organisation and only half of 
organisations have a formal cyber security incident response plan.  

 

Forensics as a Service (FaaS) 

Digital forensics is a discipline that deals with the collection and 
analysis of systemic data and evidence after an incident or data breach 
has occurred in an organisation.  The rapid adoption of Cloud 
Computing and remote working environment due to the pandemic has 
given rise to Forensics as A Service (FAAS).   

Main Article 

Many Cloud vendors have policies that state that they are not willing to provide file logs to subscribers. 
Additionally, cloud services can host a victim’s data across multiple data centres, countries, and 
jurisdictions, which further adds to the complexity of challenges faced by investigators.  

A typical FAAS involves the below steps:  

• Initial Assessment 

• Digital Evidence Acquisition & Recovery 

• Forensic Examination and Analysis 

• Forensics Reporting 

Learning Points:  
Consider how you would perform forensic investigations, including cloud based forensics, either internally 
or whether an external company would be necessary.  Investigate these options and include them in 
incident response plans. 

 

  

https://www.itgovernance.co.uk/blog/uk-organisations-have-experienced-a-62-increase-in-cyber-threats-since-2020?utm_source=Email&utm_medium=Macro&utm_campaign=S01&utm_content=2022-01-28
https://www.softwareadvice.co.uk/blog/2395/cybersecurity-uk-smes
https://cisomag.eccouncil.org/a-beginners-guide-to-forensics-as-a-service-faas/
https://www.itgovernance.co.uk/blog/uk-organisations-have-experienced-a-62-increase-in-cyber-threats-since-2020?utm_source=Email&utm_medium=Macro&utm_campaign=S01&utm_content=2022-01-28
https://cisomag.eccouncil.org/a-beginners-guide-to-forensics-as-a-service-faas/
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Kaspersky stopped more than 30,000 attempts to use the 
Log4Shell exploit in January 

The critical remote code execution vulnerability in Apache's Log4j utility 
continues to be a popular tactic for cybercriminals. Consider this yet 
another plea to patch your systems. 

Main Article 

Cybersecurity company Kaspersky said it logged and blocked 30,562 attempts by hackers to use the 
Log4Shell exploit that was discovered in December 2021. While that marks a decline from when it was 
first reported, Kaspersky warns that it’s here to stay as a new tool in cyber criminals’ arsenals. 

Learning Points:  
Since the announcement of Log4Shell in December, Kaspersky said its products detected and prevented 
154,098 attempts to scan and attack vulnerable devices, with most targets located in Russia, Brazil and 
the United States. 

 

New Samba Bug Allows Remote Attackers to Execute 
Arbitrary Code as Root 

Main Article 

Samba has issued software updates to address multiple security 
vulnerabilities that, if successfully exploited, could allow remote attackers to execute arbitrary code with 
the highest privileges on affected installations. 

CVE-2021-44142, rated 9.9 on the CVSS scale, impacts all versions of Samba before 4.13.17 and 
concerns an out-of-bounds heap read/write vulnerability in the VFS module "vfs_fruit" that provides 
compatibility with Apple SMB clients. 

The flaw also affects widely used Linux distributions such as Red Hat, SUSE Linux, and Ubuntu. 

Action Points:  

• Samba administrators are recommended to upgrade to these releases or apply the patch as 
soon as possible to mitigate the defect and thwart any potential attacks exploiting the 
vulnerability.   

 

  

https://www.techrepublic.com/article/kaspersky-stopped-more-than-30000-attempts-to-use-the-log4shell-exploit-in-january/
https://www.techrepublic.com/article/conti-ransomware-is-exploiting-the-log4shell-vulnerability-to-the-tune-of-millions/
https://thehackernews.com/2022/01/new-samba-bug-allows-remote-attackers.html
https://www.samba.org/samba/history/security.html
https://www.samba.org/samba/security/CVE-2021-44142.html
https://bugzilla.samba.org/show_bug.cgi?id=14914
https://cwe.mitre.org/data/definitions/787.html
https://www.samba.org/samba/docs/current/man-html/vfs_fruit.8.html
https://access.redhat.com/security/cve/CVE-2021-44142
https://www.techrepublic.com/article/kaspersky-stopped-more-than-30000-attempts-to-use-the-log4shell-exploit-in-january/
https://thehackernews.com/2022/01/new-samba-bug-allows-remote-attackers.html


 

HEFESTIS Limited, Registered Office: Unit 27, Stirling Business Centre, Wellgreen, Stirling FK8 2DZ 

Incorporated in Scotland SC603511   

THREATSCAPE 
4 February 2022 

 

 

Windows vulnerability with new public exploits lets you 
become admin 

Main Article  

A security researcher has publicly disclosed an exploit for a Windows local 
privilege elevation vulnerability that allows anyone to gain admin 

privileges in Windows 10. 

The vulnerability affects all supported versions of Windows 10 before the January 2022 Patch Tuesday 
updates. 

Multiple exploits were publicly released for CVE-2022-21882 that allow anyone to gain SYSTEM 
privileges on vulnerable Windows 10 devices. 

 

Many administrators chose to skip January 2022 updates due to the significant number of critical bugs 
introduced by the January 2022 updates, including reboots, L2TP VPN problems, inaccessible ReFS 
volumes, and Hyper-V issues the installation of these updates. 

Action Points:  

• If you have skipped or backed out of the Jan 2022 patches, look again at applying them and 
mitigating controls for these exploits.     

 

 
All the best from all of us at HEFESTIS and look out for our next Threatscape update next week.  
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CISO Share  

Threatscape Newsletter  
Good morning and a very warm welcome to all of you from all 

of us at the Ciso Share Office. 
Positive news again as no significant breaches are reported 

over January 2022 from the HE/FE sector in Scotland. 
This week we cover the latest Microsoft security patching, with 
some vulnerabilities already identified. We not only look back 

at 2021 but also forward to trends in 2022. 
Please check the CiSP site, as always, for the latest updates on 

current incidents and countermeasures to protect your 
institution.  

Whilst you are here, why not drop into the CISO-Share user 
forum and discuss the latest topics and news. 

Front and centre, Cyber Scotland week is getting closer, with 
the usual mix of interesting and informative sessions from 

across the public sector - including our good selves. Hope you 
can join in. 

Here are a few of the articles which caught the attention of 
the CISO-Share team this week. 

If you have any questions or comments please feel free to 
contact us. 

 
Kind regards 

David 
 

David Robertson 
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Cyber Scotland Week 28th February - 
6th March 2022  
This year's theme is "Learning for life online." 
Keeping everyone cyber aware and resilient. Main 
Website As always, a good idea to keep this event 
in the diary and attend the events which interest 
or have value for you. This year HEFESTIS will be 
h…  
David Robertson 
2/4/2022 
2 views 

 

 

List of data breaches and cyber attacks 
in January 2022 – 66 million records 
breached  
If there was any belief that 2022 would see a 
sudden improvement in the cyber security 
landscape, our first list data breaches and cyber 
attacks of the year should end that hope. IT 
Governance discovered 95 security incidents in 
January, resulting i…  
David Robertson 
2/4/2022 
5 views 

 

 

UK organisations have experienced a 
62% increase in cyber threats since 2020  
Since the early days of the pandemic, experts 
warned that cyber criminals would thrive on new 
vulnerabilities and unfamiliar working conditions. 
However, few would have expected just how 
severe the threat would be. Main Article A 
Software Advice rep…  
David Robertson 
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2/3/2022 
2 views 

 

 

Forensics as a Service (FaaS)  
Digital forensics is a discipline that deals with the 
collection and analysis of systemic data and 
evidence after an incident or data breach has 
occurred in an organisation. The rapid adoption 
of Cloud Computing and remote working 
environment due t…  
Steve McIntosh 
2/4/2022 
4 views 

 

 

Phishing Links In LinkedIn  
Phishers can take advantage of a marketing 
feature which lets them create a LinkedIn.com link 
that bounces your browser to other websites, 
such as phishing pages that mimic top online 
brands (but chiefly Linkedin’s parent firm 
Microsoft). This is n…  
Steve McIntosh 
2/4/2022 
2 views 

 

 

Kaspersky stopped more than 30,000 
attempts to use the Log4Shell exploit in 
January  
The critical remote code execution vulnerability in 
Apache's Log4j utility continues to be a popular 
tactic for cybercriminals. Consider this yet another 
plea to patch your systems. Main Article 
Cybersecurity company Kaspersky said it logged 
and blo…  
David Robertson 
2/3/2022 
2 views 

 

 

New Samba Bug Allows Remote 
Attackers to Execute Arbitrary Code as 
Root  
Samba has issued software updates to address 
multiple security vulnerabilities that, if 
successfully exploited, could allow remote 
attackers to execute arbitrary code with the 
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highest privileges on affected installations. CVE-
2021-44142 , rated 9.9 …  
Steve McIntosh 
2/1/2022 
4 views 

 

 

Windows vulnerability with new public 
exploits lets you become admin  
A security researcher has publicly disclosed an 
exploit for a Windows local privilege elevation 
vulnerability that allows anyone to gain admin 
privileges in Windows 10. The vulnerability affects 
all supported versions of Windows 10 before the 
Januar…  
Steve McIntosh 
2/1/2022 
3 views 
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HEFESTIS Weekly Newsletter 
 

Good morning all and a warm welcome to this week’s Threatscape where we highlight the new NCSC 
NMAP scripting collaboration, a targeted phishing attack against a member, our new member space 
in CiSP and the UK Governments cyber strategy. 
 

 
Here are some of the week’s Cyber Security articles which caught the attention of CISO-Share. 
 

NCSC urge UK organisations to bolster their cyber security 
resilience 
https://www.ncsc.gov.uk/news/uk-organisations-encouraged-to-take-
action-around-ukraine-situation  

UK organisations are being urged to bolster their cyber security 
resilience in response to the malicious cyber incidents in and around Ukraine. 

While the NCSC is not aware of any current specific threats to UK organisations in relation to events 
in and around Ukraine, the guidance encourages organisations to follow actionable steps that 
reduce the risk of falling victim to an attack, including: 
 

• patching systems;  

• improving access controls and enabling multi-factor authentication;  

• implementing an effective incident response plan;  

• checking that backups and restore mechanisms are working;  

• ensuring that online defences are working as expected, and;  

• keeping up to date with the latest threat and mitigation information.  

 

Action Point: 

• Good recommendations for the best of times, more so now as there is concern around 
increased cyber activity attributed to Russia.  

 

 

 

https://www.ncsc.gov.uk/news/uk-organisations-encouraged-to-take-action-around-ukraine-situation
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NCSC Scanning Made Easy 
https://www.ncsc.gov.uk/blog-post/introducing-scanning-made-easy  

Scanning Made Easy (SME) is a joint project between the i100 and the 
NCSC to build a collection of NMAP Scripting Engine scripts, designed 
to help system owners and administrators find systems with specific 
vulnerabilities. 

SME scripts are written using the NMAP Scripting Engine (NSE). NMAP is an industry standard 
network mapping tool that has been in active development for over 20 years. 

The first SME script we're releasing scans for are Exim message transfer agent (MTA) remote code 
execution vulnerabilities (CVE-2020-28017 through CVE-2020-28026, also known as 21Nails). Visit 
Github to download/view the script. 

NMAP is one of my all time favourite security tools.  This collaboration and output of scripts will help 
us all to find and resolve vulnerabilities faster.  

Action Point: 

• Evaluate the usefulness of NMAP and the scripts to increase identification and resolution 
speed. 

• There are also development and submission guidelines so that any locally developed scripts 
can be shared.  

https://github.com/ukncsc/SME/blob/main/ncsc-scanning-made-easy-script-developer-
guidelines.md  

 

 
Member targeted phishing attack 
https://share.cisp.org.uk/thread/14779 

 

A member has reported receiving an extremely convincing targeted 
phishing attack.  The phishing email redirected the recipient to a login page to harvest 
credentials.  The malicious page had been constructed to look exactly like their real page with the 
links for help going to the institutions correct locations to further try and trick the victim. 

Thankfully there were no victims and the malicious phishing email and site was reported so that 
action could be taken. 

Action Point: 

• Awareness training on how to identify a phishing email will reduce the number of victims. 

• Having a simple, well known reporting procedure will allow swift action to take place on 
notification. 

https://www.ncsc.gov.uk/blog-post/introducing-scanning-made-easy
https://nmap.org/book/nse.html
https://nmap.org/
https://www.exim.org/
https://www.exim.org/static/doc/security/CVE-2020-qualys/21nails.txt
https://www.qualys.com/2021/05/04/21nails/21nails.txt
https://github.com/nccgroup/nmap-nse-vulnerability-scripts/blob/master/smtp-vuln-cve2020-28017-through-28026-21nails.nse
https://github.com/nccgroup/nmap-nse-vulnerability-scripts/blob/master/smtp-vuln-cve2020-28017-through-28026-21nails.nse
https://github.com/ukncsc/SME/blob/main/ncsc-scanning-made-easy-script-developer-guidelines.md
https://github.com/ukncsc/SME/blob/main/ncsc-scanning-made-easy-script-developer-guidelines.md
https://share.cisp.org.uk/thread/14779
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Implementing strong cybersecurity hygiene standards 
https://www.securitymagazine.com/articles/96985-
implementing-strong-cybersecurity-hygiene-standards  

Cyber hygiene is about making sure you have the fundamental 
security controls operating and that they are consistently applied 
across your environment. 

The core building blocks to cyber hygiene is knowing your estate and knowing your identities, 
this ultimately drives the controls you operate and provides a mechanism to understand how 
effective these controls are within your environment. 

Effective approaches to adopting strong cyber hygiene processes include: 

Secure Builds - Define secure build standards for the various platforms that your organization uses.  

Secure Endpoints: Any and all corporate devices should be secured with strong endpoint controls, 
advanced malware protection, encryption, least privilege, and security event logging. 

Authentication and Authorization: Standardize authentication and authorization, using strong 
authentication across the network and applications with MFA (Multi-Factor Authentication).  

Identity and Entitlement: It is important to understand the identities within your environment, who 
they are associated with and the entitlements they have. 

Action Point: 
 

• Ensure that there is continuous monitoring of controls and established measures to 
understand the effectiveness of controls.  

• Cyber hygiene practices need to be embedded throughout the organization to better protect 
your organization 

 

 

Malware resets Android devices after performing 
fraudulent wire transfers 
https://www.helpnetsecurity.com/2022/01/27/android-
malware-reset/ 

 

BRATA was a RAT targeting Android users to capture and send user’s screen output in real-time, log 
keystrokes, retrieve device information, turn off the screen to give the impression that it has been 
turned off, and more. 

https://www.securitymagazine.com/articles/96985-implementing-strong-cybersecurity-hygiene-standards
https://www.securitymagazine.com/articles/96985-implementing-strong-cybersecurity-hygiene-standards
https://www.helpnetsecurity.com/2022/01/27/android-malware-reset/
https://www.helpnetsecurity.com/2022/01/27/android-malware-reset/
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 This banking focused attack chain usually starts with a fake SMS containing a link to a website and 
tries to convince the victim to download an anti-spam app, which gives the attacker control of the 
device and access to the 2FA code sent by the bank. In some cases, the link redirects the victim to a 
phishing page that looks like the bank’s, and it is used to steal credentials and other relevant 
information. 

Once they have the data they are factory resetting the device.  This gives them time to empty out 
any accounts before the victim has time to recover and respond. 

Action Point: 

A particularly nasty attack, warn against the installation of applications out with the devices 
application stores, which are deemed to be whitelisted application for many frameworks.   

 

Major Linux PolicyKit security vulnerability uncovered: 
Pwnkit 
A serious memory corruption vulnerability in polkit (formerly 
PolicyKit) has finally been discovered after 12+ years. This program 
is found in essentially all modern Linux distributions. 

Main Article 

If it's not one thing, it's another. After one real Linux problem -- the heap overflow bug in the Linux 
kernel's fs/fs_context.c program -- is found and fixed, then a new security problem is discovered. 
This time security company Qualys has uncovered a truly dangerous memory corruption 
vulnerability in polkit's pkexec, CVE-2021-4034.  

Polkit, formerly known as PolicyKit, is a systemd SUID-root program. It's installed by default in every 
major Linux distribution. 

How dangerous is it? Very.  

This vulnerability is easy to exploit. And, with it, any ordinary user can gain full root privileges on a 
vulnerable computer by exploiting this vulnerability in its default configuration. As Qualys wrote in 
its brief description of the problem: "This vulnerability is an attacker's dream come true." 

Action Points:  

Apply a patch as quickly as possible from your Linux distributor. If no patches are available for your 
operating system, you can remove the SUID-bit from pkexec as a temporary mitigation. For example, 
this root-powered shell command will stop attacks: 

# chmod 0755 /usr/bin/pkexec 

Could you already have been attacked? It's possible. If there's been a sloppy attack on your system, 
see if there are traces in the logs. Typically this will be either "The value for the SHELL variable was 
not found in the /etc/shells file" or "The value for environment variable […] contains suspicious 
content."  

But a sophisticated attacker can make a PwnKit assault without leaving any traces in the logs. 

https://www.zdnet.com/article/major-linux-policykit-security-vulnerability-uncovered-pwnkit/?ftag=TRE49e8aa0&bhid=%7b$external_id%7d&mid=%7b$MESSAGE_ID%7d&cid=%7b$contact_id%7d&eh=%7b$CF_emailHash%7d
https://www.zdnet.com/article/nasty-linux-kernel-bug-found-and-fixed/
https://www.zdnet.com/article/nasty-linux-kernel-bug-found-and-fixed/
https://www.qualys.com/
https://blog.qualys.com/vulnerabilities-threat-research/2022/01/25/pwnkit-local-privilege-escalation-vulnerability-discovered-in-polkits-pkexec-cve-2021-4034
https://blog.qualys.com/vulnerabilities-threat-research/2022/01/25/pwnkit-local-privilege-escalation-vulnerability-discovered-in-polkits-pkexec-cve-2021-4034
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-4034
https://wiki.archlinux.org/title/Polkit
https://www.freedesktop.org/wiki/Software/systemd/
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Apple Patches 'Actively Exploited' iOS Security Flaw 
 

Apple late Wednesday pushed out an urgent iOS update with fixes for 11 
documented security flaws and warned that one of the vulnerabilities “may have 
been actively exploited.” 

Main Article 

In a barebones advisory, Apple acknowledged the zero-day took aim at a memory corruption issue in 
IOMobileFrameBuffer, an oft-targeted iOS kernel extension. 

Learning Points:  

As is customary the Cupertino, Calif. company did not share any details on the active exploitation or 
any indicators of compromise to help defenders hunt for signs of intrusion. 

In addition to the documented zero-day, the iOS 15.3 patch addresses dangerous code execution 
flaws in ColorSync, kernel, and the WebKit rendering engine. 

The update also covers privilege escalation, data leakage, and denial-of-service flaws in multiple iOS 
components.  

Separately, Apple pushed out a security update for macOS Catalina to fix multiple security issues and 
a Safari browser patch covering multiple WebKit security defects. 

 

 

Emotet Now Using Unconventional IP Address Formats to 
Evade Detection 
https://thehackernews.com/2022/01/emotet-now-using-
unconventional-ip.html  

Emotet-related attacks aim to trick users into enabling document macros and automate malware 
execution.   

In these spotted instances, once enabled, the macro invokes a URL:  

"h^tt^p^:/^/0xc12a24f5/cc.html" or  
"h^tt^p^:/^/0056.0151.0121.0114/c.html" 

This involves the use of hexadecimal and octal representations of the IP address 

Evasion techniques like these could be considered evidence of attackers continuing to innovate to 
thwart pattern-based detection solutions. 

 

https://www.securityweek.com/apple-patches-actively-exploited-ios-security-flaw
https://support.apple.com/en-us/HT213056
https://support.apple.com/en-us/HT213058
https://thehackernews.com/2022/01/emotet-now-using-unconventional-ip.html
https://thehackernews.com/2022/01/emotet-now-using-unconventional-ip.html
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 Action Point: 

Check to see if your pattern matching solutions can detect obfuscated IP addresses, if they do not 
investigate how this can be achieved. 

 

 

NEW - HEFESTIS CISO Share Members Forum on CiSP 
We are very pleased to announce that CiSP have given us our very own, 
secure HEFESTIS members area. 

Link to HEFESTIS CISO Share forum 

The link is also available from this Sharepoint site launched from the "Forum" tile on our main 
landing page. 

You must be a member of CiSP to access this forum which you can also find on the main web-site by 
searching for HEFESTIS CISO Share from the "places" area.  

Because the forum is restricted to members only, you will have to ask to join. 

The HEFESTIS CISO Share Forum is a secure area where members and the CISO Share team can post 
articles of interest, alerts, chat and incident information - in fact anything related to cyber security 
which will stay confidential to the HEFESTIS community at all times. 

It may be considered for use as an emergency channel should there be a significant communications 
outage - pre-registration for key incident responders and teams will facilitate immediate access to 
the forum should an incident occur. 

This is your area which we will support and develop in line with your feedback and suggestions. We 
look forward to some interesting interactions. 

Action Point:  

Why not join and start a conversation today? 

 

 

New macOS Malware 'DazzleSpy' Used in Hong Kong 
Attacks 
A recent campaign targeting individuals in Hong Kong has 
leveraged at least two pieces of malware designed to target 
macOS systems. 

Main Article 

Technical Info 

In November 2021, Google shared details about an attack where macOS malware was delivered to 
users in Hong Kong via compromised pro-democracy websites that served as watering holes. 

https://share.cisp.org.uk/groups/hefestis-ciso-share
https://www.securityweek.com/new-macos-malware-dazzlespy-used-hong-kong-attacks
https://www.jioforme.com/watering-hole-deploys-new-macos-malware-dazzlespy-in-asia/1104600/
https://www.securityweek.com/macos-zero-day-exploited-deliver-malware-users-hong-kong
https://www.securityweek.com/macos-zero-day-exploited-deliver-malware-users-hong-kong
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 According to Google, the attack, discovered in late August, was likely conducted by a well-resourced 
state-sponsored threat group. 

Action Point: The attackers leveraged both iOS and macOS exploits. The macOS exploit involved a 
WebKit remote code execution vulnerability patched by Apple in January 2021 (CVE-2021-1789) and 
a privilege escalation flaw that Apple patched in September, roughly one month after the attack was 
spotted by Google’s security researchers. 

 

 

UK Government Cyber Security Strategy for 2022-2030 
https://www.gov.uk/government/publications/government-cyber-security-
strategy-2022-to-2030  

The UK Government has released a Cyber Security Strategy for 2022-2030. 

The Cyber Security Strategy explains how the government will ensure that all public sector 
organisations will be resilient to cyber threats. 

The strategy’s vision is to ensure that core government functions are resilient to cyber attack, 
strengthening the UK as a sovereign nation and cementing its authority as a democratic and 
responsible cyber power. 

The contents are very similar to the Scottish Governments Cyber Resilience Framework, and 
devolved Governments have responsibility over this area with an agreement to collaborate.   

They have added staff recruitment, retention and development which is nice to see as that is a major 
issue at the moment. 

Action Point: 
Have a look at the strategy to see how it aligns, or can further benefit our own through adoption of 
any missing, relevant areas. 

 

 

Data of 7 Million OpenSubtitles Users Leaked After 
Hack Despite Site Paying Ransom 
 

OpenSubtitles Hack Shows Why Paying Ransom Offers No 
Guarantees  

Main Article 

Popular subtitles website OpenSubtitles on Tuesday admitted that its systems had been hacked after 
the details of nearly seven million user accounts were leaked, despite the site allegedly paying a 
ransom to avoid this situation. 

https://www.gov.uk/government/publications/government-cyber-security-strategy-2022-to-2030
https://www.gov.uk/government/publications/government-cyber-security-strategy-2022-to-2030
https://www.securityweek.com/data-7-million-opensubtitles-users-leaked-after-hack-despite-site-paying-ransom
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 Law enforcement and cybersecurity professionals have often advised against paying a ransom to 
cybercriminals as it encourages them to continue their malicious activities, and there is no guarantee 
that the attacker will hold up their end of the bargain. The OpenSubtitles hack is a perfect example 
of this. 

According to a forum post from OpenSubtitles’ administrator, the opensubtitles.org website was 
hacked by someone in August 2021. The attacker had exploited a series of vulnerabilities to obtain 
user data and then asked for an undisclosed amount of bitcoin in exchange for not making the hack 
public and deleting the data. 

Action Point:  

Never trust a ransomware extortion request - consider using our ransomware evaluation tools and 
guidance to support decision making on whether or not to pay any ransomware demand 

The Have I Been Pwned breach notification service has identified more than 6.7 million user records, 
including username, email, IP address, country, and unsalted MD5 password hash. 

 

Ransomware policy considerations 

 

Cyber Incident Risk Impact and Cost Benfit Assessment 5x5 

 

Ransomware Cost Benefit Matrix Guidance 5x5 

 

  

 
All the best from all of us at HEFESTIS and look out for our next Threatscape update next week.  

https://hefestis.sharepoint.com/sites/CISOShare/Shared%20Documents/Library/CISO-Share%20Tools/Ransomware%20policy%20considerations.docx?web=1
https://hefestis.sharepoint.com/sites/CISOShare/Shared%20Documents/Library/CISO-Share%20Tools/Ransomware%20policy%20considerations.docx?web=1
https://hefestis.sharepoint.com/sites/CISOShare/Shared%20Documents/Library/CISO-Share%20Tools/Ransomware%20policy%20considerations.docx?web=1
https://hefestis.sharepoint.com/sites/CISOShare/Shared%20Documents/Library/CISO-Share%20Tools/Cyber%20Incident%20Risk%20Impact%20and%20Cost%20Benfit%20Assessment%205x5.xlsx?web=1
https://hefestis.sharepoint.com/sites/CISOShare/Shared%20Documents/Library/CISO-Share%20Tools/Cyber%20Incident%20Risk%20Impact%20and%20Cost%20Benfit%20Assessment%205x5.xlsx?web=1
https://hefestis.sharepoint.com/sites/CISOShare/Shared%20Documents/Library/CISO-Share%20Tools/Cyber%20Incident%20Risk%20Impact%20and%20Cost%20Benfit%20Assessment%205x5.xlsx?web=1
https://hefestis.sharepoint.com/sites/CISOShare/Shared%20Documents/Library/CISO-Share%20Tools/Ransomware%20Cost%20Benefit%20Matrix%20Guidance%205x5.docx?web=1
https://hefestis.sharepoint.com/sites/CISOShare/Shared%20Documents/Library/CISO-Share%20Tools/Ransomware%20Cost%20Benefit%20Matrix%20Guidance%205x5.docx?web=1
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1. Introduction  
Microsoft Office 365 (O365) is now widely used across the HE/FE sector. For many institutions, roll-out 

began pre-covid, but there is no doubt that the pandemic has expedited the process and created the 

business case for ‘blended learning’ resulting in others following suit. 

With the use of Microsoft Teams – a relatively new platform - increasing, new functionality being 

introduced and different site set-up approaches, we are seeing some issues arising in the data protection 

space. This briefing note has been produced for our members to raise awareness of some of these issues 

the DPOs have identified so that they can consider these relative to their organisation to support 

compliance. Some of the issues identified will not be limited to the use of Microsoft Teams. 

 

2. Keep Teams private 
ISSUE: Microsoft Team sites are set-up as ‘public’ instead of ‘private’. This has resulted in students and/or 

staff running searches on college infrastructure, with ‘public’ Teams sites appearing in the search results, 

which (unhelpfully) provides some information from the site, resulting in a data security breach. Ensure 

adequate restrictions are in place to prevent unauthorized access or sharing of Microsoft Teams sites and 

content, and lock-down apps so that only those approved by your organisation can be used. 

CAUSE: Human error and inadequate restrictions applied. There is no option currently available to default 

sites to ‘private’ setting. Most of these breaches have occurred at colleges and organisations that do not 

manage their Teams sites centrally (i.e. IT Team). This also applied to restricting access and sharing of sites 

and app use. This increases the risk of breaches, as rather than a limited number of individuals following a 

procedure regularly, lots (100s) of staff will do this infrequently, as required. 

SOLUTION: Ensure all Teams sites are set as ‘private’ (preferably by default if this becomes possible). 

Manage Teams sites centrally e.g. via IT. Ensure regular audits are conducted to identify and remove 

inactive and redundant Teams sites. 

 

3. Be mindful of data retention   
ISSUE: Documents and data held in Microsoft Teams may prove problematic in relation to Subject Access 

Requests (SARs) if data can be retained indefinitely (think email retention and SARs). This has the potential 

to generate lengthy, resource intensive SARs responses. Chat logs can cause problems, not just due to 

indefinite retention of them but also the informal nature of chats. Personal data contained in chats can be 

disclosable as part of a SAR. 

CAUSE: No retention period set for Teams chat.  

SOLUTION: Consider implementing retention policies for Microsoft Teams chat logs e.g., of three months as 

a measure to limit the scope of any search to a reasonable level. Staff should be reminded that 

appropriate language and phraseology should be used, bearing in mind that what someone ‘chats’ about 

might be disclosable to the data subject. 

 

4. Be mindful of data minimisation 
ISSUE: Recording of Microsoft Teams information, including meetings, may prove problematic in SARs (how 

would you redact a Teams meeting as part of a SAR?). This has the potential to generate lengthy, resource 

intensive SARs responses.  



CAUSE: Processing of personal data unnecessarily. Just because technology allows for it, doesn’t mean you 

should.  

SOLUTION: Consider if you need to record Microsoft Teams meetings. Limit this to an absolute minimum, 

with tight retention periods so the data is used for the purpose for which it was collected and then deleted.  

 

5. Be aware of automatically generated Microsoft Teams email accounts 
ISSUE: When a Teams site is created an associated email account is created by default. These accounts are 

included in an organisation’s Global Address Book and individuals may send emails to them assuming they 

are managed accounts.  Teams site members may be unaware of these email accounts, and they may not 

be monitored for incoming mail. Additionally, all Teams site members can access the emails, and this may 

result in inappropriate access to personal data, particularly when there are members of a Team site who 

are external to the college (from another organisation).  

CAUSE: When a Teams or SharePoint site is created an email address for that site is automatically 

created. The email address is available in the Global Address Book for anyone to contact. 

SOLUTION: Advise that these email addresses should never be used to send a message containing 

personal data, as it will become public by default, on the relevant Teams timeline.  

 

6. Be mindful of disclosing names/email addresses using Microsoft Teams meeting requests  
ISSUE: Microsoft Teams exposes guest e-mail addresses by default, posing a privacy risk because of a 

data breach, where names are contained in email addresses, potentially exposing guests to unwanted 

communication from others.  

CAUSE: When an individual is invited to join a meeting their email address is visible to all members of the 

group. This can be a problem if the person is external to the organisation and/or using a personal email 

address. There is no fix to this problem yet. A short-term solution could be to advise individuals to create a 

separate email address for communication with this group if they do not want to share their current 

personal email address. Alternatively, the invite can be sent to an individual (i.e. the meeting organiser) 

and forwarded to the proposed attendees. 

Teams or SharePoint site is created an email address for that site is automatically created. The email 

address is available in the Global Address Book for anyone to contact. 

SOLUTION: HEFESTIS has written to Microsoft on behalf of members to raise this issue stating the 

administrator at least should be able to control this, easily and at a local level.  

 

7. Conclusion 
HEFESTIS Members should: 

- be aware of these known issues and mitigate the risks, 

- ensure staff are aware of these known issues and know how to mitigate the risks through Microsoft 

Teams guidance and training,  

- ensure appropriate policies, procedures and administration are in place to support staff in their 

use of Microsoft Teams. 
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