r Glasgow
Kelvin
College

Item 12
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Glasgow Kelvin College
Board of Management — 13 March 2023

Policies
(ICT Security Policy and Data Protection Policy)

Report by Director of Estates & Corporate Services and Director of Digital Services

1. Introduction

Members will be aware that the College has developed, in partnership with representatives of
its recognised Trade Unions, arange of ICT policies and procedures for Glasgow Kelvin College.
In accordance with the agreed Policy and Procedure Review Schedule, the ICT Acceptable
Use Policy (as per Agenda Item 21) and the ICT Security Policy have been shared for
consultation and duly revised.

The Data Protection Policy has been reviewed in detail by the external Data Protection Officer,
the Director of Estates and Corporate Services, the Director of Digital Services and the
Regulations and Compliance Manager.

The purpose of this report is to apprise members of the outcome to the review of these policies
and request approval from the Board of Management of the ICT Security Policy and the Data
Protection Policy.

2. ICT Security Policy

The ICT Security Policy contains no changes to report. In accordance with the Policy and
Procedure Review Schedule, the policy has been reviewed and a copy has been provided in
Appendix 1.

As per the Policy and Procedure Review Schedule, this policy was also reviewed by the
Finance and Resources Committee during their meeting held on 28 February 2023. No
changes were requested at this meeting and the policy was endorsed.

The revised Acceptable Use Policy was approved by the Finance and Resources Committee
as per the Policy and Procedure Review Schedule, this does not require Board approval.

3. Data Protection Policy
The Data Protection Policy has been quite extensively amended. The amendments are
contained with Appendix 2 with a clean copy of the Data Protection Policy also provided within

this Appendix.

As aforementioned, this policy has been reviewed by our Data Protection Officer and also by
SMT members with relevant changes being made as appropriate.
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10.

11.

Resource Implications

No resource implications are identified as a consequence of this report.

Impact on Students

No impact on students identified as a consequence of this report.

Equalities

No equality implications are identified as a consequence of this report. Updated Equality Impact
Assessments on both policies are available if requested.

Risk and Assurance

There are no risks identified as a consequence of this report. Risks are mitigated by having
relevant and appropriate policies in place.

Data Protection

There are no data protections issues as a consequence of this report. The College data is
further protected by ensuring relevant policies are in place that are routinely reviewed as per the
governance schedule; key staff members also keep a close check on any changing legislation
in order that amendments can be made and followed through as appropriate.

Environmental and Sustainability Impact

There are no direct environmental and sustainability impacts to consider.

Recommendations
Members are recommended to:

i)  note the content of this report and its Appendices;
i) approve the ICT Security Policy; and
i) approve the Data Protection Policy

Further Information

Further information on the content of this report can be obtained from Jason Quinn, Director
of Digital Services - jguinn@glasgowkelvin.ac.uk or Lisa Clark, Director of Estates and
Corporate Services — lisaclark@glasgowkelvin.ac.uk

March 2023
Lisa Clark and Jason Quinn
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DRAFT ICT Security Policy
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Document Control Information

Reviewed by Finance and Resources Committee: 28 February 2023
Date of Next Review: March 2026
Approved by the Board of Management: 16 March 2023 - TBC

The Board of Management (or any person/group with delegated authority from the Board)
reserves the right to amend this document at any time should the need arise following

consultation with employee representatives.
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Security Policy Framework

The security policy provides management direction and support for information security. It
is primarily directed at staff within the College who are service owners, system procurement
and general information services but more so ICT Services staff who are responsible for the
development and maintenance of ICT systems. The policy will guide the creation of
processes and procedures to minimise the risk of security breaches and events.

The Policy will be reviewed at least every three years and when required by modifications to
the regulatory frameworks or when, in the opinion of College management or the Board’s
Auditors there is any significant change in the structural, legislative or operational aspects
affecting the College.

2. Infrastructure, End User Computing & physical locations
2.1.Physical Security

To restrict physical access to authorised individuals, ensure that critical equipment is
available when required and to prevent important services from being disrupted by loss of, or
damage to, equipment or facilities.

2.1.1 Physical access to critical facilities, such as data centres, network and
telecommunication equipment should be restricted to authorised
personnel. Authorisation should be issued in accordance with a
documented process, be reviewed regularly and revoked promptly when no
longer required.

2111 Server Room Access
Access to server rooms will be controlled by a Building
Management System swipe entry locking system where only the
following groups of staff will have access:

Senior Management;

ICT staff;

Estates staff;

Health & Safety staff; and
Security staff.

Racks and cabinets that hold key servers and storage devices will
be locked at all times and the keys held by the ICT Department.

Switches and routers (or general networking equipment) will be
held within lockable cupboards or areas. They will only be
accessible by the staff groups listed above.

2.1.1.2 Staff areas
Where possible, (excluding areas such as public access,
reception, advice, etc) staff areas should be locked either
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2113

2114

with a key or an automatic door lock system when the last member
of staff leaves the area. This helps to physically secure ICT
equipment and any digital content on unlocked devices.

Classrooms and teaching areas

Classrooms (and similar rooms for teaching) will be secured by
lockable doors. If members of staff don’t have a master key to
access a room they should obtain the room key from Estates. Staff
should lock the rooms after they are finished with them and return
the key to Estates.

PCs in classrooms will only be secured with a physical lock if the
PCs are a high-value or they are deemed to have a higher risk of
theft (i.e. the location may have a history of break-ins).

Outreach PCs
All outreach PCs that are owned by the College should be secured

with a lockable device, thus protecting the device and its contents
from theft.

2.2.Network Connection

To prevent unauthorised users or devices from gaining access to information systems and

networks.

To ensure that the configuration of network devices is accurate and does not compromise
the security of the network.

2.2.1 All network connected devices must be authorised by the College’s ICT
department and be compliant to Cyber Essentials Plus standards.

2.2.2

2.2.3

Must meet the appropriate security standards to protect against the
compromise of confidentiality, integrity and availability of the information that
they process.

Network attached devices should be segregated appropriately where

necessary.

2.2.3.1

Network Segmentation

The College’s Local Area Network (LAN) is segmented into various
zones to provide a logical structure for systems, servers and
endpoint devices to be best secured.

Endpoint devices are either allowed or blocked from entering the
server/system zones to help secure systems and data. The table
below outlines broad rules that should be followed to secure the
network:
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Server Zone (where servers Endpoint Allowed Endpoint blocked rules
and systems are located) Rules

Open Access Zone (Contains ICT staff PCs, General There are no limitations — all

Moodle, File Staff PCs and Student endpoints can access this
Servers, Mail servers, etc.) PCs are allowed. zone without restrictions
Shielded Access Zone ICT staff PCs and General Student PC are blocked
(Contains Finance system, Staff PCs are allowed. from accessing this zone.

Student Records, HR, etc.)

Management Access Zone ICT staff PCs are General Staff PCs and
(Contains services that end allowed Student PCs are blocked
users will never need to from accessing this zone.

access such as Hosts,
Storage, network devices)

2.3.End User Computing

To ensure end user computing devices operate as intended and do not compromise the
security of computer installations or other environments.

2.3.1 All end user computing devices that connect to College services and access
College information/data must be actively managed by a competent authority
and at a minimum comply with the following policies:

e Firewall,

e Malware Protection,

e Patch Management,

e Service Password Management,
e Encryption; and,

e |dentity and Access Management.

2.3.2 System Settings and Updates

The College’s endpoint devices are configured to provide a further layer of security
while not impacting on the end-user experience. This provides a balance between
functionality and security.

Windows endpoint devices are configured with the following:

e End-users are not provided with administrator rights to the local
device,

o Staff devices will be configured to auto-lock after a period of time,

e Endpoint devices will be configured to download Operating System
updates automatically,

e 3rd party software will be updated as per the ‘Vulnerability
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Remediation Procedure’ which is reviewed every two years; and,

e Security patches will be applied as per the Cyber Essential Plus
patching standard.

2.4.Server Management

To ensure servers operate as intended and do not compromise the security of computer
installations or other environments.

2.4.1

242

243

Servers should be configured to prevent unauthorised access or updates and to

function as required.

The configuration should disable non-essential user accounts, applications,
communication services, protocols and restrict access to powerful utilities,

commands and system configuration settings to trusted individuals.

All servers must be actively managed by a competent authority and at a
minimum comply with the following policies:

Firewall,

Malware Protection,

Patch Management,

Service Password Management; and,
Identity and Access Management.

2.5.Mobile Devices

To ensure mobile devices do not compromise the security of information stored on them or
processed by them and prevent unauthorised access to information in the event they are

lost or stolen.

2.5.1

252

253

254

2.55

The College will protect information stored or processed via College owned
mobile devices and prevent unauthorised access when lost or stolen.

Documented configuration standards will be deployed through a
management system.

All mobile devices must use an appropriate access control mechanism (e.g.
password, pin, biometric) and have a lock out time set.

All mobile devices must be encrypted, be capable of being remotely wiped
and must be appropriately protected from malware.

To gain access to College systems users will require to:
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Possess a valid Active Directory username and password,
be a member of a relevant user group,

accept the terms of the ICT Acceptable Use Policy; and,
Using a College issued device.

The system and firewall allow ICT to track and report on the user’s internet use.
This is a requirement of using the JISC provided JANET internet connection.

2.5.6 Internet Access for Personal Mobile Devices
The College offers a wireless ‘on boarding system’ to Staff and Students. This
allows users to connect personal mobile devices to the College’s Wi-Fi network
and access Internet resources — most internal resources are blocked as the
device is not College owned and trusted.
3. Secure Configuration
3.1.Firewall

To prevent unauthorised network traffic from gaining access to networks or leaving networks.

3.1.1  The College will operate a default inbound deny policy on all firewall devices to
block unauthorised inbound connections.

3.1.2 Access to the management interface of the firewall will be appropriately
restricted to authorised personnel.

3.1.3 There will be a managed process for documenting the requests for firewall
changes.

3.1.4  All such requests must contain at a minimum the details of the requestor, the
changes required, duration and the business need for the firewall change.

3.1.5 Al firewall change requests will be subject to a review, security assessment
and must be approved by a competent authority.

3.1.6  To ensure existing firewall rules are appropriate, and in line with CE+, there will
be periodic reviews.

3.1.7  There will be a process where exceptions can be made due to a business need,
this should be approved by a member of the SMT/OMT team.

3.1.8 Incoming traffic is scanned for viruses, spyware, vulnerabilities and malicious
code unless it is encrypted or from a trusted source.

3.1.9 All internet user activity should be logged and identified using the
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3.1.10

College’s Active Directory system.

A Demilitarised Zone (DMZ) will be provisioned on the firewall as a ‘Best
Practice’ measure to serve internal web resources from the College to the
outside world.

3.2. Malware Protection

To protect the organisation against malware attacks and ensure malware infections can be
addressed within defined timescales.

3.2.1

3.2.2

3.2.3

3.24

3.2.5

3.2.6

3.2.7

The College will address the malware threat by installing anti-malware software
on all appropriate devices.

The anti-malware software will be kept up to date, with signature files updated
at least daily.

Files must be scanned upon download and access.

Web pages must be scanned when accessed through a web browser,
connections prevented to malicious websites.

There will be a documented process, including risk assessment when there is
a business need for exceptions.

The College will utilise sandboxing technology where it is appropriate to do so
and to minimise the risk of malicious files entering the organisation.

The College may mandate the use of application whitelisting where it is deemed
necessary.

3.3.Patch Management

To address technical system and software vulnerabilities quickly and effectively in order to
reduce the likelihood of vulnerabilities being exploited and serious business impact

arising.

3.3.1

3.3.2

3.3.3

To help in the identification of threats that may lead to an information security
incident, maintain the integrity of important security-related information and
support forensic investigations.

The College will protect the integrity of its information and systems by gathering
security logs to help identify threats and support investigations.

All systems will be assessed and configured to log appropriate security event
information (e.g. failed login attempts), and the logs should be protected
against unauthorised access and accidental or deliberate modification.
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3.3.4 Security logs should be analysed/reviewed regularly, and log retention
schedules are to be defined for each system.

3.4.Identity & Access Management

To ensure that only authorised individuals gain access to business applications, systems,
networks and computing devices, that individual accountability is assured and to provide
authorised users with access privileges that are sufficient to enable them to perform their
duties but do not permit them to exceed their authority.

3.4.1  The College will utilise an Identity and Access Management (IAM) system.
The following procedures outline the creation and decommissioning processes:

e Creating GKC Staff Accounts - Procedure
e Staff leaver - mail and file retention - Procedure

3.4.2 The IAM ensures that unique account credentials are approved and created in
a timely manner to allow access to information, services and locations
necessary for the roles function.

3.4.3 That access permissions are granted on a need only basis and removed when
no longer required.

3.4.4 That accounts are disabled or removed when no longer needed.

3.4.5 Standard user accounts are to be assigned by default, with a documented
approval process for administrative accounts.

3.4.6 Administrative accounts must be used for administrative activities only, the
Administrator Accounts Procedure outlines this.

3.4.7 Multi — Factor Authentication will be implemented for staff where there is an
elevated risk (i.e. Management and staff who process key data).

3.4.8 The above principles should also be adhered to when providing access to non-
ICT administered systems including:

Student Records Systems,
Timetabling system,

Finance systems; and,

Estates Building Access systems.

3.5.Password Service Management

To restrict access to business applications, systems, networks and computing
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devices to authorised users.
3.5.1 Allusers should adhere to the College’s ‘Password Change Procedure’.

3.5.2 All users should be authenticated using a unique username and password
before accessing College resources.

3.5.3 Password should never be requested in the form of clear text (e.g. via email,
http).

3.6.Encryption

To protect the confidentiality of sensitive information, preserve the integrity of critical
information and confirm the identity of the originator of transactions or communications
cryptographic solutions should be approved, documented and applied throughout the
organisation.

3.6.1  All mobile devices must be appropriately encrypted and use authorised
services to ensure the protection of information at rest and in transit.

3.6.2 Encryption technologies used must be managed to ensure that they remain
secure and have documented key management processes.

3.6.3 There will be a documented approval process, including risk assessment and
risk management process when there is a business need for an exception.

3.6.4 Due to the multi-user use of Student laptops and the decreased sensitivity of
data they access there is no benefit to encrypting learner devices.

4. Service Lifecycle
4.1. Asset Management

To help support risk-based decisions regarding hardware / software, reduce the risk of
information security being compromised by weaknesses in hardware / software, protect
assets against loss, support development of contracts and meet compliance requirements
for licensing.

4.1.1 To assist risk-based decisions, reduce risk of compromise by weaknesses in
hardware and software, protect assets against loss, meet compliance
requirements and inform contracts, all hardware and software should be
recorded in an accurate and up-to-date asset register.

4.1.2 There should be regular checks for discrepancies, and these should be
investigated and resolved.

10
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4.1.3 The asset register must be protected against unauthorised change and be
independently reviewed.

4.2. Configuration Management

To ensure that changes are applied correctly and do not compromise the security of business
applications, computer systems or networks.

4.2.1 Changes should be tested, reviewed and be part of a documented change
management process.

4.2.2 The change management process covers all types of change, such as
upgrades, changes to systems and networks, software or application and to
business information.

4.2.3 Any request for change must:

Be accepted by an authorised individual,

Approved by an appropriate business representative,
Tested; and,

Include a back-out plan.

4.2.4 Once the changes have been made the following must happen:

e Changes are communicated to relevant stakeholders,

e System documentation is updated to reflect changes,

e Changes are reviewed to ensure only changes that have been
authorised have taken place; and,

e System and information reviewed to ensure that security
classifications have not changed.

4.3.Service Development Lifecycle

4.3.1 To ensure that business applications (including those under development)
meet business and information security requirements. System development
activities should be performed in specialised development environments, which
are isolated from the live and testing environments, and protected against
unauthorised access.

4.3.2 Quality assurance of key security activities should be performed during the
system development lifecycle.

4.3.3 Information security requirements should be documented and agreed before
detailed design commences.

4.3.4 Information security requirements for systems under development should be
considered when designing systems.

11
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43.5

4.3.6

43.7

4.3.8

System build activities (including coding and package customisation) should be
carried out in accordance with industry good practice; performed by individuals
provided with adequate skills / tools; and inspected to identify unauthorised
modifications or changes.

Systems under development (including application software packages, system
software, hardware, communications and services) should be tested in a
dedicated testing area that simulates the live environment, before the system
is promoted to the live environment.

Systems under development should be subject to security testing, using arange
of attack types (including vulnerability assessments, penetration testing and
access control testing).

Rigorous criteria (including security requirements) should be met before new
systems are promoted into the live environment.

4.4.Disposal

To ensure the secure disposal of information assets and comply with legal, regulatory and
contractual obligations.

4.41

442

443

4.4.4

44.5

5. Detection

When Technology assets have reached the end of their useful life they should
be securely disposed.

Asset management processes must be updated with the final disposition of the
technology asset's media and hardware.

All storage mediums will be securely erased in accordance with current industry
best practices.

Approved third-party disposal service must render all data / information
unreadable and provide a certificate of destruction. These certificates must be
retained and asset registers updated with the locations of the certificates.

No computer equipment should be disposed of via skips, dumps, landfill etc.

5.1. Monitoring

To assess the performance of business applications, computer systems and networks,
reduce the likelihood of system overload and detect potential or actual malicious intrusions.

5.1.1

The College has regulatory and operational requirements to monitor activity
across its network and systems.

12
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5.1.2

5.1.3

5.1.6

5.2.Logging

Information relating to this monitoring (e.g. logs) should be retained long enough
to meet these requirements.

All monitoring activities must be authorised, and regularly performed to help
identify suspicious or unauthorised activity.

All personnel authorised to perform monitoring functions must do so in
accordance to the relevant ethics, procedures and safeguards.

Monitoring activities include scanning systems for known vulnerabilities, this
activity must be restricted to authorised individuals and the results presented
to the system owners.

Any misuse of ICT Systems or Equipment will be managed in line with the
Acceptable Use Policy and Disciplinary Policies and Procedures.

To help in the identification of threats that may lead to an information security incident,
maintain the integrity of important security-related information and support forensic
investigations.

5.21

522

5.2.3

The College will protect the integrity of its information and systems by gathering
security logs to help identify threats and support investigations.

All systems will be assessed and configured to log appropriate security event
information (e.g. failed login attempts), and the logs should be protected
against unauthorised access and accidental or deliberate modification.

Security logs should be analysed/reviewed regularly, and log retention
schedules will be defined in the College’s Document Retention policy.

6. Response & Recovery

6.1.Incident Response

To identify and resolve information security incidents quickly and effectively, minimise their
business impact and reduce the risk of similar incidents occurring.

The College’s Incident Response Procedure should be followed and will ensure the following

principles:

6.1.1

The College / College will identify, respond to and recover from security
incidents to minimise the business impact and reduce the risk of similar
incidents occurring.

13
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6.1.2

6.1.3

The incident response team is responsible for managing information security
incidents.

A review will take place after each incident to identify the root cause and
highlight any improvements that can be made to the process.

6.2. Business Continuity

To provide relevant individuals with a documented set of actions to perform in the event of a
disaster or emergency affecting business applications and technical infrastructure, enabling
critical business processes to be resumed within critical timescales.

6.2.1

6.2.2

6.2.3

6.2.4

The Business Continuity procedures should be followed with the following
principles adhered to: Business continuity plans should be documented for
each key service and provide a set of actions to perform when enacted.

Each plan should be prepared by or in conjunction with the service owner and
relate to likely scenarios.

Roles and responsibilities should be defined and documentation/training
available.

Business continuity plans should be reviewed and tested on a regular basis.

6.3. Disaster Recovery & Backups

To enable critical business processes to be resumed to an agreed level, within an agreed
time following a disruption, using alternative processing facilities.

The Disaster Recovery procedures should be followed with the following principles adhered

to:

6.3.1

6.3.2

6.3.3

6.3.4

6.3.5

Due to Virtual Machine technology a general documented backup and restore
procedure will be sufficient for Disaster Recovery and backups.

Critical business information and software require a backup schedule to ensure
restoration can occur within an agreed time.

Backups should be protected from loss, damage, unauthorised access and
subject to the same level of protection as the live information e.g. encrypted.

Backups should be regularly verified by successfully testing restoration.

Alternative facilities must be ready for immediate use.

14
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7. External Partnerships
7.1.Third party

To protect critical and sensitive information when being handled by external suppliers or when
being transmitted between the organisation and the supplier.

7.1.1  To protect College information when being transmitted between or handled by
an external third party, information security requirements need to be considered
at all stages of the relationship.

7.1.2  All third parties should be identified and recorded in a register which assigns a
business owner, security contact and is categorised High, Medium, Low in
terms of information security.

7.1.3 All third parties should agree a baseline of security arrangements for any
information held, and specialised controls put in place which meet business
and security needs as a result of a risk assessment.

7.1.4  Termination of third-party relationships should ensure the revocation of
physical and logical access, and the return or secure destruction of information
assets.

7.1.5 A Business Continuity Plan (BCP) may also be required depending on the
nature of the third-party service.

8. Remote access
8.1.VPN Access

A Virtual Private Network (VPN) is a service that is offered by the College for staff. This
allows staff on College owned laptops to connect to the College’s VPN service and access
most network resources from a remote location.

The VPN system is provided by an enterprise class security vendor and is secured with the
following:

e Enterprise standard SSL encryption,

e a proprietary application (i.e. standard Operating System clients will not work with the
system),

e network rules which only allow the user to access the network resource or server that
they require,

e Active Directory group membership — only members of the VPN security group will be
allowed to connect to the system; and,

e allrequests must be made through the ICT Helpdesk and approved by a relevant
authority.

15
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Introduction

The purpose of this document is to set out the College’s data protection policy.
This policy document provides the overarching framework within which the
College processes and manages personal data and-ensures—that-we-treat

and other operational functions. This policy ensure that we treat personal
information lawfully and in a way which complies with data protection law.

This policy applies to all:

e college users including past, present and prospective staff, students,
contractors and Board of Management members?, students, contractors,
partners and third parties acting on our behalf;

e all personal and special category ‘sensitive’ (for example health) data
collected, processed, created, stored and disclosed by the College
across all formats (including but not limited to physical paper documents,
photographs, CD’s/DVD'’s, electronically (for example websites and
emails) or other methods of sharing documents online including
SharePoint, cloud storage services and verbally in conversation or by
telephone (where recorded) of any age;

e all locations from which College personal data is accessed including
home or remote working use;

e transfer of data overseas;

e direct marketing; and

e security, including CCTV.

All college users must comply with this policy and the processes and procedures
which support it. College managers who have responsibility for data and
electronic systems must ensure that their team procedures and processes



comply with this policy. These managers are part of the College’s Privacy
Network.

Data Protection Policy Aims

Glasgow Kelvin College needs—te must collect and use certain types of

information about peeple-with-whom-it-deals—in—order its users to achieve its
aims and deliver its mission. Ihese—meh&ele—eu#eni—past—and—p#espeehve

We process personal information so we can perform our duties including:

e providing education, support and general advice services for our students
and facilities to our clients

promoting the college and our services

publishing the college news articles

maintaining our own accounts

supporting and managing our staff.

We also process CCTV to maintain the safety and security of college users,
premises and assets and for preventing, detecting and investigating criminal or
disciplinary offences.

All personal information is processed, stored, shared and destroyed in a
manner which is fully compliant with the data protection regulations law,
Fhis-applies-to-data regardless of the format or media on which it is
collected, processed and stored.

11t should be noted that Board members are also charity trustees and any reference to Board members in
College policy documents also refers to that role.



3. The College Data Protection Policy covers the following key

aspects: of data-management:

e The College will ensure that it complies with the Data Protection
Principles;

e The College will ensure that it has processes in place to enable
data subjects to exercise their rights in respect of their data;

e The College will put in place specific measures to protect any
special category data it holds;

e The College will ensure accountability for the processing of
personal data.

The College, as a data controller, is accountable for the data it collects,
processes, stores, shares and destroys and will only do this where necessary.
Particular care will be taken in respect of special category data, this is defined as
data concerning racial or ethnic origin, political opinions, religious or
philosophical beliefs, Trade Union membership or the processing of genetic
data, biometric data for the purpose of uniquely identifying a person, data
concerning health and data concerning a natural person’s sex life or sexual
orientation. Stricter security and access control measures shall be in operation in
respect of all such data sets.

4. Principles-of the DataProtection The Data Protection Principles

The College will seek to ensure data-is that all of its systems, processes and
procedures comply with the Data Protection Principles, specifically data will be:

1. processed lawfully, fairly and in a transparent manner in relation to
individuals;

2. collected for specified, explicit and legitimate purposes and not further
processed in a manner that is incompatible with those purposes; further

4



processing for archiving purposes in the public interest, scientific or
historical research purposes or statistical purposes shall not be considered
to be incompatible with the initial purposes;

adequate, relevant and limited to what is necessary in relation to the
purposes for which they are processed,

accurate and, where necessary, kept up to date; every reasonable step
must be taken to ensure that personal data that are inaccurate, having
regard to the purposes for which they are processed, are erased or
rectified without delay;

kept in a form which permits identification of data subjects for no longer
than is necessary for the purposes for which the personal data are
processed; personal data may be stored for longer periods insofar as the
personal data will be processed solely for archiving purposes in the public
interest, scientific or historical research purposes or statistical purposes
subject to implementation of the appropriate technical and organisational
measures required by the GDPR in order to safeguard the rights and
freedoms of individuals; and

processed in a manner that ensures appropriate security of the personal
data, including protection against unauthorised or unlawful processing
and against accidental loss, destruction or damage, using appropriate
technical or organisational measures.

Rights of the data subject

The College is also committed to ensuring that the rights of data subjects are fully
respected and that its systems and processes will enable data subjects to exercise
their rights which are embedded in law. Data subjects (individuals whose data is
being processed) have the following rights in respect of personal data the
College processes about them:

Data subjects (individuals) have the following rights in respect of the data the
College has which relates to them:

NN =

the right to be informed;

the right of access;

the right to rectification;

the right to erasure;

the right to restrict processing;
the right to data portability;
the right to object; and

the right not to be subject to automated decision making or profiling.



These rights, however, are not absolute. The College policy is that it will seek to
ensure that it has in place systems which enable data subjects to exercise their
rights and can appeal and complain about decisions made by the College in this
regard. The College will also ensure that there are appropriate measures in
place for children (under 13 years of age) and other individuals who are not able
to provide consent to data collection and processing themselves.

Control Measures

Glasgow Kelvin College will, through appropriate management structures,
systems and processes;

1. observe fully conditions regarding the fair collection and use of
information;

2. meet its legal obligations to specify the purpose for which information is
used;

3. collect and process appropriate information and only to the extent that it
is needed to fulfil operational needs or to comply with any legal
requirements;

4. ensure the quality of information used;
5. apply strict checks to determine the length of time information is held;
6. ensure that the rights of people about whom information is held are able to

be fully exercised under the Act;

7. take appropriate technical action and organisation security
measures to safeguard personal information;

8. ensure that personal information is not transferred without
permission and appropriate safeguards; and

9. ensure staff are trained in data protection.

Responsibility/lnformation Accountability

The College requires all staff to exercise responsibility, integrity and care in
handling and processing personal data. In particular, staff must treat all
personal data confidentially and must not share or disclose personal data to
external individuals or organisations unless it is permitted by the data subject,
is permitted by college processes and procedures or a member of the Strategic
Management Team.

The College will ensure that:

e all members of the Strategic Management Team are trained in data
protection;

e there are named individuals with specific responsibility for data protection
within the college (nominated persons: Vice Principal Operations and
Director of Corporate Services);

e there is a designated Data Protection Officer; and

e the CCTV system in use for security and crime prevention purposes
satisfies the Information Commissioners Office requirements.

Those who supervise data processing (members of the operational management
6



team and other College managers), have special obligations to ensure that they
have established procedures within their specific areas of responsibility which
are fully implemented and that staff are aware of their responsibilities which are
summarised below:

e everyone managing and handling personal information understands that
they are contractually responsible for following good data protection
practice, complying with College policies/procedures and the data
protection legislation;

e everyone managing and handling personal information is appropriately
trained to do so and appropriately supervised;

e paper files are kept appropriately secure and ICT security protocols and
procedures are followed fully by all staff;

e personal data is not shared outside the College without appropriate
consent and only where it is compliant with the Privacy Notice in place?

e systems will be configured in a way which enables them to enable
individuals to exercise their rights (as stated above);

e queries about handling personal information are promptly and courteously
dealt with;

e aregular review is made of the way personal information is managed;

e confidential paper records are securely disposed of within the terms of the
College’s data retention schedule;

¢ redundant ICT equipment is recycled using the services of a contractor
who santises all hard drives;

¢ College mobile devices can be remotely wiped;

e Staff laptops are encrypted;

e performance with handling personal information is regularly assessed and
evaluated; and

e methods of handling personal information are regularly assessed
and evaluated.

8. Further information

A diagram detailing the way in which data protection and information
governance is managed by the College is detailed in Appendix 1 - Information
Governance — Privacy Network.

All staff are encouraged to contact their line manager, the Director of Estates
and Corporate Services or the Data Protection Officer in the event that they
require guidance on the content of this policy, its application or the application
of the procedures which support it.

The processes and procedures which support this policy are as follows:

Data Breach Notification

Data Retention Schedule
Subject Access Request Process
Individual Rights under GDPR

2 Privacy Notices are available for review on the College website; any material changes to these notices will be communicated to data
subjects accordingly.
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Introduction

The purpose of this document is to set out the College’s data protection policy.
This policy document provides the overarching framework within which the
College processes and manages personal data and manages personal data
to deliver learning, teaching and other operational functions. This policy
ensure that we treat personal information lawfully and in a way which
complies with data protection law.

This policy applies to all:

e college users including past, present and prospective staff, students,
contractors and Board of Management members?, students, contractors,
partners and third parties acting on our behalf;

e all personal and special category ‘sensitive’ (for example health) data
collected, processed, created, stored and disclosed by the College
across all formats (including but not limited to physical paper documents,
photographs, CD’s/DVD’s, electronically (for example websites and
emails) or other methods of sharing documents online including
SharePoint, cloud storage services and verbally in conversation or by
telephone (where recorded) of any age;

¢ all locations from which College personal data is accessed including
home or remote working use;

e transfer of data overseas;

e direct marketing; and

e security, including CCTV.

All college users must comply with this policy and the processes and procedures
which support it. College managers who have responsibility for data and
electronic systems must ensure that their team procedures and processes
comply with this policy. These managers are part of the College’s Privacy
Network.

Data Protection Policy Aims
Glasgow Kelvin College its users to achieve its aims and deliver its mission.
We process personal information so we can perform our duties including:

e providing education, support and general advice services for our students
and facilities to our clients

promoting the college and our services

publishing the college news articles

maintaining our own accounts

supporting and managing our staff.

We also process CCTV to maintain the safety and security of college users,
premises and assets and for preventing, detecting and investigating criminal or
disciplinary offences.



All personal information is processed, stored, shared and destroyed in a
manner which is fully compliant with the data protection law, regardless of
the format or media on which it is collected, processed and stored.

The College Data Protection Policy covers the following key
aspects:

e The College will ensure that it complies with the Data
Protection Principles;

e The College will ensure that it has processes in place to enable
data subjects to exercise their rights in respect of their data;

e The College will put in place specific measures to protect any
special category data it holds;

e The College will ensure accountability for the processing of
personal data.

The College, as a data controller, is accountable for the data it collects,
processes, stores, shares and destroys and will only do this where necessary.
Particular care will be taken in respect of special category data, this is defined as
data concerning racial or ethnic origin, political opinions, religious or
philosophical beliefs, Trade Union membership or the processing of genetic
data, biometric data for the purpose of uniquely identifying a person, data
concerning health and data concerning a natural person’s sex life or sexual
orientation. Stricter security and access control measures shall be in operation in
respect of all such data sets.

The Data Protection Principles

The College will seek to ensure that all of its systems, processes and procedures
comply with the Data Protection Principles, specifically data will be:

1. processed lawfully, fairly and in a transparent manner in relation to
individuals;

2. collected for specified, explicit and legitimate purposes and not further
processed in a manner that is incompatible with those purposes; further
processing for archiving purposes in the public interest, scientific or
historical research purposes or statistical purposes shall not be considered
to be incompatible with the initial purposes;

3. adequate, relevant and limited to what is necessary in relation to the
purposes for which they are processed,

4. accurate and, where necessary, kept up to date; every reasonable step
must be taken to ensure that personal data that are inaccurate, having
regard to the purposes for which they are processed, are erased or
rectified without delay;

5. kept in a form which permits identification of data subjects for no longer
than is necessary for the purposes for which the personal data are
processed; personal data may be stored for longer periods insofar as the
personal data will be processed solely for archiving purposes in the public
interest, scientific or historical research purposes or statistical purposes



subject to implementation of the appropriate technical and organisational
measures required by the GDPR in order to safeguard the rights and
freedoms of individuals; and

6. processed in a manner that ensures appropriate security of the personal
data, including protection against unauthorised or unlawful processing
and against accidental loss, destruction or damage, using appropriate
technical or organisational measures.

Rights of the data subject

The College is also committed to ensuring that the rights of data subjects are fully
respected and that its systems and processes will enable data subjects to exercise
their rights which are embedded in law. Data subjects (individuals whose data is
being processed) have the following rights in respect of personal data the
College processes about them:

Data subjects (individuals) have the following rights in respect of the data the
College has which relates to them:

the right to be informed;

the right of access;

the right to rectification;

the right to erasure;

the right to restrict processing;
the right to data portability;
the right to object; and

the right not to be subject to automated decision making or profiling.
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These rights, however, are not absolute. The College policy is that it will seek to
ensure that it has in place systems which enable data subjects to exercise their
rights and can appeal and complain about decisions made by the College in this
regard. The College will also ensure that there are appropriate measures in
place for children (under 13 years of age) and other individuals who are not able
to provide consent to data collection and processing themselves.

Control Measures

Glasgow Kelvin College will, through appropriate management structures,
systems and processes;

1. observe fully conditions regarding the fair collection and use of
information;

2. meet its legal obligations to specify the purpose for which information is
used,

3. collect and process appropriate information and only to the extent that it
is needed to fulfil operational needs or to comply with any legal
requirements;

ensure the quality of information used;

apply strict checks to determine the length of time information is held;

6. ensure that the rights of people about whom information is held are able to
be fully exercised under the Act;
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8.

9.

take appropriate technical action and organisation security
measures to safeguard personal information;

ensure that personal information is not transferred without
permission and appropriate safeguards; and

ensure staff are trained in data protection.

Accountability

The College requires all staff to exercise responsibility, integrity and care in
handling and processing personal data. In particular, staff must treat all
personal data confidentially and must not share or disclose personal data to
external individuals or organisations unless it is permitted by the data subject,
is permitted by college processes and procedures or a member of the Strategic
Management Team.

The College will ensure that:

all members of the Strategic Management Team are trained in data
protection;

there are named individuals with specific responsibility for data protection
within the college (nominated persons: Vice Principal Operations and
Director of Corporate Services);

there is a designated Data Protection Officer; and

the CCTV system in use for security and crime prevention purposes
satisfies the Information Commissioners Office requirements.

Those who supervise data processing (members of the operational management
team and other College managers), have special obligations to ensure that they
have established procedures within their specific areas of responsibility which
are fully implemented and that staff are aware of their responsibilities which are
summarised below:

everyone managing and handling personal information understands that
they are contractually responsible for following good data protection
practice, complying with College policies/procedures and the data
protection legislation;

everyone managing and handling personal information is appropriately
trained to do so and appropriately supervised;

paper files are kept appropriately secure and ICT security protocols and
procedures are followed fully by all staff;

personal data is not shared outside the College without appropriate
consent and only where it is compliant with the Privacy Notice in place?
systems will be configured in a way which enables them to enable
individuals to exercise their rights (as stated above);

queries about handling personal information are promptly and courteously
dealt with;

a regular review is made of the way personal information is managed;
confidential paper records are securely disposed of within the terms of the
College’s data retention schedule;

redundant ICT equipment is recycled using the services of a contractor
who santises all hard drives;



e College mobile devices can be remotely wiped;

o Staff laptops are encrypted,;

e performance with handling personal information is regularly assessed and
evaluated; and

e methods of handling personal information are regularly assessed
and evaluated.

8. Further information

A diagram detailing the way in which data protection and information
governance is managed by the College is detailed in Appendix 1 - Information
Governance — Privacy Network.

All staff are encouraged to contact their line manager, the Director of Estates
and Corporate Services or the Data Protection Officer in the event that they
require guidance on the content of this policy, its application or the application
of the procedures which support it.

The processes and procedures which support this policy are as follows:

Data Breach Notification

Data Retention Schedule
Subject Access Request Process
Individual Rights under GDPR

11t should be noted that Board members are also charity trustees and any reference to Board members in
College policy documents also refers to that role.

2 Privacy Notices are available for review on the College website; any material changes to these notices will be
communicated to data subjects accordingly.
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